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Preface

The 1st International Workshop on Digital Watermarking (IWDW), the confe-
rence covering all aspects of digital watermarking, was held at the Hotel Riviera
situated along the beautiful Han River in Seoul, Korea from November 21 to 22,
2002. These proceedings contain 21 papers that were accepted for presentation
at the conference. These papers were selected from 67 submissions including 3
invited papers. They went through a thorough review process by the Program
Committee and were selected on the basis of excellence and novelty.

The following is a brief description of the history of this conference and re-
viewing process: In August 2001 some members of the Special Interest Group on
Multimedia Protection (SIGMP) of the Korea Institute of Information Security
and Cryptology (KIISC) agreed to create the IWDW. In November 2001 we set
up a Program Committee and solicited papers while asking Springer-Verlag to
publish the proceedings of the workshop in their Lecture Notes in Computer
Science series. In July 2002 we received 64 submissions from 14 countries using
Microsoft’s conference management site (http://cmt.research.microsoft.com/
iwdw2002/). Each submission was assigned a number automatically by the con-
ference management tool and the paper was sent to the Program Committee
members for their review. We also encouraged different sets of experts to join
for fair reviews. Thanks to the quality and size of the Program Committee, we
were able to match manuscripts for almost all submissions according to the in-
terests and expertise of specific committee members. To balance the program,
we invited 3 papers.

In September 2002 we selected 21 submissions as regular presentations and
5 papers for a poster session according to the input of the reviewers. Of these 19
regular papers and the 2 invited papers are published here. These 21 papers were
revised after the conference for better quality. The invited speakers were Zheng
Liu (M.Ken, Japan), Pierre Moulin (University of Illinois, USA), and Matt L.
Miller (NEC Research Institute, USA).

We would like to take this opportunity to sincerely thank the Program Com-
mittee for their time and for conscientious reviewing. Also, the Organizing Com-
mittee Chair, Byeungwoo Jeon at Sungkyunkwan University, and the Secretar-
iat, Judy Kang of Judy & Communications, deserve acknowledgments for their
dedicated work on the local arrangements and correspondence with authors and
participants. It is also a pleasure to once again thank the KIISC for hosting,
and the Secure Digital Content Association (SEDICA) for cohosting and sup-
porting this conference. Special thanks go to the DRM Forum, SDM Forum, and
MarkAny for their sponsorship.

We hope that these proceedings will be useful for future research on digital
watermarking.

November 2002 Fabien A.P. Petitcolas
Hyoung Joong Kim
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Information—Hiding Games*

Pierre Moulin

University of Illinois, Beckman Inst., Coord. Sci. Lab & ECE Dept.
Urbana, IL 61801, USA
moulin@ifp.uiuc.edu

Abstract. This paper reviews recent research on information-theoretic
aspects of information hiding. Emphasis is placed on applications re-
quiring high payload (e.g., covert communications). Information hiding
may be viewed as a game between two teams (embedder/decoder vs. at-
tacker), and optimal information-embedding and attack strategies may
be developed in this context. This paper focuses on several such strate-
gies, including a framework for developing near-optimal codes and uni-
versal decoders. The suboptimality of spread-spectrum strategies follows
from the analysis. The theory is applied to image watermarking exam-
ples.

1 Introduction

Watermarking (WM) and data hiding (DH) are now major research areas in
signal, image and video processing. The goal is to conceal information (such as
copyright information, annotations, movie subtitles, secret data, etc.) within a
host data set. This hidden information should be decodable even if the water-
marked data are modified (to some extent) by an adversary (attacker).

Beginning around 1990, a variety of WM and DH algorithms have been pro-
posed in the literature, with mixed success. Many algorithms would be unable
to resist even simple attacks, or they would use relatively naive data embedding
techniques. In the second part of the 1990’s, it was realized that information
theory plays a natural role in WM and DH, due to the need to reliably com-
municate information to a receiver. The theory also guides the development of
good DH codes. The main challenge was to formulate a precise mathematical
framework taking the following properties into account:

1. The watermarking process should introduce limited distortion in the host
signal. Likewise, the attack should introduce limited distortion.

2. While the host signal is known to the information embedder, it may be
unknown to the decoder (blind WM/DH). Additional side information (such
as a cryptographic key) may be shared by the encoder and decoder.

3. The communication channel is under control of the attacker.

The essential ingredients of the information-theoretic approach are as follows:

* Work supported by NSF grants CDA 96-24396, MIP-97-07633 and CCR. 00-81268.

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 1-[I2 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 P. Moulin

1. Distortion metrics are used to define a broad class of admissible embedding
functions and a class of attack channels.

2. Statistical models for the host data, the message, and the secret key are used
to meaningfully define probabilities of error.

3. Reliable communication is sought under any attack channel in the prescribed
class [1]. Game theory plays a natural role under this setup: one party (em-
bedder/decoder team) tries to minimize probability of error, and the other
party (attacker) tries to maximize it.

There is a cost in defining an overly restricted class of embedding functions,
and a danger in defining an overly restricted class of attacks. In the first case,
the WM/DH system may have unnecessarily low performance — in particular,
we will see why spread-spectrum systems [2| are generally not competitive with
quantization-based systems [3]. In the second case, the WM/DH system may
have catastrophic performance — for instance because the embedding algorithm
was designed to resist white noise attacks, but not geometric attacks.

Application of information theory has revealed the following fundamental
concept, which until early 1999 [3/4l5] had been overlooked in the watermarking
literature: Even if the host signal S% is not available at the decoder (blind
watermarking), the fact that the encoder knows SV signifies that achievable
rates are higher than if SV was some unknown interference. (Spread-spectrum
systems do not exploit that property.) The watermarking problem falls in the
category of communication problems where encoder and decoder have access to
side information [6, Ch. 14.9] [7R].

Notation. We use capital letters to denote random variables, small letters to
denote their individual values, calligraphic fonts to denote sets, and a superscript
N to denote length-N vectors. For instance, p(x),z € X denotes the probability
mass function (p.m.f.) of a random variable X taking its values in the set X'. The
notation Pr[€] denotes the probability of an event £, and the symbol E denotes
mathematical expectation.

Encoder Decoder
M XN yN M
> fy (s, m, kY) M AN (1 xY) SN ——
SN A A A
KN

Fig. 1. Formulation of information hiding as a communication problem.
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2 Model for Data Hiding

Referring to Fig. [ [5], assume that a message M is to be embedded in a length-
N host-data sequence SN = (Sy,---,Sn): typically data from an host image,
video, or audio signal. Side 1nf0rmat10n KN = (Ky,--+,Ky) (possibly correlated
with S’N ) is shared by the encoder and decoder. The Watermarked data XV =
(X1, -+, Xn) are subject to attacks that attempt to remove any trace of M from
the modlﬁed data YN = (Y1,---,Yxn). The mapping from X ¥ to Y¥ is generally
stochastic and is represented by a p.m.f. AN( N12zN). The decoder has access to
YN and KV and produces an estimate M for the message that was originally
transmitted. A decoding error occurs if M # M. The variables S;, K;, X;,Y;
take their values in finite sets S, K, X and ), respectively.

Data Embedding. Consider a bounded distortion function d; : S x X —
Rt . The distortion function is extended to a distortion on N-vectors by
d¥ (sV,aN) = 2116\[:1 d1(sk, xk). A length-N watermarking code subject to dis-
tortzon D is defined as a triple (M, fn, ), where:

— M is the message set of cardinality |M];
— v SV x M x KN — XN is the encoder which produces the sequence
N = fn(sN,m,kN). The mapping fy is subject to the average distortion
constraint

E[dy (5™, XN)] < Dy; (1)
— én : YV x KN — M is the decoder which produces the decoded message
m= ¢N(yN7 kN)

The definition of the distortion constraint ([I) involves an averaging with
respect to the distribution p(s™, k™) and with respect to a uniform distribution
on the messages. An alternative is to replace ([Il) with almost-sure (a.s.) distortion
constraints [16]:

PridN (s, XNy < D] =1, VsV eSV. (2)

Attacker. Consider a distortion function dy : X xY — R*. An attack chan-
nel with memory, subject to distortion Do, is defined as a sequence of conditional
pm.f.’s AN (yN|zN) from AN to YV, such that

E[d3 (XY, Y™)] < Ds. ®3)
In addition to distortion constraints, other restrictions may be imposed on the
attack channels. For instance, for analysis purposes, the attack channel may
be constrained to be memoryless, or blockwise memoryless. Denote by AN the

class of attack channels considered. Two alternatives to the average distortion
constraint (3) are a.s. constraints:

PridY (N, YY) < Do) =1, vzl exV, (4)
and an average distortion constraint with respect to the host data:

Eld}' (S, Y™)] < Ds. (5)
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(The attacker is assumed to know f and all probability distributions.)

Decoder. If the decoder knows the attack channel AV, it can implement the
Maximum a Posteriori (MAP) decoding rule, which minimizes the probability
of error:

1 = argmax p(m|y”™, k™). (6)
meM

If the decoder does not know A", one needs a universal decoder for the class AN
[1], with guaranteed performance level for all AN € AN, see Sec. Bl Heuristic
decoding rules (such as the correlation rules and normalized correlation rules
that are often used in the watermarking literature) might result in low rates of
reliable transmission against an astute attacker.

3 Data-Hiding Capacity

The rate of the DH code (M, fn,¢n) is R = 3 log| M|, and the average prob-
ability of error is

P.n= > Prgn(YN,EN) #£m | M =m]. (7)
|M| meM

A rate R is said to be achievable for distortion D; and for a class of attack
channels AN, N > 1, if there is a sequence of codes subject to distortion Dy,
with rate R, such that P, y — 0 as N — oo, for any sequence of attacks in AN
The data-hiding capacity C(Dy,{AN}) is then defined as the supremum of all
achievable rates for distortion D; and attacks in the class {AN}.

3.1 Main Result

Consider the average distortion constraints (I) and (3), and assume the host
signal and the attack channel are memoryless. The data-capacity defined above
turns out to be the solution of a certain mutual-information game and is given
in the theorem below. Let U € U be an auxiliary random variable such that
(U,S) = X =Y forms a Markov chain. Let Q(D;) be the set of covert channels
@ that satisfy the constraint

Z dy(s,2)Q(x,uls, k)p(s, k) < Dy, (8)

z,s,k,u

A(Dz) be the set of attack channels A that satisfy the constraint

Z da(z,y)A(y|lx)p(z|s, k)p(s, k) < Do, (9)

s,x,k,y

and A be an arbitrary subset of A(Dy).
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Theorem 1. [5] Assume the attacker knows the encoding function fn and the
decoder knows fn and the attack channel A. A rate R is achievable for distortion
Dy and attacks in the class A if and only if R < C, where C' is given by

C= min  J(Q, A) (10)

max
Q(=,uls,k)€Q(D1) A(ylz)EA
where [U| < |X||02| + 2, 2 is the support set of p(s, k), and

J(Q, A) = I(U; Y |K) — I(U; S|K) (11)

where I(X;Y|2) 2 D w2 P(@, Y, 2) log% denotes conditional mutual
information [6].

Gel’fand—Pinsker. The capacity result (I0) is closely related to a key result
by Gel’'fand and Pinsker [7] in 1980. They derived the capacity of a memoryless
channel whose state is known to the encoder but not to the decoder. The encoder
may exploit the state information using a binning technique, as discussed below.
The role of the channel state is analogous to the role of the host signal in blind
DH. Key differences with the Gel’fand—Pinsker problem include the existence of
distortion constraints, the availability of KV at both the encoder and decoder,
and the fact that the attack channel is unknown to the encoder — whence the
minimization over A in ([I0).

Binning Schemes. In principle, the capacity bound can be approached us-
ing a random binning coding technique [6l/7], which exemplifies the role of the
covert channel Q, see Fig. 2l A size 2NU(UY:K)=€) codebook C is constructed for
the variable UY by randomly sampling the optimal distribution p(u”), and par-
titioning the samples into | M| equal-size subsets (lists). The actual embedding
of a message m € M proceeds as follows: first identify an element u™ (m) from
the list of elements indexed by m in the codebook C, in such a way that u®™ (m) is
statistically typical with the current (s, k"), then generate watermarked data
2V according to the p.m.f. p(z™|u™ (m), s, kN). The decoder finds @V that is
statistically typical with (y", k"), and obtains 1 as the index of the list to which
4" belongs. However, memory and computational requirements grow exponen-
tially with block length N, and so such approaches are known to be infeasible
in practice. Developing structured binning schemes that approach the capacity
bound is a active research area [BJYTOTTITZ], see Sec. [l

Recent Extensions. Recently, Somekh-Baruch and Merhav [I3] have shown
that the capacity formula (I0) holds under milder assumptions on the attacks
and decoder. They assume the a.s. distortion constraints (2) and (). The decoder
does not know the attack channel AV, which is any channel that satisfies (H)
(AN has arbitrary memory). Capacity can again be achieved using a random
binning scheme similar to the one described above, and a particular universal
decoder based on the method of types [1l6], i.e., based on the empirical first-order
statistics of the pairs (uV, yV), for all u?¥ € C.
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Encoder Decoder

N[ I(U;S,K) +€ ]

5

2N [ 1(U;Y,K) - I(U;S,K) - 2€ ]

Fig. 2. Random binning technique.

3.2 Gaussian Channels

Theorem [1] can be generalized to the case of infinite alphabets S, X, Y, U, K.
The case of Gaussian S and squared—error distortion measure is of considerable
practical and theoretical interest, as it becomes possible to explicitly compute
the distributions that achieve capacity and to obtain insightful results. We refer
to this case as the Gaussian channel. Let S = X = ) be the set R of real
numbers, and d;(z,y) = da(z,y) = d(z,y) = (x — y)?. Also let S ~ N(0,0?),
meaning that S follows a Gaussian distribution with mean 0 and variance o2.

A remarkable result is that the data-hiding capacity is the same for both blind
and nonblind DH problems. Under the average distortion constraints () and (3]),
we obtain

ilog (14 21): if Dy < Dy < 02,
C =Cq(0® Dy, Dy) = {0 og ( ): ;fD;;azz 7 (12)

where D = M When D, < o2, the optimal distributions turn out to be
Gaussian test Channels [6)14015], see Flg Bl

Closely related to this result is one derived by Costa [8] in 1983 for commu-
nications on an additive white Gaussian noise channel (with power Ds) in the
presence of an i.i.d. (independent and identically distributed) Gaussian interfer-
ence (with power 02) that is known at the encoder but not at the decoder. When
the channel input power is constrained not to exceed D7, Costa showed that the
capacity of the channel is exactly the same as if the interference was also known

to the decoder: C' = %log (1 + %). The analogy to the DH problem is remark-

able: the host signal S™ plays the role of the known interference. Capacity in
the DH problem is slightly lower than in the Costa problem because the optimal
Gaussian attack is not additive; however, the gap vanishes in the low-distortion
limit (D;/0? — 0 and Dy/0? — 0). Remarkably, this result holds even if the
interferer is non-Gaussian [5].

More extensions of Costa’s result have appeared last year [T2[T6/17]. In par-

ticular, the capacity formula C' = % log (1 + g—;) is still valid if the interference
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a—o
X
1/B
‘ |
S U X \% Y
QLD P YA
2| w
Covert Channel Q(x,uls) Attack Channel A(ylx)

Fig. 3. Optimal data-hiding and attack strategies for Gaussian host data S ~ N(0, o2).
Here Z ~ N(0,aD1) and W ~ N(0,3(D2 — D1)) are mutually independent random

variables, where ¢ = 1 — D;/0? and 8 = —2

02—Do
A(y|z) are Gaussian test channels with distortion levels D, and D2 — Dy, respectively.

For public DH, a = —221_: for public DH, one may choose a = a.
aD1+D y

. The optimal channels p(z|s) and

is any finite-power sequence, for any values of Dy and Dy. Moreover, the ca-
pacity for the following two DH games are identical: (i) the game with average
distortion constraint (B) and memoryless attack channel, known to the decoder,
and (i) the game subject to the a.s. distortion constraint () with a decoder
uninformed about the attack channel.

The optimal decoding rule for Fig. [3]is a minimum-distance decoding rule:

a4 = argmax p (uN|yN) = argmin [[u — vy ||? (13)
ulNeC uNeC

where v ~ a as Dy/0? and Dy/c? — 0. For large N, we have ||uV||? ~ No2,

and (I3) is asymptotically equivalent to the following correlation rule:

N ~ argmax < o™, yN > . (14)

uNeC
This rule is remarkable in its simplicity and robustness. For instance (I4) is also
optimal if the attacker is allowed to scale the output of the Gaussian channel
by an arbitrary factor, because all correlations are scaled by the same factor.
More strikingly, (I4)) turns out to be the optimal universal rule in Cohen and
Lapidoth’s setup [16].

The property that capacity is the same whether or not S% is known at the
decoder can be illustrated using sphere-packing arguments, see Fig. @l Assume
that D, Dy << 2. The encoder in the random binning construction selects
a scaled codeword U™ inside the medium-size sphere of radius \/ND;/a?
centered at SV. There are approximately 2V¢ codewords (one for each possible
message m) within this medium-size sphere. The received data vector YV lies
within a small sphere of radius \/No?2 centered at éUN . Decoding by joint
typicality means decoding YV to the center of the closest small sphere. To yield
a vanishing probability of error, the small spheres should not overlap.
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it scaled
codeword

radius

V(Nc?2)

radius

JIND/ a2

Fig. 4. Sphere-packing interpretation of blind Gaussian information hiding. Shaded
spheres are indexed by the same message m.

3.3 Parallel Gaussian Channels

Assume S¥ is the union of K independent sources Si, 1 < k < K, each produc-
ing N, i.i.d. Gaussian random variables from the distribution A (0, a,%), where
Zszl N = N. Thus, we have K parallel Gaussian channels, with samples
{Sk (n)}, and rates r, = Ni/N, 1 < k < K. The distortion metric is squared
error. Let

Ny, N
di = Nik SE[Xi(n) — Si(m))? and  doy, = Nik Y E[Yi(n) = Si(n)?

(15)
be the distortions introduced by the embedder and the attacker in channel k,
respectively. We have distortion constraints

K K

> redi <Dy oand Y rgpdag < D (16)
k=1 k=1

As in the Gaussian case, capacity is the same for both blind and nonblind DH
[14/15] :
K

C = max min reCa(o?, dig, day 17
s s 3 (o2 dac) (1)

where the maximization and minimization are subject to the distortion con-
straints (I6). The capacity-achieving distributions are product distributions, i.e.,
the K channels are decoupled.



Information—Hiding Games 9

4 Data-Hiding Codes

The papers [IT/T2] present a general approach for constructing structured bin-
ning schemes to approach capacity in the low quadratic distortion case (for any
host signal distribution). This approach is in fact applicable to various communi-
cation problems with side information [12]. The goal is to generate UV, ZN XV
whose distribution approximates the ideal distributions shown in Fig. [3.

Step 1: Construct a good vector quantizer with distortion D;. Define a N-
dimensional lattice L whose Voronoi cells have normalized second moment equal
to D; and are, loosely speaking, nearly spherical. The distribution of quanti-
zation errors in L may then be approximated as N'(0, D1Iy) in the Kullback-
Leibler sense.

Step 2: For each m € M, define a translated lattice L, with coset leader
cm € RN ie., L., = ¢m + L. Assume ¢; = 0. The minimum distance between
the translated lattices should be as large as possible. The vectors ¢,,, m € M,
then form the generator matrix for a good channel code.

The union of the lattices L,, forms a nested lattice code. Given m and sV,
the encoder obtains u¥ (m) by quantizing as”™ to the nearest point in L,,. The
difference 2V = u™ (m)—as” represents a quantization error, as discussed above.
Finally, 2V = sV 4 2V,

The decoder quantizes yy” to the nearest point in U,,eaLy, and outputs
the corresponding index ri. This implements (T3)).

m Outer ﬁl
Encoder
(e,
SN uN xN
L
‘@) : @
&
va
1- l
(5
g%
Encoder
yN m m
L= I{Li Outer |5
Decoder (D, ) Decoder
¥
Decoder

Fig. 5. Lattice-based encoder and decoder for data hiding.
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This construction contains Chen and Wornell’s scalar Quantization Index
Modulation (QIM) technique as a special case [3/10]. In practice, one may not
afford a complex high-dimensional lattice, and instead use products of low-
dimensional lattices, or even a simple cubic lattice. In order to improve channel
coding performance, one can also use an outer code, in which m is encoded into
a longer (redundant) sequence m, which is used as an input to the nested lat-
tice code (inner code). Chou and Ramchandran [18] recently proposed the use
of an outer erasure code; their scheme is intended to resist erasures, insertions
and deletions, in addition to the Gaussian-type attacks that the inner code is
designed to survive.

5 Data Hiding in Images
Several papers, including [I8/T9], have recently studied quantization-based codes

for embedding data in images. The paper [19] directly illustrates the parallel-
Gaussian channel theory, as described below.

Table 1. Quantization-Based Embedding Algorithm.

Step 1|Apply a discrete wavelet transform to the host image.

Step 2|Estimate the variances of the wavelet coefficients at each scale
and location.

Step 3|Group wavelet coefficients with similar variances,

and treat each group as a channel.

Step 4|Solve the power allocation problem (@7D, obtaining {dix} and {d2x}.
Step 5|Choose a target bit rate Ry below Cj = Cg(Uz,dlk,ko)

for each channel k. For instance, Ri = 0.1C%.

Step 6|Embed data in each channel using a Gaussian code from Sec. [.
Step 7|Apply the inverse wavelet transform to the modified wavelet
coefficients. This yields the watermarked image.

Wavelet image coefficients are assumed to be Gaussian with zero means and
location-dependent variances. The coefficients are conditionally independent,
given the variance field. They are grouped into channels containing coefficients
with similar variances. This yields a parallel Gaussian model [I5/19].

The embedding algorithm is outlined in Table[I. The attacker and decoder
are assumed to know the variances of the wavelet coefficients of the host data.
The optimal attack is Gaussian, with power allocation {da;} derived in Step 4
of Table Ml The decoder performs MAP decoding in each channel, according to
(@3).

Results are given for the 512 x 512 image Lena, using Daubechies’ length-8
orthogonal wavelets and 64 parallel Gaussian channels. A value of D; = 10 is

! Hence this scheme is semi-blind; at the decoder S is unknown, but the correspond-
ing variances are known. In practice, the variances would be estimated from the
received data.
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chosen such that the embedding distortion is just noticeable. For Dy = 5D+, the
operational probability of bit error, Py, is equal to 0.05. This is vastly better
than P, =~ 0.5 obtained using uniform bit allocation over the channels, and
Py 2~ 0.5 obtained using Chen and Wornell’s original QIM (using ay = ap = 1

instead of the optimal o = dljﬂizk ). The total bit rate is 398 bits, 10% of NC.

6 Discussion

This paper has reviewed the role of information theory and game theory in the
analysis of data-hiding systems. Recent research (2001 and 2002) has revealed
that identical or similar results can be obtained under widely different assump-
tions. For instance, the same capacity may be achievable whether or not the
decoder knows the attack channel; and whether or not the attack is allowed to
have memory. Related aspects of these problems may be found in recent papers
on the characterization of error exponents [20], on optimal design of the key
distribution [21I], and on optimal estimation of attack channel parameters [22].

Closely related problems include watermarking with a low payload (per-
haps as low as one bit of information, for authentication applications). Recent
information-theoretic developments in this area include [23]2425]26]. Also see
[27/28] for extensions to the fingerprinting problem.

Acknowledgements. I would like to thank my collaborators: J. A. O’Sullivan,
R. Koetter, and M. K. Mihcak, for contributing to all aspects of this work.
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Abstract. Informed embedding is the practice of tailoring each water-
marking pattern according to the cover Work in which it is to be em-
bedded. The objective is to attain an optimal trade-off between esti-
mates of perceptual fidelity and robustness. To date, our own studies of
informed embedding have been limited to watermarks with very small
data payloads. Our purpose in the present paper is to develop a method
of informed embedding that is suitable for watermarks with large data
payloads.

The method we develop employs an estimate of robustness based on the
amount of white noise that can be added before a message error becomes
likely. We present an iterative, Monte-Carlo algorithm that tries to en-
sure watermarks are embedded with a specified value of this robustness
estimate. This algorithm is tested in an image watermarking system, and
is found to successfully embed robust, 129-bit watermarks in 368 x 240
images.

1 Introduction

In recent years, several researchers [BI1J2] have recognized that watermarking
with blind detection can be modeled as communication with side-information
at the transmitter [I0]. This realization has led to the design of algorithms for
informed coding and informed embedding. In informed coding, a watermark is
represented with a pattern that is dependent on the cover Work. In informed
embedding, each watermark pattern is tailored according to the cover Work,
attempting to attain an optimal trade-off between estimates of perceptual fidelity
and robustness. The reader is directed to [4] for a detailed discussion of these
concepts.

To date, our own studies of informed embedding have been limited to wa-
termarks with very small data payloads [4J7J5]. Other researchers [TJ2J96] have
employed informed coding to embed large data payloads in images — on the order
of 1000 or more bits — but their methods involve only simple forms of informed
embedding. Our purpose in the present paper is to develop a more sophisticated
method of informed embedding that is suitable for watermarks with large data
payloads. This method attempts to explicitly control the probability of obtaining
message errors after the addition of white noise.

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 13-[21] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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Fig. 1. Simple, 8-state trellis.

Our basic approach to designing a watermarking system with an informed
embedder is as follows:

1. Define the watermark detector.

. Specify a numerical estimate of robustness.

. Specify a numerical estimate of fidelity.

. Design an embedder that solves an optimization problem posed in terms of
fidelity and robustness.

=W N

The following three sections of this paper address the definition of an image
watermark detector, a method for estimating robustness, and the design of an
embedder. We do not focus on developing a sophisticated estimate of fidelity,
using simple mean-squared-error instead. Next, Section [l presents some experi-
mental results. Finally, Section [6] draws some conclusions.

2 Detector Design

Our watermarking system is built around a trellis-code, as illustrated in Figure[ll
This code is similar to that used in the E. TRELLIS8/D_TRELLIS8 watermark-
ing system of [4]. Each possible message corresponds to a path through the trellis
from node A0 (state A at time 0) to one of the nodes at the right (any state at
time L). We refer to the transition from one column of nodes to the next col-
umn of nodes as a step, and each such step corresponds to one bit in the coded
message. A bold arc is traversed if the corresponding bit is a 1, a non-bold arc
is traversed if the corresponding bit is a 0.

Each arc in the trellis is labelled with a randomly-generated, length N ref-
erence vector. Each path, and thus each message, is coded with a length L x N
vector that is the concatenation of the labels for the arcs it contains.

The detection algorithm proceeds as follows:
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—_

Convert the image into the 8 x 8 block-DCT domain.

2. Place low-frequency AC terms of the blocks into a single, length L x N
vector, in random order. We refer to this as the extracted vector.

3. Use a Viterbi decoder [II] to identify the path through the trellis whose
L x N vector has the highest correlation with the extracted vector.

4. Identify the message that is represented by the highest-correlation path.

Note that this detection algorithm does not attempt to determine whether or
not the image contains a watermark. It simply maps every possible image into an
L-bit message, regardless of whether the image has had a watermark embedded.
In large payload applications it is usually not important for the detector to
determine whether a watermark is present, since most combinations of bit values
are not meaningful. If we need the detector to determine presence of watermarks,
we can use some number of bits to contain an error detection checksum or
signature of the message.

3 Estimate of Robustness

In [7)5], we defined an estimate of robustness suitable for small-payload water-
mark systems that use correlation coefficient to test whether or not a mark is
present. Since the present detector neither uses correlation coefficient, nor tests
for the presence of a watermark, this measure of robustness is not applicable.
Instead of estimating the likelihood that a watermarked image will be detected
as unwatermarked, we need to estimate the likelihood that it will be detected as
containing the wrong message.

To develop our new robustness measure, consider a simple system in which
there are only two possible messages, represented by two different vectors. Denote
one of the vectors g, and the other b. When presented with an image, c, the
detector returns the message associated with g if g-¢c > b - ¢, where g-c =
>, glilc[i] is the correlation between g and c.

Suppose we wish to embed g into an image, ¢, (so g is the “good” vector
— the one we want to embed — and b is the “bad” vector — one we do not
want the watermarked image to be confused with). Our task is to estimate
the chances that a proposed watermarked image, c, will, after corruption by
subsequent processing, be detected as containing the message g rather than the
message b. More precisely, we need a value that is monotonically related to the
probability that message g will be correctly detected in a corrupted version of
the watermarked Work, c .

As in [7l5], we proceed by assuming that the distortions applied to the Work
after watermark embedding can be modeled as the addition of white Gaussian
nois. Thus, we assume that the detector will receive Cwn = Cw + n, where n is
a length L x N vector whose elements are drawn independently from a Gaussian
distribution with variance o2. The probability that g will be detected in cynp is

P{g~cwn>b~cwn}:P{(g|;E)b'|Cw>an7‘} (1)

! See [] for a justification of this assumption.
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where r is a random scalar value drawn from a unit-variance, Gaussian distri-
bution. Clearly, the larger the value of

(g_b)'cw
lg — b

the higher the probability that it will be greater than o,7r, and the greater the
chances that the watermark g will be correctly detected in cwn. Ro(), then, can
serve as our robustness measure for a simple, two-message watermarking system.

To extend this measure to larger payloads, we take the minimum of Ry over
all possible erroneous message vectors, by ... bor_;. Thus,

Ry (va g, b) = (2)

2k 1
R(cwag) = Iln:l{l RO (Cw,ga bl) . (3)

Figure [ illustrates a geometric interpretation of the embedding region that
results when we specify that R(cw,g) must be greater than or equal to a given
value. The figure shows a Voronoi diagram representing the detection regions for
various messages. By specifying a minimum value for R(cy,g), we are insisting
that cy must lie a certain distance from the edge of the detection region for g.
The figure also illustrates the behavior of an ideal embedder using this robustness
measure. The open circle indicates an unwatermarked cover image, and the filled
circle shows the closest possible watermarked image with acceptable robustness.

4 Embedding Algorithm

In practice, it is difficult to implement an algorithm to find the optimal water-
marked image, as illustrated in Figure 2] Instead, we use a suboptimal, iterative
algorithm. This algorithm is very general, and can be used with a wide variety
of watermark coding schemes.

We assume that we have a black-box watermark encoder, W (m), that maps
a sequence of bits, m, into a watermark signal, w,,. We futher have a black-
box watermark detector, D(c), that maps an image, ¢, into the sequence of bits
corresponding to the watermark signal with which the image has the highest
correlation. We make no further assumptions about how these two functions
work internally.

We now give the basic outline of the iterative embedding algorithm. Given a
cover image, co, a message to embed, m, and a target robustness value, R;, the
algorithm proceeds as follows:

1. Let g = W(m) and ¢y = Co.

2. Find the signal, b # g that minimizes Ro(cw,g,b).

3. If Ry(cw,8,b) > Ry, then terminate.

4. Otherwise, modify ¢y, so that Ro(cw,g,b) = R:, and go to step 2.

The modification of ¢y, in step 4 is performed as follows:
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Fig. 2. Geometric interpretation of embedding region defined by placing a lower limit
on R(cw,g).

g—Db
d =
lg — bl
a = R;— Ry (CWagab)
Cw < Cw + ad. (4)

The new cy, yields Ry(cw,g,b) exactly equal to R;, while having a minimum
Euclidian distance from the previous cy.

The operation of this algorithm is shown geometrically in Figure [3l In the
first iteration, cy, lies in the detection region for bs, so b = bgs in step 2,
and cy, is moved to a point beyond the boundary between g and bg. In the
second iteration, b = by, and g is moved into the detection region for g. In
the final iteration, the closest bad vector is still by, but Ro(cw, g, bs) is already
satisfactory, so the algorithm terminates. The figure clearly illustrates that this
algorithm is suboptimal, since it does not yield the optimal point identified in
Figure @ Nevertheless, it is practical to implement.

The identification of b in step 2 depends on the method of coding. For most
codes, it is not easy. We therefore apply a simple, Monte Carlo approach by
letting
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Fig. 3. Geometric interpretation of a sub-optimal, iterative method for informed em-
bedding.

b =W (D (cw +mn)), ()

where n is some random noise. If a small amount of noise is added to ¢y, and the
detector returns a message other than m, then b is likely to yield a low value of
Ry (). If there exist any vectors that yield values of Rg() below the target value,
Ry, then b is likely to be one of them.

The best amount of noise to add changes as the embedding process progresses.
In the first iteration, when cy = co, it is unlikely that D(cy) = m, so we need
not add any noise at all to find the nearest bad vector. In later iterations, if too
little noise is added, W(D(cw + n)) will equal g. If too much noise is added,
W (D(cw + n)) has a high chance of producing a vector for which Ry() is much
larger than the minimum available value. We therefore dynamically adjust the
amount of noise added in each iteration.

Since the Monte Carlo approach does not guarantee that we find the b that
minimizes Ro(cw, g, b) in each iteration, we cannot terminate the algorithm the
first time that Ry(cw, g, b) is greater than or equal to the target value — there
might still be some other b for which Ry(cw, g, b) < R;. We therefore maintain
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a count of the number of consecutive b’s found for which Ry(cw,g,b) > R:.
The algorithm terminates when this count reaches a specified limit.

Thus, the complete, general version of our informed embedding algorithm
proceeds as follows:

1. Let g =W (m), cw = Co, on =0, and j = 0.

2. Let b = W(D(cw + n)), where n is a random vector with each element
drawn independently from a Gaussian distribution with variance o2.

3. If b=g, let o + oy + 6 and go back to step 2.

4. If Ry(cw,g,b) < Ry, then modify ¢y, according to Equation ] reset j to 0,
and go back to step 2.

5. If Ro(cw,g,b) > R;, then increment j. If j < 100, then let oy, + oy — § and
go back to step 2. Otherwise, terminate.

5 Experimental Results

To test this algorithm, we implemented a system for embedding and detecting
N = 129 bits in images of size 368 x 240. We used the 12 lowest-frequency AC
coefficients from each 8 x 8 block, and discarded 48 randomly-chosen coefficients,
giving us an extracted vector of length L x N = 16512, with L = 128. Our trellis
code had 64 states. Each 0 arc (i.e. non-bold arc in Figure[Il) was labeled with
a vector drawn from a white, Gaussian distribution, and normalized to have
exactly zero mean and unit variance. The 1 arcs (i.e. bold arcs) were labeled
with the negations of the O-arc labels. The step size for adjusting o, during
embedding was § = 0.1.

We used this implementation to embed random watermarks into 2000 images
from the Corel image library [3], with several values of R;. The average resulting
MSE between original and watermarked images ranged from 5, at the lowest
strength of R; = 10, to 5.3, at the highest strength of R; = 100.

We then ran the detector after no subsequent distortions, and after simulated
JPEG with a quality factor of 75%, recording the resulting message error rate
(the frequency with which not all bits were correctly decoded). The results are
shown in Figure [

In theory, we should always be able to detect all bits correctly after no dis-
tortion, since the embedding process does not terminate before the image is
within the detection region for the desired message. However, there were round-
off and clipping errors in our implementation, which caused a small fraction of
images to yield message errors after no distortion, primarily at lower embed-
ding strengths. At the highest embedding strength, the embedder succeeded in
embedding error-free messages in over 99% of the images.

The results after simulated JPEG show that watermark robustness is clearly
a monotonic function of embedding strength. At the highest embedding strength,
all bits of the watermark were correctly detected in over 98% of the images. This
implies that, although our estimate of robustness, R, is defined in terms of addi-
tive white noise, it is also a reasonable predictor of robustness to quantization.



20 M.L. Miller, G.J. Doérr, and 1.J. Cox

—e— No distortion
—— Simulated JPEG with QF=75%

0.9

0.8

0.7F

0.6

0.4

Message error rate

03

02

1 1 1 1 1 1
10 20 30 40 50 60 70 80 90 100

Embedding strength (target value of R)

Fig. 4. Results of test on 2000 images.

For comparison, we implemented a blind embedder as well, and applied it to
each image with an embedding strength chosen to obtain exactly the same MSE
as obtained with the informed embedder. The blind embedder failed to embed
error-free messages in well over 95% of the images.

6 Conclusions

We have presented a new method of informed embedding that is suitable for
multi-bit watermarks, and tested its performance on a watermark with moder-
ately large payload. The performance was substantially better than blind em-
bedding.

However, by itself, this method does not allow for payloads much larger
than that we tested. For larger payloads — on the order of 1000 bits in our
368 x 240 images — the method must be combined with methods for informed
coding and perceptual shaping. In another paper, we report results obtained
with such a combined system [8]. There, we succeed in embedding 1380 bits into
these images in a manner that is robust to substantial valumetric distortions.
The present informed embedding method is critical to achieving that result.
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Abstract. Based on Bayes theory of hypothesis testing, a new DWT-
domain decoder structure for image watermarking has been proposed in
this work. The statistical distribution of wavelet coefficients is deliber-
ately described with the Laplacian model so that the decoding algorithm
could couple effectiveness and simplicity. Under the Neyman-Pearson cri-
terion, the decision rule is optimized by minimizing the probability of
missing the watermark for a given false detection rate. Compared with
other domain decoders, the proposed DWT-domain decoder has more
flexibility in constructing new watermarking algorithms by using visual
models that have varying spatial support.

1 Introduction

Correlation-based watermark detection has been extensively used in current wa-
termarking techniques and widely discussed in the literature. Under the assump-
tion that the watermarked feature coefficients follow a Gaussian distribution,
this correlation-based detection structure would be optimal in that it permits to
minimize the error probability. However, as many authors have pointed out [I]-
[B], when the host feature coefficients do not follow a Gaussian pdf (probability
density function), correlation-based decoding is not the optimum choice. Hernan-
dez et al. [I] proposed an optimum maximum likelihood decoder structure for
additive watermarking in DCT-domain, where mid-frequency DCT coefficients
are modeled as GGD (generalized Gaussian distribution) random variables. In
many cases, though, the non-additive embedding rule is adopted to achieve bet-
ter image-dependent watermarking. Barni et al. [2] constructed a DFT-domain
non-additive watermarking decoder and made it optimal. But the Weibull dis-
tribution which they used to model the magnitude of DFT coefficients can not
be applied to the commonly used transforms such as DCT and DWT. In this
work, we propose a method to design DWT-domain multiplicative optimum de-
coders for image watermarking. We also present a multiresolution watermarking
algorithm to exhibit the good performance of the new decoder.
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Wavelet transform has the advantages of both locality and frequency extrac-
tion. Compared with other image transforms (e.g. DFT), more sophisticated
perceptual models can be found in the wavelet framework. It endows the DWT-
domain decoder structure with more flexibility in constructing new algorithms
robust to different attacks. For example, most of current watermark decoders
have poor performance under low-pass filtering. By using the visual model based
on the low-pass features of the DWT transform image, we can construct the wa-
termark component with wide spatial support and make the decoder robust
against such image processing. Early researchers (e.g. [4]) have found that both
watermark structure and embedding strategy affect the robustness of image wa-
termarks. In this paper, we further demonstrate that the design of decoders also
involves the reliability of watermark recovery.

2 Optimum Decoder Structure

Our proposed decoder structure is based on Bayes statistical detection theory.
The wavelet coefficient to be watermarked is modeled as a realization from a
Laplacian distribution, whose standard deviation is to be estimated. To achieve
adaptive watermarking, the multiplicative embedding rule is adopted, i.e., larger
coefficients are superimposed with more strength of the watermark. We give a
brief review of coefficient modeling and the multiplicative rule before introducing
the optimum decoder structure.

2.1 Coefficient Modeling and Multiplicative Rule

For most natural images, the statistical distribution of subband coefficients can
be well described by the zero-mean GGD:

fo(z) = Ae™1P7° ) —o0 < 2 < 400 (1)

where A and (8 can be expressed as a function of shape parameter ¢ and the
standard deviation o:

_ o [LG)  pe
g= {m/c)] A= 50 @

The special cases of GGD include the Laplacian distribution with ¢ =1 and
the Gaussian distribution with ¢ = 2. Although GGD random variables can well
model wavelet coefficients, the estimation of parameters ¢ and o for each GGD
variable usually incurs great computational complexity. It has been observed
in several work [5] that the shape parameter ¢ typically falls within the range
[0.5,1]. Thus, we use the Laplacian model to approximate the statistical distri-
bution of a subband coefficient in this work. As will be seen, this approximation
is reasonable and efficient. The unknown standard deviation o can be calculated
by using a method called context modeling in [6].
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To achieve image-dependent watermark embedding, the multiplicative rule
y = x+7vymx is often used, where vectors x, m and y refer to the host coefficients,
the watermark and the marked coefficients, respectively. The parameter ~ is used
to control the watermark embedding strength and varies pixel by pixel. Usually,
adaptive « is determined by taking into account spatial masking. For simplicity
of description, we do not consider the effect of visual masking while deriving
the optimum decoder. We only assume that « is much less than 1. In fact, the
proposed decoder can be flexibly used by determining « with different masking
models.

2.2 Optimum Decoder

Generally, the detection of a certain watermark can be regarded as a hypothesis
test. According to the Bayes theory of hypothesis testing, the likelihood function
£(y) can be described as follows:

fy(y|My)
Uy) = yiM (3)

fy (y[Mo)
where fy(y|M) represents the pdf of the random vector y conditioned to the
event M. We assume that y = {y1,92, ..., Y~} is one observation of the possi-

bly watermarked wavelet coefficients and m* = {mj, m3, ..., m} } a given water-
mark. The parameter space can be defined as M = My | J M1, where M; = {m*}
and My = {m; # m*}. M, contains an infinite number of watermarks. The goal
of watermark detection is to verify whether a given watermark m* is present in
the test image (hypothesis Hy) or not (hypothesis Hy). The decision rule can be
concisely described as follows:

fy) > A (1)

where A represents the decision threshold. If (@) is true, H; is accepted, otherwise
Hy is accepted. Therefore, the key problem is to find a reasonable solution for
the decision threshold.

Assuming that a marked coefficient y; depends only on the corresponding
watermark component m;. When the Laplacian model is used to approximate
the distribution of y;, the pdf of y; subject to m; can be described as follows:

Bi

e—#imﬁyﬂ (5)

fyi(yi|mi) =

where 3; = V2 /o;. We further assume the uncorrelated wavelet coefficients as
independent random variables. fy(y|m) can be directly expressed as follows:

o T il (6)

’,:12

m) m;)
fy (¥l Hflh (yilm =iy H,yml
In the spread spectrum watermarking scheme, the watermark components
are chosen to be uniformly distributed in [—1, 1]. Since the watermark strength
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«v is kept much lower than 1 to satisfy the requirement of invisibility, fy (y|Mo)
can be reasonably approximated by fy(y|0) [2], where O represents the null
watermark. By inserting fy (y|Mo) ~ fy(y|0) in (3) and using (6), the likelihood
ratio £(y) can be further expressed as

N
1 ym B;
= I I ex L i 7
i=11+’ym;‘ p[l—k'ymjy@ (7)

For simplicity, the log likelihood ratio £(y) = In¢(y) is used instead of ¢(y).
Then the decision rule has the following form:

L(y)>InA (8)

In this paper, the threshold In A is decided by means of minimizing the missed
detection rate subject to a fixed false positive probability. We insert () in ()

N
Z o ﬂz |y,|>ln/\+21n1+’ym) 9)

=1

The term on the left is the sufficient statistic for detection. Thus, the decision
rule can be equivalently given the form:

z> M (10)
where
- ym; Bi

= i Vi = |y 11
2= ow vi= (1)

N
Ar=InA+ ) In(l+9m;) (12)

i=1

Because x; follows the Laplacian distribution, |z;| can be regarded as a ran-
dom variable with the exponential pdf:

fei(wi) = Bie™ 7% 2 >0 (13)

Taking into account the probability of missing the watermark under attacks,
we apply the Neyman-Pearson criterion to the log likelihood ratio test in a
manner similar to [2]. By fixing the false positive probability on a certain level
(for example, 107%), we finally obtain the optimum threshold In \:

N
In X =33/202+ . — Y In(1 +ym;) (14)
i=1

where

ym;
=y 1
Zﬂvl 1+7m ( 5)
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Fig. 1. Four-level wavelet decomposition.

N *
ym;
0% = Zggi — Z(my (16)

=1 i=1

3 Using the Optimum Decoder

The embedding strength parameter y not only satisfies the perceptual con-
straints, but also improves the detectability as well as the information embedding
rate. As stated earlier, adaptive ~ is totally determined by visual models. There-
fore, the optimum decoder structure proposed in this paper can be used with
different visual models to design watermarking algorithms for varied purposes.
Below we give an example to show how to design a watermarking algorithm ro-
bust against common attacks, especially low-pass filtering. We note that most of
current watermark decoders have poor performance under the attack of low-pass
filtering which often results in slight visual distortion.

The low-pass nature of most content-preserving image processing motivates
us to use visual models based on the low-pass features of the transform image.
It has been observed that the human eye can perceive small differences in lumi-
nance. Thus, we use the luminance masking in [6] and change the form to suit
invisible watermarking.

Ci i Cm

- )? (17)

Emask(iaj) = (
where C;; is a coefficient in the low-pass subband with coordinates i and j. C,,
and Cq; are the mean and maximum of the coefficients, respectively.

As to watermark insertion, the multiresolution structure of wavelet decompo-
sition provides us with multiple choices of embedding regions. We avoid embed-
ding the watermark in the highest frequency subbands that contain outstanding
edges since this operation could raise visual distortion similar to ringing effect in
DWT-based image coding. Instead, we choose subbands that mainly correspond
to texture regions with mid-frequency spectrum. The effect of visual masking,
i.e., luminance masking, on these high-pass subbands can be estimated by using
the quadtree structure of wavelet decomposition [6].

The steps for watermark insertion are described in detail as follows:
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1. Perform DWT and decompose the host image into four-level multiresolution
structures (Fig.1).

2. Calculate L,4sr and scale its value to the range [0.1,0.3]. Let pixelwise v
equal the scaled L4k in the three high-pass subbands at resolution r = 3.

3. By adopting the multiplicative rule, embed the watermark. Perform inverse
DWT to obtain the reconstructed image.

In the detection stage, no additional information about the original image
is required. The needed parameter v can be estimated a-posteriori on the wa-
termarked image. The log likelihood ratio £(y) and the threshold In A can be
calculated respectively as follows:

3 N, By 3 N,
;izllﬂmﬂy' ;; (1+m}) (18)
3 Né N, e
In\=3.3,|2 J
: Z; 1+vm +Z_:., L+ym;j
s i=1 s=1i=1
3 N,
Z Z In(1 4+ ym;) (19)

I
—

s =1

where s = 1,2,3 denote frequency orientation LH, HL and HH, respectively.
Ny is the number of coefficients in one particular subband. The decision is made
after comparing the value of L(y) with the corresponding threshold In .

The watermark embedded in the mid-frequency subbands of wavelet decom-
position best protects visual fidelity of the original image, and meanwhile, en-
sures a large amount of security against attacks.

4 Results

The proposed decoder structure and embedding strategy have been applied to
several standard images to validate the theoretical analysis in the paper. The
results presented here refer to lena, F — 16 and peppers. Similar results have
been obtained on the other images.

It can be seen that the watermarked images (Fig.2) have high visual quality.
During the derivation of the optimum decoder, we have assumed that the wa-
termark embedding strength parameter 7 is much less than 1. Here we give the
Table 1 to exhibit that the assumption has been well satisfied. The mean of ~y
determined by the HVS model during watermark embedding is far less than 1.
The estimation of v from the original image and the watermarked image is also
shown in the Table 1. Because the masking model we used is only related to the
lowest frequency subband, the two means are same in value. Generally, they are
very close in value with each other for other visual models. It implies that the
method of estimating ~ a-posteriori on the watermarked image is reasonable.
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Fig. 2. Watermarked lena (PNSR=50.05dB)(left), F' — 16 (PNSR=49.54dB)(center)
and peppers (PNSR=50.45dB)(right)

Table 1. Mean of scaling factors (MSF) and its a-posteriori estimated one (MASF)

Image MSF MASF

lena  0.1309 0.1309
F—16 0.1113 0.1113
peppers 0.1211 0.1211

The attacks we used in this work include median filtering, JPEG compression,
noise addition and cropping. For each attack, the detection space contains 1000
randomly generated watermarks, including the one embedded within the test
image. The detector response to the true watermark and the highest response
among those to the other watermarks are plotted along with the correspond-
ing detection threshold. From Fig.3-Fig.5, we can observe that the new decoder
has demonstrated good performance. Even when the response to the true wa-
termark is lower than the corresponding threshold, it is often larger than the
highest response of other watermarks. This means that the new decoder has
good performance in both false positive and false negative detection.

We can roughly compare the results obtained by the proposed optimum de-
coder with those achieved by the DFT-domain optimum decoder in [2]. An
amount of 12288 DWT coefficients are watermarked in this work while a to-
tal of 16046 DFT coefficients have been watermarked in [2]. In either case, the
threshold has been achieved at the same false detection rate, i.e., 1076, Un-
der median filtering, the robustness of the proposed decoder is better than that
of the DFT-domain decoder while under Gaussian noise addition and JPEG
compression the DFT-domain decoder has slightly better performance than the
proposed one. In real-world applications, however, the Gaussian noise with vari-
ance of 150 already raises obvious distortion in the image. The compressed image
with JPEG quality factor less than 40 also has apparent block artifacts. Thus,
the new decoder can well satisfy the practical purposes.
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Fig. 3. Responses of the DWT-domain optimum decoder under median filtering. Re-
sults refer to the lena (left), FF — 16 (center) and peppers (right).
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Fig. 4. Responses of the DWT-domain optimum decoder under Gaussian noise addi-
tion. Results refer to the lena (left), F' — 16 (center) and peppers (right).
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Fig. 5. Responses of the DWT-domain optimum decoder under JPEG compression.
Results refer to the lena (left), F' — 16 (center) and peppers (right).

As to image cropping, the DFT-domain decoder is better than the proposed
decoder. The performance of the new decoder has been affected by calculating
the adopted visual model since cropping operations could impact image values
in the lower frequency levels more than in the higher levels. This problem can
be solved by using other visual models with local spatial support.

5 Conclusions

Due to the hierarchical decomposition, the wavelet domain watermarking ap-
proach has the advantage of constructing watermark components that have vary-
ing spatial support. DWT-based watermarking schemes have attracted much at-
tention. As a matter of fact, many well-established watermarking algorithms in
the literature are based on DWT-domain. Therefore, the exploration of designing
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DWT-domain optimum decoders is very significant. In this work, we address the
problem of deriving and using the DWT-domain optimum watermark decoder.
Unlike classical correlation-based watermark detection, the proposed decoder
is based on Bayes theory of hypothesis testing and is made optimal under the
Neyman-Pearson criterion. We deliberately describe the statistical distribution
of wavelet coefficients with the Laplacian model so that the decoding algorithm
could couple effectiveness and simplicity. In order to verify the validity of the
proposed decoder, we also present a complete watermarking algorithm which
relies on the luminance masking model. This algorithm could be further refined
by adding local spatial support components. The watermark component with
local spatial support is robust to signal processing such as cropping. However,
even this simple visual model yields very good results. The hierarchical frame-
work provides fine control of watermark embedding as well as robust watermark
detection.
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Abstract. This paper presents a new watermarking scheme to reduce
the detection error probability through removal of local mean values of
an original signal. It will be analytically proven that the removal process
plays role in reducing the interference between an original signal and a
watermark to be embedded. This is simply based on the orthogonality
of the DC signal and the AC signal. As a result, the process improves
the ability of the right detection. The proposed method is analytically
and empirically evaluated with no attack as well as JPEG compression
attacks.

1 Introduction

Recently, networked multimedia systems have undergone rapid development and
expansion, so that more and more information is transmitted digitally. When
compared with conventional analog data, these digital multimedia data facilitate
efficient and easy distribution, reproduction, and manipulation over networked
information systems. Therefore, a watermarking of multimedia contents has been
essential for copyright protection [I][2][3]. A digital watermark is a perceptu-
ally unobtrusive signal embedded in some multimedia asset such as images for
copyright protection. The watermarking must be both robust and perceptually
invisible []. A watermark should be large enough so that it cannot be removed
easily by incidental and intended attacks including compression and common
signal processing. On the other hand, it should be small enough to be percep-
tually invisible. In many cases watermark detection amounts to thresholding a
correlation value between an input test signal and a watermark. If this value is
larger than a given threshold, the watermark is said to be present. Otherwise
the watermark is said to be absent.

As well-known, watermarking schemes can be classified into the non-blind
and the blind methods by using or not using an original image. In general, the
non-blind method such as Cox’s scheme [5] is based on a correlation process that
is applied to a difference signal between an original image and an input image to
be tested. Meanwhile, the blind method such as Dugad’s scheme [6] is based on
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a correlation process that is directly applied to an input image. It is here noted
that the non-blind methods fail to prove the rightful ownership as reported in
[7]. On the other hand, though the blind methods have an advantage of rightful
ownership compared with the non-blind methods, they suffer from relatively low
detection reliability, which is caused by the interference between a watermark
and an original signal [g].

The interference can be reduced by filtering an input test signal before cor-
relation [9]. However, the filtering operation is not effective in the frequency
domain because there is little correlation between the frequency components.
Many watermark schemes have been devised to work in the frequency domain
due to convenience of Rotation, Scaling, and Translation (RST) invariant real-
ization. Accordingly, the methods to effectively reduce the interference in the
frequency domain as well as the spatial domain (or time domain) are required,
which is the goal of this paper.

2 Error Probability of Conventional Method

In general, watermark detection is realized by thresholding the correlator’s out-
put value, z, represented by

N-1
2= r(n)w(n) (1)
n=0

where r(n) and w(n) are an input test signal and a watermark. In case of no
attack, if the watermark is present, then r(n) = z(n) + w(n) where z(n) is an
original signal which will be considered as a deterministic signal unlike in [9]. By
central limit theorem, z has Gaussian distribution of the mean and the variance,

N-1

j = E [Z (2(n) + w<n>>w<n>] — No?, (2)

n=0 n=0 m=0
N—-1N-1 N—1
= z(n)z(m)od(n —m) = o2 Z 2?(n) = 02 E, (3)
n=0 m=0 n=0

where E, are the energy values of z(n). If the watermark is not present, we
have r(n) = z(n) with no attack. Similarly above, z has Gaussian distribution
of i, = 0 and 02 = 02 E,. As a result, the error probability of positive false,
P, and negative false, P_, are as follows,

1 T 1 1 No?2
P :P_: —_ J— — — — - Tw 4
i 2Q< ) T=E,/2 2Q (2\/ ma%"‘%%) @)

Oz
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where T, m,, and 2 are a threshold the time average value and the variance
value of z(n), i.e. my = N~ lzn 0 x( ), 72 = N1 Zg;ol(a:(n) — myg)?, re-
spectively. Even though x(n) is considered as a deterministic signal, the result
is similar to that of [9]. The m, in Eq. (4) is easily removed if the time average
of w(n) is zero, ZT]::OI w(n) = 0. That is,

()= 3 (my + Tacu(m) = 3 Zae(m)u(n) 5)
n=0 n=0

where z4.(n) denotes the A.C. term of z(n), while m, corresponds to its D.C.
term. Note that the energy of x,.(n) is Ny2. Substituting Eq. (5) into Eq. (3),
we have a reduced variance, which gives significant improvement in the error
probability,

N-1

n=0

o2 =Noos (6)

Eq. (6) shows that when the time average value of the watermark is zero, the
output of correlator has smaller variance. There is little possibility that the
watermark that actually generated with the length IV has the zero time average
value, statistically zero possibility. Thus, in general, the time average value is
forced to be zero, subtracted from the generated watermark, which is called DC
removal process. The process for a watermark is recommended in embedding.
In this paper, the conventional method means the method applying the D.C.
removal technique.

3 Proposed Method

The principle that the DC free watermark results in the mean value removal of
the original signal as shown in Eq. (6) is generalized in the proposed method.
We can consider all positions at which the time average of a watermark with the
length of N is zero. Suppose that the zero time average constraint is satisfied
at Ti, i =0,1,---, M — 1, ie. X7 Lw(n) = 0, where Tyy_1 = N — 1. We will
call the position the critical points. Then we also see that Z ”1 Ywn)=0.
The watermark signal between two adjacent critical points can be ‘considered as
a new DC free watermark, which is called a sub-watermark. The sub-watermark
is defined as follows.

wi(n) = w(n +Ti1)[u(n) - u(n — Ni)] (7)

where u(n) is the unit step function and N; = T; — T;_;. Now we investigate
again the variance of the correlator shown in Eq. (3). With the critical points,
we have the following relationship.

N—-1 M—-1N;—-1

ZI Z Z (n+Ti—1)wi(n), T_1 =0 (8)

n=0 =0 n=0
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For convenience, we define x;(n) = z(n + T;—1)[u(n) — u(n — N;)], like the
definition in Eq. (7). Then, the D.C. component of x;(n) is removed due to the
zero time average value of w;(n), as seen in Eq. (5). That is, defining x; 4.(n) as
the A.C. component of z;(n), we have

M—1N;—1 M—1N;—1
S wmuwin) = 32 Y wiacmuwin) ©)
i=0 n=0 i=0 n=0

=0 n=0 =0 n=0
M—-1N;—-1 M-1
_ 2 2 _ 2 2
- zi,ac(n)aw = Oy leYx,- (10)
i=0 n=0 i=0

At this point, let’s compare the results of Eq. (6) and Eq. (10). In view of the
error probability, Eq. (10) is superior to Eq. (6), if Zf\igl N2, < N~2. To
prove this, we consider the following equations:

N—-1 N—-1
#*(n) = Y (@ac(n) +my)* = N(37 +m3) (11)
n=0 n=0

and

gﬁlﬁz

— M—-1
Z L, ac —|—me Z Nz 73:, +m ) (12)
n=0 =0

Now that Eq. (11) equals to Eq. (12), we can conclude that Zi]\ial Niv2 < N+2

when Ziﬂial Nlmi > Nm?2, which is easily proved by
Z N;(my, — mf,;)2 >0 (13)

By the relations of Nm, = Zi]\ial N;m,, and N = Zi]\ial N;, Eq. (13) is
rewritten by

M-1
(Z Nimi) — Nm? >0 (14)
=0

Eq. (14) say that the D.C. energy value of a signal, Nm2, is always smaller
than the sum of piece-wise D.C. energy values of the signal, ZZ o LN, m?2_, which
lead to the fact that the A.C. energy value of the signal, Nv2, is larger than the

sum of piece-wise A.C. energy values of the signal, Zij\ial ngi, because N (v2+
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/ 7 7 N

Fig. 1. D.C. values of each partition

m2) =M N, (v2,+m2) by Eq. (11) and Eq. (12). This fact becomes obvious
more in Fig[l] where each of the shaded regions represents D.C. component of
each partition. As shown in this figure, Zﬁgl Nimii /= 0 althouglNm?2 = 0,
which means that the sum of the piece-wise D.C. energy values is always larger

than the overall D.C. energy value. Finally, we have

1 =N 1 [No2

Q 3 NaZ/ ; ﬁ%%" =Q (2 ,ygw> (15)

In Eq. (14), the property is observed that the error probability trends to decrease
as the number of the critical points increases. Our proposed scheme is based on
the property. For its implementation, the watermark is partitioned into M sub-
watermarks and then the time average value of each sub-watermark is removed.
The proposed method is conceptually performed as follows: (1) Generate a
random sequence, w(n), with a target variance o2 and the length of N, (2)
Partition w(n) into M sub-watermarks, w;(n), ¢ =0,1,---, M — 1, where w;(n)
has the length of N;, having the relationship that N = ZM ' N;. (3) Obtain

/

wj(n) whose time average value is zero, removing the time average of w;(n),

wi(n) = w;(n) —m,,,, where m,,, denotes the time average value of w;(n), (4) Fi-
nally, combining wj(n) for all 4, we have a new watermark, w (n) = UM twl(n),
and then w’(n) is scaled to meet with a target variance o2 in Eq. (3). Note
that the D.C. removal process reduces the energy of the Watermark. In step
(4), the watermark resulted from scaling of w’(n) is denoted by w”(n), i.e.
w’(n) = Aw'(n), where A\ = o0y, /0,. After all, the sub-watermark to be em-

bedded is w{ (n).

4 Realization of Proposed Method

First of all, we assume that a blind and frequency domain watermarking scheme
is used and a watermark is embedded into the magnitude components in the
middle band of I(u,v), which denotes DFT of an original image I(z,y). We
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choose an embedding band with a diamond shape, i.e. a < |u| + |v| < b. Then,
one-dimensional sequence xz(n) can be constructed by disposing the magnitude
values in the middle band of I(u,v) according to a prefixed scanning rule.

—y

.
\\\

Fig. 2. Algorithm 1: embedding of a watermark

Algorithm 1: As a straightforward method, we choose that M = b—a, and M
sub-watermarks are embedded in the size-increasing order of the diamond shape
of lu| + |v]| = ¢, a < e < b, that is, w{(n),wf(n), -, wi;_;(n) forc=a,a+1,
.-+, b— 1. Fig[2 explains this algorithm.

Algorithm 2: The analysis in the previous section showed that the error prob-
ability can be smaller as the M increases. Then, to maximize the performance
of the proposed method, we consider the case of the maximum value of M, i.e.
M = N/2, where N is assumed as an even number. The maximum value is
resulted from N; > 2. The D.C. removal process makes a sub-watermark sig-
nal disappear for IN; = 1 because sub-watermark signal value itself corresponds
to the D.C value. In case of N; = 2 for all ¢, an averaging attack can be very
effective to remove the watermark. Figl3 shows this case where the watermark
appears as the sample values at the odd indices are repeated in the form of
anti-pole of the sample values at the even indices, which is because the time
average of each sub-watermark with /NV; = 2 has to be zero. To be robust against
the attack, therefore, the watermark is disposed sample by sample such that
the image quality is seriously impaired by the attack. As in Figll a solution
of avoiding the attack is to embed w”(2n) into the first and the third quad-
rant planes of |I(u,v)|, and w”(2n + 1) into the second and the forth quadrant
planes, where the symmetric property of |I(u, v)| should be considered. This can
protect the watermark from the attack of averaging the frequency components
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conveying w” (2n) and w”(2n+ 1). The attack can make image quality degraded
seriously because it results in the symmetric in embedding band for all of the
four quadrant planes.

1, "'(0) 27(0)

[

w,""(0)

° () ‘ +
| ?

w, ' (0) 5

; ¥
¥ s

11___..(1\] Wy (D

Fig. 3. An example of the watermark accommodating anti-pole

By the zero mean condition, w”(2n 4 1) is simply in the form of anti-pole of
w”(2n), i.e. w”(2n+1) = —w”(2n). Accordingly, we can implement as followings:
(1) Obtain a random sequence, w”(n), with a seed, (2) Embed w”(n) according
to a predetermined scanning order into the first and the third quadrant planes of
|7(w,v)|, which is to satisfy the symmetry property of DFT, (3) Embed —w" (n)
according to the same scanning order in step (2) into the second and the forth
quadrant planes of |I(u,v)|.

Though the above procedure does not include the D.C. removal process, it
has an effect of applying the D.C. removal process because of accommodating
the anti-pole watermark.

5 Experimental Results

For performance evaluation, we measure empirically the normalized correlation
value defined as

N-1
p=3" rnyu(n)/No?, (16)
n=0

It is natural that the closer the normalized correlation value is to 1, the more the
watermark is to be detected correctly. That is, it is ideal that the average value
of p’s (1) is 1 and the variance of p’s (02) is 0. Thus, f,n, and cri can be good
measures for performance evaluation, seeing how close p, is to 1 and how small
O’% is. Also we can consider the right detection ratio (RDR) as another measure,

assuming that the detector correctly detected the watermark when p > 0.5,
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i

w.' (1) =—w;"(0)

Fig. 4. Algorithm 2: embedding of a watermark

where 0.5 is the optimal decision threshold in case of the equal probability event
of zero and one. Conclusively, based on the normalized correlation value, we
adopt three measures for performance evaluation, the RDR, the 1, and the ai.

For 256x256 Lena image, we tried 1000 experiments using the 1000 different
seed values for each of the two proposed algorithms and the conventional method.
Then we obtained Table 1 which shows that compared with the conventional
method, the proposed methods have the following advantages: (1) higher RDR,
(2) pp closer to 1, and (3) smaller 7. As expected, the algorithm 2 is the best,
which is resulted from the maximized M.

Table 1. Test results (a = 16,b = 64, JPEG QF=50%)

Method ~ Attack PSNR  RDR Lo ol
Conventional No 45.00 99.2% 0.963 0.0334
JPEG 2875  88.6%  0.723  0.0326
Algorithm 1~ No 45.04  99.9%  0.976  0.0214
JPEG  28.76  94.4%  0.735  0.0207
Algorithm 2 No 45.08  100.0%  0.985  0.0155

JPEG 28.76 97.5% 0.746  0.0156

In Table 1, the average value of p’s is less than 1.0, which is because the
watermarked signal is clipped to zero when the signal value resulted from adding
the watermark signal to the original signal is less than zero. That is, the energy



Enhanced Watermarking Scheme Based on Removal of Local Means 39

of the watermark signal actually embedded is slightly smaller than that of the
watermark signal we intended to embed.

6 Conclusion

In this paper, a new watermarking method was presented to reduce the detection
error probability through removal of local mean values of a watermark. The
proposed method was realized to the two algorithms. It also was shown that the
proposed method is analytically and empirically superior to the conventional
method. In particular, the Algorithm 2 with the maximum of M produced the
best performance.
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Abstract. A vector quantisation (VQ) based watermarking scheme
with shadow watermark extraction ability for multi-users is proposed.
One watermark is embedded only in the host image, and only the user
with the first-class key can extract the original watermark directly; other
users with the second-class keys can only extract the shadow watermarks.
The watermark can also be obtained by combining all the shadow wa-
termarks.

1 Introduction

With the ease of getting the digital data through the Internet, the copyright
protection and authority identification become an important issue. A variety of
schemes for digital watermarking [T] were proposed to provide useful functions
to users. In the design of a multi-user based watermarking scheme for images,
we are concerned with the security of the system, the quality of the output
images, the robustness of the algorithm, etc. Hence, some related works were
surveyed and studied. In sharing secret with multi-users, Noar and Shamir [2],
and Stinson [3] proposed visual cryptography schemes to hide secret image into
several shadow images. Huang et al. [4] introduced an efficient and robust VQ
based watermarking technique by hiding the watermark into secret keys, which
provides better quality of watermarked images. Huang et al. [5] also proposed
a multiple watermarking scheme for embedding multiple watermarks. Pan et al.
[6] proposed a modified visual secret sharing scheme based on shape gain VQ
to separate a watermark into several shadow watermarks for embedding into an
image.

Based on these proposed techniques, we will introduce a new multi-user based
watermarking scheme in this paper. Instead of embedding and extracting several
shadow watermarks in [6], the proposed scheme only embeds one watermark but
have the ability to extract out shadow watermarks.

The content of this paper will begin with the introduction of the VQ-based
watermarking scheme in Sect. 2, and follow with the proposed scheme in Sect.
3. The concept of using different secure-level keys to enhance the system with
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the ability of sharing secret with multi-users will be mentioned in this section
also. Simulation results will be presented in Sect. 4, and end with the conclusion
section.

2  Vector Quantisation Based Watermarking Scheme

Vector quantisation (VQ) is a well-known and easily implemented method, which
has been successfully applied on a variety of fields and subjects. In image vector
quantisation, the image to be coded is first divided into a set of sub-images,
which are called vectors. For each vector, the search procedure for obtaining
a nearest codeword from the input codebook is carried out. The index of the
obtained codeword will be assigned to the vector and delivered to the receiver.
The encoding procedure is repeated until all the vectors have been handled. On
the receiver side, after receiving one index, the codeword that corresponds to the
index will be used to reconstruct the decoded image. The decoding procedure
is also repeated until all the received indices have been handled. The amount of
transmitted data can be reduced because instead of delivering the sub-images,
a VQ system merely delivers the indices. For example, assume the size of each
vector is 4 x 4 pixels (in gray-scale that means 4 x 4 x 8 = 128 bits), and the
size of the codebook is 256, which means the length of each index is 8 bits. For
each vector, instead of transmitting the 128 bits, the V(Q system in this case
only transmits 8 bits.

To describe the watermarking scheme based on VQ, we define the symbols
that used in this paper first. Let X denote a gray-valued image of size M x N
pixels, W denote a binary-valued watermark of size Mw X Nw pixels, C
denote a codebook with size L in D dimension, and the codewords therein,
¢k, k € [0,L —1], can be represented by C = {cg,c1,...,cr—1}. The steps
for embedding and extraction procedures are described below, and the block
diagrams for the VQ-based embedding and extraction are depicted in Fig. Bla)
and (b), respectively.

Embedding steps:

1. Permute the original watermark to disperse its spatial-domain relationship.
2. Perform the V(Q operation on the host image to obtain the indices.

3. Transform the VQ indices into binary format, called "Polarity’.

4. Generate the secret key for watermark extraction.

Extraction steps:

Perform the VQ operation on the received image to obtain the indices.
Transform the VQ indices into binary format.

Extract the embedded watermark with the secret key.

Execute the inverse permutation upon the extracted watermark to recover
the original watermark.

Ll
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(b)

Fig. 1. The block diagrams for the VQ-based (a) embedding and (b) extraction pro-
cedures

2.1 Embedding Procedure

To decrease the effect of the picture-cropping attacks, a pseudo-random number
traversing method with a user-selected seed is carried out first, which permutes
the watermark to disperse its spatial-domain relationships.

Wp = Permute(W, seed) . (1)

Then, we divide the host image into many sub-images, which are also called
vectors. The VQ operation is performed to get the indices of the nearest code-
words for each vector. Assume the vector at the position (m,n) of the original
source X is z(m,n). After performing VQ, the indices Y and y(m,n) can be
expressed with

Y =VQ(X), (2)
y(m,n) = VQ(a(m,n)) € C. (3)

In order to embed the binary watermark into the original source, we need to
introduce some relationships to transform the VQ indices into binary formats
for further embedding. Hence, we bring up the polarities, P, of the VQ indices to
embed the watermark. For natural images, the VQ indices among the neighboring
blocks tend to be very similar, and we can make use of this characteristic to
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generate P. To begin with, we calculate the mean value of y(m,n) and the
indices of its surrounding vectors with

m+1 n+1

pmm) =5 S 3 i), (4)

i=m—1j7=n—1

where (m,n) is the vector position of the original source, and 0 < m < My,0 <
n < Nw. The polarities that based on the mean value can be decided by

M _q _N_
My Nw

1
P = U {p(m,n)}v (5)

m=0 n=0

_ L ify(m,n) > p(m,n);
p(m,n) = {0, otherwise. (6)

Then, we are able to embed Wp with P by using the exclusive-or operation
key=Wp® P . (7)

After the inverse-VQ operation, the reconstructed image, X', along with the
secret key, work together to protect the ownership of the original image. The
image quality of X’ is good because only the error by the VQ operation is
introduced, and it would not be influenced by the information conveyed in the
watermarks because the information is hiding into the secret key.

From another point of view, the algorithm is efficient for implementation with
the conventional VQ compression algorithms. Once the codeword of each vector
is chosen, we are able to determine the polarity of each vector; consequently, we
get the secret key. The secret key and X’ are assigned to the user. The block
diagram for embedding is illustrated in Fig. [[{a).

2.2 Extraction Procedure

To extract the watermark information is not difficult. First the VQ operation
is performed on the received image X to obtain the indices Y, and then the
polarities P from the mean value of ¥ is calculated and estimated. With the
obtained P and the existed key, the embedded watermark can be extracted by

Wp =P ®key. (8)
Finally, we perform the inverse permutation to recover the watermark
W = InversePermute(Wp, seed) . (9)

The block diagram for describing the extraction procedure is shown in
Fig. M(b).
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3 Proposed Watermarking Scheme

To enhance the watermarking system with the ability of sharing the hidden
information with multi-users, and to ensure the quality of the host image does
not degrade, the concept of using different keys at different levels is introduced.
The proposed scheme includes four parts: embedding, key generating, extraction,
and watermark recovery. The steps of the proposed scheme are listed below. The
block diagrams are shown in Fig.

(c)

{WW;,....W3—» Combination —»1"'
(d)

Fig. 2. The block diagrams for proposed watermarking scheme. (a) Embedding and
generating keys, (b) extracting the original watermark directly with the first-class key,
keyo, (c) a shadow watermark can be extracted out only while using a second-class key,
key; (i € [1,5]), (d) combining all extracted shadow watermarks to obtain the original
watermark

Embedding steps:

1. Perform the VQ operation on the host image to obtain the indices by using
formulas (2)) and (3J).
2. Transform the VQ indices into binary format by using formulas (@)~ (@]).
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. Generate the first-class key using formula ().
. Generate the second-class keys.

Extraction steps:

1.

Perform the VQ operation on the received image to obtain the indices by
using formulas (@) and (B).

Transform the VQ indices into binary format by using formulas (@)~ ().
Extract the original watermark with the first-class key directly using formula
B).

Or extract a shadow watermark with either of the second-class keys using
formula (§)).

Combine all the extracted shadow watermarks to recover the original water-
mark.

3.1 Key Generating Procedure

In

the VQ-based watermarking embedding procedure, which is described in Sect.

2.1, a secret key will be generated. Here, we use this key as the first-class key,
and use it to generate the second-class keys. The algorithm in generating these
keys is described below.

1
2

. Generate the first (s — 1) second-class keys randomly.
. Generate the last second-class key by controlling the amount of bit-0 or bit-1

of all the obtained keys in each bit as odd or even. For example, in a three
second-class keys case, assume the i-th bit of the first-class key and the two
second-class keys is 0, 1, and 1 respectively. The total amount of bit-1 is
even, hence the i-th bit of the last second-class key is set as 1 to keep the
total amount of bit-1 as odd; otherwise set the bit as 0.

The C/C++ source codes for this algorithm are shown below.

for(int i=0; i<KEY_LEN; i++)

{

// 1. Generate the first s-1 second-class keys.
int count=key[0][i]; //key[0] is the first-class key.
for(j=1; j<s; j++)
{
key[j][i]l=random(2);
count+=key[j][i];
}

// 2. Generate the last second-class key.
key[s] [i]=count%2==07 1:0;

The output image and the generated keys (one first-class key, and s second-

class keys) can then be assigned to the related users for sharing the hidden
secret.
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3.2 Watermark Recovery Procedure

In the extraction procedure, the steps for extracting a watermark with either
key are the same as the steps in Sect. 2.2. Only an extra step for recovering
the original watermark has to be done. The algorithm is defined as: if the total
amount of bit-1 in the i-th bit of all the shadow watermarks is odd, the bit of
the real watermark is 0; otherwise, the bit is 1. The C/C++ source codes for
this algorithm are shown below.

for(int i=0; i<WATERMARK_LEN; i++)
{
// 1. Count the total amount of bit-1 for current watermark bit.
int count=0;
for(int j=0; j<s; j++)
count+= shadow_watermark[j] [i];

// 2. Recover the watermark bit.
watermark[i]=count?%2==07 1:0;

An example of the proposed algorithm with three second-class keys is shown
in Fig. Bl In this example, Fig. B(a)~(c) are the shadow watermarks that was
extracted from the watermarked image with the second-class keys, key, ~ keys,
respectively. Fig. Bld) is the watermark obtained by combining all the extracted
shadow watermarks. In this algorithm, the extracted watermark using the first-
class key is the same as the combined one.

(a) W1 (b) W3 (c) W3 (d) w

Fig. 3. An example of three second-class keys case. (a)~(c) Extracted shadow water-
marks and (d) combined result

4 Simulation Results

The used host image of the experiment is LENA with size 512x512. The wa-
termark to be embedded within the host image is a binary logo, whose size is
128x128 and is shown in Fig. Bld). The codebook with 256 codewords therein
was trained from LENA image by using LBG algorithm.

For testing the robustness of our system, some different attacking functions
are employed upon the system. The attacking functions are JPEG compression
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with different quality factors (QF), low-pass filtering, median filtering, crop-
ping with different proportion, and replacing the surroundings with PEPPERS
image. We applied the peak signal-to-noise ratio (PSNR) and normalized cross-
correction (NC) as the benchmark to evaluate the quality of the output images
and the robustness of our algorithm, respectively.

() (d)

Fig. 4. The attacked images generated by employing the attacking functions upon the
watermarked image: (a) JPEG compression with quality factor (QF) =60%, (b) JPEG
compression with QF =70%, (c) low-pass filtering with window size =3, (d) median
filtering with window size =3, (e) cropping 20% of the surroundings, (f) cropping 25%
in the lower-left quarter, (g) replacing the surroundings of Fig. [d(e) with PEPPERS
image, and (h) replacing the surroundings of Fig. ll(b) with PEPPERS image
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Fig. 4. (continued)

When no attack introduced, the PSNR value between the host image and
the output image is 31.83 dB. The NC value between the original watermark
and the final combined result is 1.0. Fig. [d shows the attacked images under the
mentioned attacking functions, and Fig. [ shows the extracted and recovered
watermarks from these attacked images in Fig. [l Table [1] displays the PSNR
values between the output image and the attacked images, and the NC values
between the original watermark and the recovered results.

5 Conclusion

The main contribution of this paper is to introduce the use of different secure-
level of keys into the watermarking system, which provides a useful function for
sharing information with different users at different levels. The user at the first-
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(e) (f) (8) (h)

Fig. 5. Combined results after extracting all the shadow watermarks from the attacked
images in Fig. @ (a) JPEG compression with QF=60%, (b) JPEG compression with
QF=70%, (c) low-pass filtering with window size =3, (d) median filtering with window
size =3, (e) cropping 20% of the surroundings, (f) cropping 25% in the lower-left
quarter, (g) replacing the surroundings of Fig.[dle) with PEPPERS image, and (h)
replacing the surroundings of Fig.[d(b) with PEPPERS image

Table 1. The PSNR values between the output image and the attacked images, and
the NC values between the original watermark and the combined results

Attacks PSNR (dB) NC
JPEG (QF=60%) 38.66 0.9742
JPEG (QF=70%) 39.74 0.9965
Low-pass Filtering 34.34 0.9624
Median Filtering 36.44 0.9743
Cropping (20%) 12.10 0.8803
Cropping (25%) 9.82 0.8684
Replacing Surroundings (20%) 18.28 0.8911
JPEG (QF=70%) +

Replacing Surroundings (20%) 18.26 0.8886

class level can extract out the genuine watermark directly with his first-class key,
and the users at the second-class level can only extract out shadow watermarks.
Comparing with [6] and [2], instead of embedding all the shadow watermarks into
the host image in [6] and assigning the shadow images to the users directly in [2],
the proposed scheme embeds one watermark only and assigns the secret keys to
users. That means our scheme has better effectiveness and security. In additional,
although the proposed scheme is based on VQ, it is very easy to implement and
to be employed in other watermarking schemes. As for the key-assign problem,
the known and proposed schemes that have been used in other watermarking
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systems could be used. From the simulation results and the provided functions,
it is clear that our method is novel, useful, robust, and effective.
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Abstract. In this paper, we propose a new blind watermarking scheme
by embedding a digital image signature/watermark in the wavelet do-
main and using Independent Component Analysis (ICA) technique for
blind watermark extraction. The watermark is inserted in the middle
frequency sub-bands. A visual masking function is used to modify the
digital signature to assure the perceptual quality of the watermarked
image. Independent Component Analysis (ICA) method is employed for
blind watermark extraction without requiring the original image. The
presented technique has been successfully evaluated and compared with
other wavelet-based blind watermarking techniques against the most
prominent attacks, such as JPEG and JPEG2000 compression and quan-
tization.

1 Introduction

With the rapid growth of digital networks, digital libraries, and World Wide
Web services, the convenient broadcasting or exposition of digital products on
the global network leads easily to illegal copying, modifying and retransmission.
Digital watermarking offers a way to counter copyright piracy on the global
networks. This paper proposes a new efficient watermarking technique using
ICA method, for protecting intellectual propriety rights on digital multimedia
content.

In general, digital watermarking can be classified into according to embed-
ding domain, i.e. the spatial-domain and the frequency-domain watermarking.
The spatial-domain watermarking is comparatively easy to implement, but less
robust against compression and filtering. Frequency domain watermarking shows
better robustness under most of the signal processing attacks. The wavelet-based
watermarking technique satisfies the requirement for Internet distribution — the
progressive transmission property. Some existing blind wavelet-domain water-
marking techniques are summarized in the following.

Wang et al. [I] proposes an adaptive watermarking method to embed water-
marks into selected significant sub-band wavelet coefficients. A blind watermark
retrieval technique is proposed by truncating selected significant coefficients to
some specific value. Inoue et al. [2] classify wavelet coefficients as insignificant
and significant by zerotree which is defined in the embedded zerotree wavelet
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(EZW) algorithm. Information data embedding algorithms in the locations of
significant and insignificant coefficients are developed. Information data are de-
tected using the position of the zerotree’s root and the threshold value after
decomposition of the watermarked image. Dugad et al. [3] add the watermark
in selected coefficients with significant image energy in the transform domain in
order to ensure non-erasability of the watermark. During watermark detection,
all the high pass coefficients above the threshold are chosen and correlated with
the original copy of the watermark. Kundur et al. [4] presents a novel technique
for the digital watermarking of still images based on the concept of multireso-
lution wavelet fusion, which is robust to a variety of signal distortions. In [5],
Xie et al. develop a blind watermarking digital signature for the purpose of au-
thentication. The signature algorithm is first implemented in wavelet transform
domain and is coupled within the SPTHT compression algorithm.

Most of the existing watermarking schemes are always based on some as-
sumptions for watermark detection and extraction. Some schemes require the
previous knowledge of watermark location, strength or some threshold. In some
algorithms, the watermark is estimated with the help of the original watermark
information. Firstly, to ensure the robustness and invisibility of a watermark,
the optimum embedding location are generally different for different images. For
a large image database, it could be a disadvantage if requiring watermark loca-
tion and strength information for detection and extraction, since a large amount
of information are needed to be stored. In the Internet distribution application,
the owner can always distribute the multimedia data by assigning different wa-
termarks to different users in order to prevent illegal redistribution of data by
a legal user. In such scenario, the watermark detection/extraction algorithms
requiring the information of watermark location and strength, or the original
watermark should fail, since the users do not know exactly which watermark is
embedded in this copy of the watermarked image.

Thus a new blind watermarking scheme which overcomes the problems dis-
cussed above is proposed in this paper. The advantages of the proposed water-
marking scheme with ICA-based watermark extraction, are the followings:

(a) The proposed method has a general framework for copyright protection and
ownership identification, since extraction algorithm does not require any
information on watermark locations and strengths. Only requiring an owner’s
copy of the original image and the key, the present method can extract
the watermark embedded in different copies of the watermarked image for
ownership identification.

(b) Instead of random sequences, some readable signature or pattern image is
used as watermark. By using such a watermark, it is more robust against
attacks, because the signature or image pattern can always preserve a certain
degree of structural information, which are meaningful and recognizable,
can be more easy to be verified by human eyes rather than some objective
similarity measurements.

(¢) A visual masking — Noise Visibility Function (NVF) is used during water-
mark insertion to ensure the perceptual quality of the watermarked image.
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2 Proposed Watermark Embedding Scheme

This section presents the watermark embedding scheme in the wavelet domain.
Watermark embedding locations are selected. The watermark generation and
embedding procedure are presented in detail.

Fig. [[] shows a second level wavelet decomposition of Lena image into four
bands — low frequency band (LL), high frequency band (HH), low-high frequency
band (LH), and high-low frequency band (HL). Sub-bands LL and HH are not
suitable for watermark embedding among these four sub-band components. The
image quality can be degraded if watermark is embedding in LL sub-band, since
it contains most important information of an image. Sub-band HH is insignificant
compared to LH and HL sub-bands, and watermark embedding in such sub-band
is difficult to survive against lossy JPEG compression attacks. In this paper,
watermark embedding in the two sub-bands (e.g. LH2, HL2 of the second level
wavelet decomposition) consisting the middle frequency pair are demonstrated.

LL2 @
HL1
% HH2

LH1 | HHI

(a) ()

Fig. 1. Second level wavelet decomposition of Lena image.

Some digital signature/pattern or company logo (S), for example, a text im-
age in Fig. 2l(a), can be used to generate the watermark (W) to be embedded.
As pointed out earlier, such watermarks are more robust against attacks. They
are very unique to identify the ownership, and can be more easier to be verified
by human eyes rather than some objective similarity measurements. A masking
function — Noise Visibility Function [6] is obtained to characterize the local im-
age properties, identifying the textured and edge regions where the information
can be more strongly embedded. Such high activity regions are generally highly
insensitive to distortion. With the visual mask, the watermark strength can be
reasonably increased without visually degrading the image quality.

Fig. B illustrates the watermark embedding procedure using second level
decomposed middle frequency pair (LH2 and HL2):

[Step 1. | Perform the second level discrete wavelet decomposition of the origi-
nal image, I. Sub-bands LH2 and HL2 are selected for the watermark inser-
tion.
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ABCD
ABCD

(a)

(d) ()

Fig. 2. (a) A text signature (64x64), (b) a NVF masking function, (c) modified text
watermark based on the visual mask in (b), (d) original Lena image (256x256), and
(e) a watermarked Lena image (PSNR=45.5dB).

[Step 2. | The NVF masking function [6], M, of the original image is gener-

ated. Fig. 2Ib) shows a NVF mask of the Lena image. For the homogeneous
region, NVF approaches 1 (white color), and the strength of the embedded
watermark approaches to zero. The watermark should embed in highly tex-
tured regions containing edges instead of homogeneous regions. The original
signature image S, is modified according to the masking function to assure
the imperceptibility of the watermark embedded. The final watermark is
quantized into [0-7] gray levels. The expression for watermark generation is
given as

W =Qs[(1-M)S], (1)

Watermark

Digital
Signature

2nd Level — - \\/\," == 2nd Level

DWT | \ / / -I‘H2 1\‘ ’\, IDWT
Original \ L/ AN / Watermarked

Image 1 I::> e i ! N Image T'
g X! "’// g

Fig. 3. Watermark embedding scheme (for the second level wavelet decomposition).
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where Qg denotes the quantization operator with 8 gray levels. Fig. [2(c)
shows a text watermark generated using the NVF masking function shown
in Fig. P(b).

[Step 3. | The watermark W is embedded in the following way:

Xpme = Xpma +apmgs - W = Xpge + ax - u(|Xpm|) - W;
Xiro = Xaro + ams - W = X + ax - p(|Xaa|) - W, (2)

where X and X are respectively the wavelet transform coefficients of the
original image and the watermarked image, a2 and agro denote respec-
tively the weighting coeflicients of the watermark embedding in sub-bands
LH2 and HL2, u(| - |) denotes the operation of mean of the absolute value,
and a common control parameter ay is used to adjust the watermark em-
bedding strength to maintain the quality of the watermarked image within
40-50dB in terms of PSNR (Peak-Signal-to-Noise-Ratio) [7].

[Step 4. | The watermarked image, I, is obtained by the inverse discrete
wavelet transform. Fig. Ple) gives a watermarked Lena image with PSNR
45.5dB. Table Mlists the quality of watermarked image (PSNR in dB) with
respect to the control parameter ax.

Table 1. PSNR (in dB) of the watermarked image with respect to ax.

ax 0.01 0.05 0.10 0.15 0.20 0.25 0.30

PSNR(dB) 67.50 53.52 47.50 43.98 41.48 39.54 37.96

For the security purpose in multimedia, the original data are always kept
in secret and should not be known to the users during their watermark detec-
tion/extraction. The technique used in this paper to solve the problem is that
the user can keep a copy of the dataset embedding with an owner’s watermark
following the same procedure shown in Fig. Bl The owner’s watermark is also
known as the key of the watermarking system, which is used for watermark ex-
traction. Using only the owner’s copy, Ié), and the key, K, the owner is able
to identify the ownership of any copy of a watermarked image. This will be
elaborated in the following Section 3 in detail.

Fig. H(a) is an owner’s copy of the Lena image, embedded with an owner’s
watermark (a gold-like sequence image [8], and shown in Fig. Fig. E(b)). The
owner’s copy is obtained similarly by embedding K in the wavelet domain using
the following equations,

Xorme = Xoae +armz - K =Xpme + ax, - 1| Xormzl) - K;
Xogre = Xarre + amrs - K = Xpra + ax, - (| Xomal) - K, (3)
where Xy and XE) are respectively the wavelet transform coefficients of the orig-

inal image and the owner’s watermarked image, ax, is a control parameter for
the visual quality of the watermarked image I,,.
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(a)

Fig.4. (a) The owner’s copy of the original Lena image (PSNR=47.6dB and 256 x
256), (b) the owner’s watermark or the key (64x64).

3 Proposed Watermark Extraction Scheme Using ICA
Method

In this section, the concept of ICA is firstly introduced briefly. A blind water-
mark extraction scheme is then proposed, where ICA is employed for watermark
extraction successfully.

3.1 Independent Component Analysis

Independent Component Analysis (ICA) is one of the most widely used method
for performing Blind Source Separation (BSS). It is a very general-purpose statis-
tical technique to recover the independent sources given only sensor observations
that are linear mixtures of independent source signals [I/I0J11]. ICA has widely
applied in many areas such as audio processing, biomedical signal processing,
telecommunications. In this paper, ICA is further applied in blind watermarking
for ownership identification.

ICA model consists of two parts: the mixing process and unmixing process. In
the mixing process [ITOJTT], the observed linear mixtures x1,- - - ,&,, of n number
of independent components are defined as

Tj = G181 +aj232+...+ajn5n;1§j§m, (4)
where {sz,k =1, -+ ,n} denote the source variables, i.e., the independent com-
ponents, and {a,j = 1,---,m;k = 1,---,n} are the mixing coefficients. In
vector-matrix form, the above mixing model can be expressed as

x = As, (5)
ail ai2 *-* Gin

G21 G2 *-* G2n ) o )
where A = ) . . is the mixing matrix [QIOIT], x =

Aml Gm2 *** Amn

T T . .
[x129 - Zm]", s =[s182---8,] , and T is the transpose operator. For unmixing
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process [O[10J11], after estimating the matrix A, one can compute its inverse —
the unmixing matrix, B, and the independent components are obtained as:

s = Bx. (6)

To assure the identifiability of the ICA model, following fundamental restric-
tions are imposed [9/10]:

— The source signals in the mixing process should be principally statistically
independent.

— All the independent components s, with the possible exception of one com-
ponent, must be non-Gaussian.

— The number of observed linear mixtures m must be at least as large as the
number of independent components n, i.e., m>n.

— The matrix A must be of full column rank.

There are many various ICA algorithms which have been proposed recently.
Some popular ICA methods include Hyvdirinen and Oja’s FastICA [12], Bell and
Sejnowski’s Infomax [I3], Cardoso’s JADE [I4] and Cichocki and Barro’s RICA
[15] and so on. In this paper, Cichocki and Barro’s RICA [15] is exploited in the
watermark extraction process. The robust batch algorithm models the signal as
an autoregressive (AR) process [I5], therefore, it is an effective blind separation
approach particularly for the temporally correlated sources.

3.2 Proposed Blind Watermark Extraction Scheme

This section proposes an ICA-based blind watermark extraction scheme. Instead
of using the original image, only an owner’s copy of the original image is required
for watermark extraction. The new useful features of the proposed scheme are
that the present method does not require the previous knowledge of watermark
locations and watermark strength information for watermark extraction. The
main idea is to consider two sub-bands (X/R) of the watermarked image to have a
mixture image of the wavelet transformed image (Xg) of the original image I and
the watermark image (W). Fig. Bl shows the above blind watermark extraction
scheme.

[Step 1. | Perform the second level discrete wavelet decomposition of the wa-
termarked image I' in order to obtain the wavelet coefficients, X/L 1o and
X1 for the two selected sub-bands of LH2 and HL2.

[Step 2. | The first mixture signal, Y7, is obtained by

Y1 =Xppo+ Xppo- (7)

From @), Xg (R € [LH2, HL2]) are the mixture observations of the wavelet
transform of the original image (Xg) and the watermark (W), therefore, ([T
can be rewritten as

Y, =X+ a; W, (8)
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Fig. 5. The proposed blind watermark extraction scheme (using the second level de-
composed images).

where X = Xy o+ Xpgro and a1 = ax - [/,L(|XLH2|)—|-/.L(|XHL2|)]. It is found
that the first mixture image is a linear mixture of the two independent source
images, i.e., X and W.

[Step 3. | Repeat the same procedure in Step 1 and 2 for the owner’s image IE).
The second mixture, Y3, is obtained by

Yy = XOLH2 + XOHLz' (9>

Similarly Y is also a linear mixture of the wavelet transform of the original
image (Xgr,R € [LH2,HL2)]) and the key/owner’s watermark (K). It can
be written as

YQ = X + O[QK, (]‘0)

where s = ax, - [1(|Xorm2l) + #(|XomLal)]-

[Step 4. ] From (@) and (@), two mixture images can be obtained containing
three source images or independent components in the observations — X,
key K and the watermark W. As pointed out earlier, to exploit ICA meth-
ods for watermark extraction, it is required that the number of observed
linear mixture inputs is at least equal to or larger than the number of in-
dependent sources, in order to assure the identifiability of ICA model [9J10]
11]. Therefore, another linear mixture of the three independent sources is
needed. The third mixture Y3 can be generated by linear superposition of
Yl, Y2 and K:

Y3 =01Y1+532Y2 + 3K, (11)

where (31, B2 and (3 are arbitrary real numbers. The coefficient 83 should
be non-zero. Either 31 or (B can be set to zero to efficiently reduce the
computational load of ICA.
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[Step 5. ] The three mixtures input into the RICA algorithm [S[15], and the
watermark image, W', is extracted. The ownership is able to be verified
directly from the extracted signature. Fig. [6] shows the extracted watermark
from the watermarked image shown in Fig. 2fe).

Fig. 6. The extracted watermark image using ICA method (normalized correlation
coefficient, r & 1.0000).

4 Experimental Results

The results for robustness of the proposed watermarking scheme are shown in the
section by using the original lena image of size (256x256) where the simulations
are performed in the MATLAB 5.3 software environment. A watermarked image
(PSNR=45.5dB) in Fig. Pl(e) is generated by inserting 389 bits information (with
ax=0.125). In the experiments of watermark extraction, the parameters (31, 2
and (3 are set as 0, 1, 1, respectively, to simplify the computational load of ICA;
Daubechies-1 (Haar) orthogonal filters are employed for wavelet decomposition.
In order to investigate the robustness of the watermark, the watermarked image
is attacked by various signal processing techniques, such as JPEG and JPEG2000
compression, color quantization. The watermark extraction is performed against
those attacks to the watermarked image and compared the extracted watermark
with the original watermark. For a robust watermark scheme, it should be able
to survive against various attacks before the quality of the watermarked image
would be degraded drastically.

4.1 The Performance Index
The performance of the blind watermark extraction result is evaluated in term

of normalized correlation coefficient, r, of the extracted watermark W' and the
original watermark W as:

= (12)

The magnitude range of r is [-1, 1], and the unity holds if the extracted image
perfectly matches its original image.
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4.2 Results and Performance Comparison

In the following, the robustness of the proposed watermarking scheme is com-
pared with some other blind wavelet-domain watermarking techniques in
terms of normalized correlation coefficient r as shown by (I2). These techniques
include Wang’s algorithm [I], Inoue’s blind algorithm (based on manipulating
insignificant coefficients) [2], Dugad’s algorithm [3], Kundur’s algorithm [4] and
Xie’s algorithm [5].

¥
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Fig. 7. Comparisons of results against JPEG compression attacks.
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Fig. 8. Comparisons of results against JPEG2000 compression attacks.

Fig. [0 shows the comparison results in terms of performance index against
JPEG compression. For the proposed scheme, the extracted watermark’s cor-
relation decreases gradually as with the compression quality factor. The image
quality has degraded significantly to 27dB PSNR when the compression qual-
ity becomes quite low to 10%. In this difficult case, the watermark can be still
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Fig. 9. Comparisons of results against color quantization.

extracted with the value of the performance index of 0.2553 for watermark em-
bedding in second level wavelet decomposition. According to Fig.[d, the present
scheme performs better than Wang’s and Kundur’s methods, and much better
than Inoue’s method in terms of robustness against JPEG compression attack
when the compression quality factor is very low.

Fig. Blis the extraction comparison against the JPEG2000 compression at-
tacks. The robustness of the proposed scheme is demonstrated up to the compres-
sion factor 0.05 or compression rate 0.4 bpp (bit per pixel). The proposed scheme
has better result than Kundur’s method, and comparable result to Wang’s
method. The extraction performance of Inoue’s method drops sharply when the
JPEG2000 compression factor goes to 0.125. Embedding in the sub-bands of
higher level wavelet decomposition (see curves for extraction performance of
third level decomposition in Figs. [ and []), can improve the robustness of the
proposed scheme against compression attacks. The possible reason for higher ro-
bustness against compression attack is that the energy spectrum becomes more
flat (less compact) as the decomposition level increases.

Fig. Blshows extraction results against color quantization from gray level 256
to 4 per pixel. The proposed scheme has very good robustness result against
color quantization. The performance of the proposed scheme can be comparable
to that of the Xie’s method, and much better than the other methods.

From Figs. [Mland B it is found that Xie’s and Dugad’s methods have excellent
robustness against JPEG and JPEG2000 compression. In Xie’s algorithm, the
watermark is embedded solely in the approximation image (LL sub-band) of the
host image [5]. Although LL sub-band embedding is robust against compression
attacks, the image quality could be degraded visually because the coefficients of
this portion always contain the most important information of an image [7] . It
is claimed that the robustness of Xie’s method is determined by the number of
decomposition steps. Very good robustness result can be obtained by employing
a five-level wavelet decomposition using Daubechies-7/9 bi-orthogonal filters [5]
7]. Dugad’s method embeds the watermark in the significant coefficients of all
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the detail sub-bands [3], therefore it is more resistant to compression. During
the watermark detection in Dugad’s method, the original watermark is required
to compute the correlation with the high pass coefficients above a threshold [3].
The presence of a watermark is determined by comparing this correlation with
a threshold setting. It is not as general as our proposed scheme in the case when
the watermark embedded in a watermarked image is previously unknown.

The experimental results show that the proposed scheme has good robust-
ness against the most prominent attacks — JPEG and JPEG2000 compression,
color quantization, and can be comparable to the existing blind wavelet-domain
watermarking schemes. The new watermarking scheme shows its main advan-
tage in terms of generality. No previous knowledge of watermark strength and
location are required for watermark extraction. Experiments also show that the
type of wavelet transform used is not critical for the robustness of the proposed
watermarking scheme (the corresponding results are not included), which is cru-
cial for Xie’s method from robustness point of view [5[7]. Moreover, most of the
existing algorithms need to set a threshold for watermark detection while us-
ing the correlation method. The another advantage of the proposed ICA-based
method is that without using a threshold, the extracted watermark could simply
be verified from visually rather than by using some objective measures or some
thresholds, since the embedded watermark is a readable digital signature image
or logo image.

5 Discussion and Conclusion

In this paper, a new blind image watermarking technique based on Independent
Component Analysis (ICA) is presented. Watermark is obtained by modifying
the signature image with a visual mask to prevent perceptual quality degrada-
tion of the watermarked image. The watermark is inserted in the two middle
frequency sub-band pair for the higher decomposition level (say second/third
decomposition level) for the DWT of the original image. Without requiring any
information on watermark location and strength, the proposed scheme can ex-
tract the watermark by using an owner’s copy of the image and the owner’s wa-
termark /key. Experimental results show that the proposed watermarking scheme
can provide good resistance under attacks of image compression and color quan-
tization.

The advantage of using ICA algorithm for this blind watermark scheme is
that, unlike other methods, no a priori information about watermark location
and strength as well as threshold, are needed for our blind watermark extraction
scheme. Therefore, it is possible to extract the watermark from any copy of the
watermarked image, where the embedded watermark is previously unknown. The
generality of the proposed scheme implicates the method to be a quite useful
tool for the ownership identification and copyright protection in the application
of Internet distribution. The only disadvantage to achieve the generality using
ICA-based technique could be the complexity of the ICA itself. In this paper,
this has been compromised by exploiting the second-order RICA method, which
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is simple and efficient. In the future work, more experiments will be carried out
in order to evaluate the resistance of the scheme against other types of attacks,
and to improve the robustness of the system further.
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Abstract. Digital watermarking is a technology proposed to help address the
concern of copyright protection for digital content. To facilitate tracing of copy-
right violators, different watermarks carrying information about the transaction
or content recipient can be embedded into multimedia content before distribu-
tion. Such form of “personalised” watermark is called “fingerprint”. A powerful
attack against digital fingerprinting is the collusion attack, in which different
fingerprinted copies of same host data are jointly processed to remove the fin-
gerprints or hinder their detection. This paper first studies a number of existing
collusion attack schemes against image fingerprinting. A new collusion attack
scheme is then proposed and evaluated, both analytically and empirically. At-
tack performance in terms of fingerprint detectability and visual quality degra-
dation after attack is assessed. Results obtained from spread spectrum finger-
printing experiments show that the proposed attack can impede fingerprint
detection using as few as three fingerprinted images without introducing notice-
able visual degradation, hence it is more powerful than those reported in litera-
ture. It is also found that increasing the fingerprint embedding strength and
spreading factor do not help resist such malicious attacks.

1 Introduction

Recent advances in signal processing and communication networking technologies
have fuelled the growth and electronic distribution of digital multimedia content such
as audio, image and video. However, the same technological advances have also
raised growing concern over how to control unauthorized duplication and redistribu-
tion of such content. Digital watermarking technology is one of the technologies pro-
posed to tackle this concern. A digital watermark is a secret hidden code irremovably,
imperceptibly, and robustly embedded in the host data so as to facilitate copyright
protection of the host data. It typically contains information about the origin, owner-
ship, status, destination or any other transaction information pertaining to the host
data. When a watermarked data is copied, the hidden watermark gets copied along
too, thus providing means for appropriate actions to be taken against the copyright
violators [1].

Depending on the information they carry and their subsequent usage, watermarks can
be classified into two broad categories namely watermarks and fingerprints. Under
this classification, a watermark is regarded as containing information about the own-
ership or origin, while a fingerprint is regarded as containing information specific to
each recipient/user or transaction, of the data under protection. The former provides
evidence of copyright violation while the latter helps trace the copyright viola-

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 64-80, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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tors [2]. Clearly, fingerprints can also be regarded as “personalised watermarks”. In
this paper, we focus on digital fingerprinting techniques for still or moving images.
As such, we shall use the terms “fingerprint” and “watermark”, as well as “finger-
printing” and “watermarking”, interchangeably.

In e-commerce applications, typically the same host data is embedded with differ-
ent fingerprints before distribution or sale. If a coalition of users carrying different
fingerprinted versions of the same multimedia content get together, they can collabo-
rate to remove or disable each others’ fingerprints using a form of attack known as
collusion attack. This paper aims to analyze a number of collusion attack techniques
[6][7] and study the severity of these attacks in terms of the resultant watermark de-
tectability and visual distortion. It is noted that techniques for collusion-secure wa-
termark construction have been proposed, for example in [3][4]. However, the study
of such watermark constructions is beyond the scope of this paper. More emphasis is
given to the study of collusion attack techniques, among which only averaging has
been widely discussed in the literature.

The rest of this paper is organized as follows. Section 2 defines the performance
measures of a watermark attack. A number of different collusion attacks are studied in
Section 3. It contains mathematical modelling of the watermark robustness after the
attacks. A new variant is also proposed and modelled in this section. Section 4 then
presents and discusses the simulation results. Finally, conclusions are drawn in Sec-
tion 5.

2 Performance Measures of Watermark/Fingerprint Attack

The performance of a watermark/fingerprint attack algorithm can at least be quanti-
fied by two measures, namely watermark/fingerprint detectability and imperceptibil-
ity. In terms of fingerprint detectability, an attack is considered effective if the origi-
nal fingerprint cannot be detected from the attacked data. This may not necessarily
mean that the original fingerprint is completely removed. It may still be present in the
attacked data, but somehow modified to the point that the detector cannot successfully
detect it. In terms of imperceptibility, an attack is successful if the perceptual quality
of the attacked data does not deteriorate substantially from the original fingerprinted
data. For image fingerprinting, this means that the visual quality of the attacked image
must not drop too much compared to the fingerprinted image.

In this paper, we use correlation coefficient to measure the fingerprint detectability
and weighted PSNR (WPSNR) [5] to measure the visual quality. The notations and
formulas for correlation coefficient and weighted PSNR will be presented next.

Let us consider S components of an original image P. These components can be
pixel values or any linear transform coefficients, e.g DCT coefficients. Their values
are denoted as Py Jj= 1,2,...,S. The value S is often referred to as the spreading factor
of the watermark/fingerprint. The image owner generates a set W = {W,} of independ-
ent and identically distributed fingerprints. The values of each fingerprint W, are de-
noted as w, . After multiplication with appropriate scaling factors {4}, each finger-
print is linearly added to the host image data to produce a fingerprinted image E,
whose values are denoted as:
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=p_/-+ﬂ,jw,-y_/-, j=12,...,8. (1)
The scaling factors A can be image-adaptive [9] or constant throughout the image. For
simplicity, in the subsequent formulations we will use 4 =1 V.

When an unauthorized or a suspicious image E of values ¢, is found, the owner
would try to identify the culprit by detecting the embedded flngerprmt To do this, he
subtracts the values of P from E to obtain the suspected fingerprint sequence #. The
correlation coefficient of # with all previously issued fingerprints W; is then calcu-
lated according to the expression:

LSy L$a S by
(A am cov(Vf/,W[) _ SJZZ{W/ Wij g2 %W./ %Wt./
i Jvar(W)-var(Wi) 1 s 1 s 2 | s . s 2
_ ~2 - " L 2._7 N
SJZZ}W/ 52 []Z],W./] S%Wl"/ 52 [;W"IJ

If the correlation coefficient is larger than a predetermined threshold for a particular
fingerprint, the culprit is correspondingly identified. As discussed in [5], the threshold
should be set according to the required detection confidence interval.

For our analysis, two commonly used fingerprint distributions are considered,
namely uniform distribution between [-L, +L] and Gaussian distribution with mean
zero. Since both distributions have zero means, Equation (2) can be simplified to:

3

For the following attack descriptions, we assume that collusion attackers have access
to K different fingerprinted images, each of which contains S fingerprint values.
The expression for weighted PSNR (wPSNR) is given in [3] to be:

4
wPSNR =201log, max(p) “)

INVE(p—p)|

where p denotes the original image pixels, p’ denotes pixels of the image under test,
[lell denotes the root-mean-square value. In the expression of NVF (noise visibility
function), o7, 1., denotes the local variance of an image in a window centered on the
pixel with coordlnates (j1, j2). Compared to the well-known PSNR measure, wPSNR
has been claimed to be a better representation of the human visual system (HVS) [3].
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3 Variants of Collusion Attack

In this section we first review some existing collusion attack techniques. A new col-
lusion attack will then be introduced and its performance will be assessed.

3.1 Averaging Collusion Attack

The averaging collusion attack was introduced by Cox, et al. [6]. The attacked image
E is created by averaging K fingerprinted images according to the expression:

1 & &)

e;=p;tw; = p.ﬁgzwtxr
i=1

Under this attack, each colluding fingerprint has a contribution of strength 1/K in the
attacked (averaged) sequence W. The correlation between W and a colluding finger-
print W, 1 <t <K, has been derived by Stone [7] to be:

] = 1

S[iEm )55 g JJ 2%

The above expression shows that the attack requires a large number of fingerprinted
images in order to reduce the correlation coefficient substantially. For example, 100
fingerprinted images are needed to obtain a correlation coefficient of 0.1. Clearly, this
is quite impossible for an attacker to achieve. Earlier experiments by Cox, et al., and
Stone confirmed this model and hence it is claimed that collusion attack by averaging
is not an effective attack [6][7].

(6)

3.2 Maximum-Minimum Collusion Attack

A more powerful collusion attack is the maximum-minimum collusion attack pro-
posed by Stone [7]. The attacked image is created by taking the average of the maxi-
mum and minimum values across the component values of the fingerprinted image.
The attacked image is given by:

éj =p; +l[m12x(wi j)"' mI;”(Wi,j )] v

21 i=l ! i=1

This attack takes into account the possibility that the fingerprint values of a particular
position across the fingerprinted images may not be evenly distributed around its
mean value. Therefore, instead of using the actual mean value (as in the averaging
attack), this attack takes the middle point between the maximum and minimum. Con-
sequently, the attacked sequence contains less original fingerprint and the correlation
value becomes lower. The analytical correlation coefficient is given as [7]:
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. (®)

cliw)-[ 6
(K+1)(K +2)

Equation (8) shows that the correlation coefficient approximately decreases in pro-

portion to 1/K, hence this attack theoretically requires only 23 fingerprinted copies to

drive the correlation coefficient down to 0.1. Nonetheless this is still rather difficult to
achieve in practice.

3.3 Stone’s Negative-Correlation and Zero-Correlation Collusion Attacks

This attack is able to drive the correlation coefficient to a negative value using as few
as five fingerprinted images. The algorithm is formulated as [7]:

. pj+mlzlx(wi,j) if mléld(wi,j)g(l_a)mlfllx(wi,/)+amli.ln(wi,j) ©
=1 % ER

p; +min(w,- j) otherwise
=1 "

where max(e), min(e) and med(e) denote the maximum, minimum and median values,
respectively, and o is a constant between 0 and 1. Typically, o is set to 0.5. From the
expression, it can be seen that this attack does not attempt to restore the original un-
fingerprinted image by removing the fingerprint. Instead, the attacked image takes on
the least likely values across the fingerprinted copies as the attacked values. As a re-
sult, the polarity of the fingerprints is inverted at a number of locations, therefore
negative correlation is achieved.

For uniformly distributed fingerprints, Stone derived an analytical model of this
attack for K =3 where each fingerprinted copy corresponds exactly either to the
maximum, minimum or median value. For K=3 and a=0.5, the analytical model
gives a correlation coefficient of 0.1369. For K >4, however, the attack cannot be
modelled mathematically. Stone’s experiments showed that this attack produces a
negative correlation for K >5 and o= 0.5. Subsequently, to achieve zero-correlation,
Stone adjusted o through empirical testing. The results suggest that for K=5 and
a=0.713, this attack can successfully produce a correlation coefficient that lies
within the range [-0.003, 0.003], i.e. zero-correlation is achieved. Stone did not have
an analytical model for these attacks when the fingerprints follow the Gaussian distri-
bution, but his experimental results indicate that Stone’s negative-correlation attack
could not drive the correlation coefficient of Gaussian fingerprints to zero even when
as many as 30 fingerprinted images are used in the attack.

3.4 New Zero-Correlation Collusion Attack
In this section we propose a new attack which is a modification from Stone’s nega-

tive/zero-correlation collusion attack. We will derive an analytical model for the at-
tack and show that it matches the empirical results.
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Stone’s negative/zero-correlation attack produces an attacked image by examining
the clustering behaviour of the fingerprints in a group of images. We find that the se-
verity of the attack can be increased by targeting a specific fingerprinted image in-
stead of considering a group of them as in Equation (9). Furthermore, the choice of a
specific target also makes it possible to derive an analytical model for this attack for
any number of colluding parties.

For our proposed attack, we similarly start by establishing a technique that drives
the correlation coefficient to a negative value. Thereafter, we moderate the attack to
obtain a near-zero correlation coefficient.

First, we arbitrarily select a fingerprinted image from a number of available finger-
printed images. We call this image the attack target E,, 1<T<K, and denote its em-
bedded fingerprint as W,. The attack is performed according to:

(10)

P +rri11:;lx(w,-yj) if wr; S%{n}l;lx(wiyj )+ réln(w,/ ):|
j K :
Pj+’?jl”(wi,j) otherwise
To derive the analytical model of the correlation coefficient after attack, we use the
joint probability distribution (jdf) for w,,,., Wi, and w for K independent and identi-
cally distributed random variables w, whose maximum is w,,,, and minimum is w,,,;,.
A closed form of this jdf is given in the Appendix for uniformly distributed w be-
tween -L and +L. Through algebraic derivations, the covariance of # and Wy is found
to be:

. K +K-6 (an
COV(VV,WT) WL .

Similarly, the variance of # is found to be:

var(A): KEK+2 s 1
(K+1)(K +2)

The variance of the uniformly distributed W, is well known:

13
var(WT)=L3—2 (13

Substituting the above expressions into Equation (2), we obtain:

A _ cov(W,WT) _ 2 3/4 (14)
C(WWT)_ var(W ~var(WT) __(K +K_6)\/(K+1)(K+2)(K2 _K+2) '

Figure 1 plots the correlation coefficient values calculated using Equation (14) to-
gether with the empirical values. It is shown that the analytical model fits perfectly for
uniformly distributed fingerprints. Also, the correlation coefficient values become
negative when 3 or more fingerprinted images are used in the attack, i.e. K >3. Al-
though we do not have an analytical model for Gaussian fingerprints, empirically it
can be shown that our attack is also able to drive the correlation coefficient to a nega-
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tive value when K > 3. The Gaussian fingerprints are observed to give slightly more
positive correlation coefficient values than the uniformly distributed fingerprints.
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! ! ! ! Analytical Maodel
03F--oe- PR N . ] = Uniform Fingerprint
< ! ! ! ! < [Gaussian Fingerprint
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Fig. 1. Negative correlation coefficients obtained after attacking fingerprint data using Equa-
tion (10). Each empirical data point is averaged over 1000 runs

Figure 1 shows that the correlation coefficient becomes progressively more nega-
tive for K > 3. However, a negative correlation means that a correlation does exist and
the fingerprint is still present in its negative-polarity form. Therefore it is more desir-
able to drive the correlation coefficient to zero. One way to achieve this is to attack
only a portion of the target fingerprint so that the attacked and un-attacked portions
contribute roughly equal levels of negative and positive correlation output respec-
tively such that the combined result is close to zero. The question is how can the re-
spective portions be selected. An answer is provided by the analytical model.

Let R be the number of attacked elements. The number of un-attacked elements is
hence (S-R) where S is the spreading factor. Let us denote by Q the new attacked se-
quence containing R elements of the original target fingerprint W, and (S-R) elements
of the attacked sequence # obtained by applying Equation (10). Mathematically, Q
can be expressed as:

Q= }= Wi 1 Wr g Wy g Wit Wransee o Ws = 12,.0.,8. (15)

where wr; denotes the 7™ element of Wy and w; denotes the 7™ element of W. Note
that, for simplicity, we have assumed that the first R elements in (2 are un-attacked
while the rest are attacked. There is no statistical difference when the R elements are
randomly selected. The attack aims to achieve zero correlation coefficient, i.e.:

C(Q,WT)ZM:O- (16)
var(Q)~var(WT)
Therefore,
a7
cov(Q W) ZWT]wTﬁ Zw Wr Zwrﬁ ZW =0.
_S_R+1 =S—R+l _/=|

T1 T2
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The second term T2 reduces to zero because the mean of Wy is zero. Hence we are left
with 71 = 0. However,

1 1 RS R (18)
§ 2 = 2wy = B )= grarly)
= ~
Similarly,
1 S 1 N R R (19)
- . s T —— 1 _ 1 K
S jzg;::/ Wr S Ezt ( S JE(W WT) ( S JCOV(W WT)

since the mean of W is zero (see Appendix). Both var(W; ) and cov(W, Wy) have been
given previously in Equations (13) and (11), respectively. Therefore we have:

E.ﬁ_( _EJM 220 or 20)
s 3 S J2(K +1)(K +2)
=£= k where k=—K2+K_6 .

S k+X4 2(K +1)K +2)

The term x = R/S represents the fraction of attacked sequence €2 that are un-attacked.
Figure 2 shows the empirical values of the correlation coefficient between the target
fingerprint Wy and the attacked sequence (2 containing xS elements taken randomly
from Wy and the remaining (1-x)S elements taken randomly from W.
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Fig. 2. Correlation coefficient of the proposed zero-correlation collusion attack. Each empirical
data point is averaged over 1000 runs

Figure 2 shows that the uniformly distributed fingerprints after attack adhere
closely to the attack objective of achieving zero correlation coefficient for K >3,
while the attacked Gaussian fingerprints show a slight deviation of between 10.06
from zero. This is not surprising as the optimum value of x in Equation (20) was de-
rived specifically for the former. Nevertheless, for most practical purposes, the pro-
posed attack can be considered very successful on both types of fingerprint distribu-
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tions, because as few as 3 fingerprinted images are sufficient to prevent the detection
of the embedded fingerprint.

4 Simulation on Image Fingerprints

This section presents the experimental results obtained by applying different collusion
attacks on image fingerprints. The first part examines the effectiveness of the collu-
sion attacks when performed on different image domains and different fingerprint
distributions, while the second part examines the image visual quality after collusion
attack.

The images used in our simulation are in the portable greymap (.pgm) format. The
fingerprints are randomly drawn from a continuous distribution. To ensure invisibil-
ity, they are scaled using the 3x3-based TMF (texture masking function) [5] prior to
linear addition to the host image pixels. Further distortion on the fingerprints comes
from its discretization and clipping to [0, 255]. As a result, it is expected that the cor-
relation coefficient values obtained in these experiments will be slightly different
from those obtained previously without digitization.

4.1 Effects of Watermark/Attack Domains and Fingerprint Distributions

For this section, since we are interested in the detectability of fingerprints after attack,
our simulation is conducted using the two most effective attacks, i.e. Stone’s zero-
correlation attack and our proposed zero-correlation attack. The image used is ba-
boon.pgm of size 512x512.

The watermark and attack domains examined are the spatial and DCT (discrete co-
sine transform) domains. Four domain combinations are observed:

e s-s : Spatial-domain fingerprint attacked in the spatial domain
e d-d : DCT-domain fingerprint attacked in the DCT domain

e s-d : Spatial-domain fingerprint attacked in the DCT domain
e d-s : DCT-domain fingerprint attacked in the spatial domain

Table 1 shows the results obtained for uniformly distributed fingerprints with
varying dynamic ranges [-L, +L] and spreading factor S. For each attack variant, we
use the corresponding minimum number of colluding fingerprinted images required to
obtain near-zero correlation coefficients (K =5 and oo =0.713 for Stone’s zero-correla-
tion attack and K = 3 for our proposed zero-correlation attack). s

Corresponding results for zero-mean Gaussian fingerprints with variance ®w are
tabulated in Table 2. For comparison purpose, we use the same number of colluding
images as used previously for the uniformly distributed fingerprints.

In general, the results obtained are found to agree with analytical expectations dis-
cussed in Section 3 of this paper. Some discrepancies occur due to loss of the finger-
prints introduced during the embedding and image coding process, as explained ear-
lier.
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Table 1. Effect of varying L and S of uniformly distributed fingerprints for Stone’s and our
proposed attacks. Each correlation coefficient value is averaged over 1000 runs. Spatial-domain
and DCT-domain fingerprints are denoted by s and d, respectively

correlation coefficient
3;;?;; L S before attack after attack
s d s-§ d-d s-d d-s

5 0.9320 | 0.9285 | -0.0010 | 0.0399 | 0.1501 0.1468

10 | 5000 | 0.9411 0.9386 | -0.0019 | 0.0359 | 0.1512 | 0.1491

- 15 0.9428 | 0.9403 | -0.0021 0.0356 | 0.1519 | 0.1496
=

% 1000 | 0.9411 0.9388 | -0.0018 | 0.0351 0.1511 0.1486

10 | 5000 | 0.9411 0.9386 | -0.0019 | 0.0359 | 0.1512 | 0.1491

10000 | 0.9410 | 0.9386 | -0.0021 0.0360 | 0.1497 | 0.1471

5 0.9319 | 0.9285 0.0044 | 0.0067 | 0.0463 | 0.0508

10 | 5000 | 0.9411 0.9386 | 0.0012 | 0.0066 | 0.0470 | 0.0481

—% 15 0.9428 | 0.9404 | 0.0016 | 0.0073 0.0480 | 0.0484

g 1000 | 0.9410 | 0.9387 | 0.0009 | 0.0059 | 0.0474 | 0.0491

10 | 5000 | 0.9411 0.9386 | 0.0012 | 0.0066 | 0.0470 | 0.0481

10000 | 0.9410 | 0.9386 | 0.0012 | 0.0065 0.0476 | 0.0487

The Gaussian fingerprints appear to have higher resistance against both types of
collusion attack compared to the uniformly distributed fingerprints. The proposed
zero-correlation attack seems to be more successful compared to Stone’s zero-
correlation attack in defeating the Gaussian fingerprints. On the average, it achieves
correlation coefficient of around 0.05 which is smaller than Stone’s 0.16.

Another notable observation is that the attacks are less effective when performed in
a domain different from the fingerprint domain. Such “performance drop” is observed
to be more pronounced in Stone’s zero-correlation attack than in the proposed zero-
correlation attack.

It can also be observed that increasing the power of the fingerprints and/or the
spreading factor does not improve the fingerprint resistance against both attacks. In
some cases, the correlation coefficient after attack even shifts slightly closer to zero
when the strength of the fingerprint increases. This is a bad news to the water-
mark/fingerprint designer, because the traditional techniques for enhancing watermark
robustness, i.e. increasing the watermark embedding strength and/or the spreading
factor, are no longer useful.
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Table 2. Effect of varying o2, and S of Gaussian fingerprints for Stone’s and our proposed at-
tacks. Each correlation coefficient value is averaged over 1000 runs

correlation coefficient

(S}

attz_lck Ow S before attack after attack
variant
s d s-5 d-d s-d d-s
5 0.9247 0.9192 0.1486 0.1509 0.1489 0.1474

10 | 5000 | 0.9342 | 0.9308 0.1481 0.1522 | 0.1503 0.1470

- 15 0.9374 | 0.9345 0.1483 0.1533 0.1503 0.1478
=

% 1000 | 0.9341 0.9306 | 0.1491 0.1535 0.1537 0.1488

10 | 5000 | 0.9342 | 0.9308 0.1481 0.1522 | 0.1503 0.1470

10000 | 0.9340 | 0.9307 | 0.1480 | 0.1523 0.1484 | 0.1454

5 0.9247 09192 | 0.0522 | 0.0468 0.0462 | 0.0535

10 | 5000 | 0.9341 0.9308 0.0508 0.0478 0.0465 0.0499

-02 15 0.9375 0.9344 | 0.0501 0.0475 0.0474 | 0.0504

g 1000 | 0.9342 | 0.9306 | 0.0489 0.0480 | 0.0486 | 0.0499

10 | 5000 | 0.9341 0.9308 0.0508 0.0478 0.0465 0.0499

10000 | 0.9340 | 0.9307 0.0506 | 0.0473 0.0467 0.0511

4.2  Visual Quality of Collusion Attacks

In this section, we study the image visual quality resulting from applying 3 different
collusion attacks, namely the maximum-minimum attack, Stone’s zero-correlation
attack, and the proposed zero-correlation attack. The averaging attack is excluded be-
cause it is too weak for practical purposes. Two 512x512 images are used for study,
i.e. Baboon.pgm and Peppers.pgm, chosen because Baboon contains a lot of textures
while Peppers is made up mostly of flat regions. Similar to the previous section, the
number of fingerprinted images used is the minimum number required to drive the
fingerprint correlation coefficient to zero. For the maximum-minimum attack, we
consider that a correlation coefficient of 0.1 is low enough, therefore K = 23 is used.
On the other hand, K =5 and o= 0.713 are used for Stone’s zero-correlation attack
and K = 3 is used the proposed zero-correlation attack.

Figure 3 shows the wPSNR values of fingerprinted Baboon before and after attacks
with respect to the original un-fingerprinted Baboon. It is observed from the simula-
tion results that Peppers behaves very similarly to Baboon. For the sake of brevity,
results for Peppers are not shown.
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The results in Figure 3 suggest that collusion attacks generally does not introduce
substantial visual degradation. The maximum-minimum attack even improves the
visual quality of the attacked image, since it restores the original un-fingerprinted
pixel values to some extent. On the other hand, Stone’s zero-correlation attack ap-
pears to introduce the most distortion (WPSNR decreases by up to 5 dB).

When the fingerprint is uniformly distributed, the image quality resulting from all
attacks is lower when the attack is applied in a domain different from the fingerprint-
ing domain. However, for Gaussian fingerprints, the visual degradation seems to be
independent of the domain of the fingerprints and is affected only by the domain of
attack.

It can be observed that spatial-domain attack always brings about less visual deg-
radation compared to the DCT-domain attack. Therefore, it can be reasoned that when
information regarding the domain of fingerprints is unavailable, an attacker should
perform the attack in the spatial domain for optimum compromise between detecta-
bility and visual quality.

Finally, comparing the results for Baboon and Peppers, we conclude that visual
degradation due to collusion attack is unaffected by differences in the host image
texture properties.

5 Conclusion

In this paper, we have conducted a comprehensive study of the vulnerability of digital
fingerprinting (personalised watermarking) schemes against a number of collusion
attacks. We first review some existing collusion attacks proposed by Cox, ef al. and
Stone. We then propose a new negative-correlation collusion attack algorithm and de-
rive an analytical expression for its performance. When applied globally on the target
fingerprint, the proposed attack is capable of producing negative correlation coeffi-
cient values. By modifying this attack to attack only a selected portion of the target
fingerprint, we develop a powerful zero-correlation collusion attack capable of driv-
ing the correlation coefficient of the fingerprint detector to within [-0.0002, 0.0002]
using as few as 3 colluding parties (fingerprinted data).

The performance of the existing and proposed collusion attacks is compared in
terms of fingerprint detectability and visual quality using representative image data
encoded in common digital formats. The proposed zero-correlation collusion attack is
found to perform better as it needs fewer colluding parties to achieve near-zero detec-
tion correlation and the resultant visual quality of the attacked data is also better. In
general, we found that all collusion attacks are more effective when performed in the
same domain as the fingerprinting/watermarking domain. Also, Gaussian fingerprints
appear to have higher resistance against collusion attacks compared to the uniformly
distributed fingerprints. Visually, attacks in the spatial-domain introduce less image
degradation compared to the DCT-domain attacks. Another noteworthy observation
attained in this study is that the fingerprint robustness against collusion attacks gener-
ally cannot be improved by simply increasing the embedding strength of the finger-
print or its spreading factor.
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Appendix: Derivation of Analytical Model for Proposed Attack

In order to derive the analytical model of the proposed attack, we need to find the
joint distribution function (jdf) for w_, w, ., and w. David [11] has developed the ex-
pression for p,(w, ., w,.), the jdf of w _and w  for K samples of a random variable w
whose probability density function (pdf) is p(x). This jdf is given as:

Pic e Win )= (K YK =1)p (0,00} JE (000, ) @h

where F(b,a) is the cumulative distribution function of p(x), defined as:
Flb,a)=[ plxkix. 22)
Let the jdf of w,, w, ., and w for K samples of p(x) be p (w, ., w,., w). Equation (21)

can be extended to p (w,_, w,., w) by breaking the jdf into three nonzero regions:
e Region 1, wis anew maximum (w=w, ,w, . <w);
e Region 2, wis a new minimum (w=w,,, w <w, _J;
e Region 3, w lies betweenw, _andw, . (w, . <w<w ).

In Region 1, the K" variate w replaces the former maximum. The probability that
this happens can be found by integrating the former maximum over the region from
w,.. to the new maximum w. Therefore in this region,

min®

max®
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W

Pk (Wmax s Winin» W) = p(W)J. (23)

Pk (Wmax > Winin )dwmax
Winin

= (K - 1)(K - 2)p (W)p (Wmin )_l‘:,, . p(wmax )F (wmax > Whnin )K_3 dwmax .

For Region 1, we treat w and w,,, as the same variable. Hence, px(W,uuxsWnminsW)
= Pk(WWinsW) = PkWoars WininsWinar)- Likewise, we should treat w and w,,;, as the same
variable in Region 2. The jdf for Region 2 can be found as:

(24)

Pk (wmax > Winin » W) = p(w)J.:”“” Pk (Wmax > Winin )dwmin

= (K - 1)(K - 2)p (W)p (wmax )J.:”“H p(wmin )F (Wmax > Winin )K_3 dwmin .

Finally, w is independent of w
the multiplication:

and w,in Region 3, hence the jdf can be found as

min

Pk (wmax > Winin » W) = p(w)pK (wmax s Winin ) (25)
= (K - 1)(K - 2)p(w)p(wmaV )p(wmin )F (Wmax > Winin )K_3 .

We will now consider w variable as being uniformly distributed from —L to +L. For
this particular distribution:

- _ 1 (26)
p(W) - p(wnmx ) - p(wmin )_ 2L 4
F(W,s Wi ) = _[:m_‘” ﬁ dx = ﬁ (Wypue =W ) Where xis a dummy variable. (27)
Hence the jdf becomes:
Pk (wmwc > Winin » W) (28)
(K —1)(k —2) (v K-3
= W -[W’””'” max - min ) dwl}lax
= ((Iz(L_);) (w — Win )K’2 (Region 1)
K—-1)\K —2) winax =
( (25)]( ) J.w ( max — Wmin )K } dwmin
= ((12{[‘_)’1) (W —w)* 7 (Region 2)
(K -1)(k -2)

)< (Region 3)

=0 (otherwise) .

The expression of the correlation coefficient requires us to find the variance of w, de-
noted as var(w), as well as the covariance of w and W, denoted as cov(w,W). Because
the mean of w (denoted as E(w)) is zero, cov(w,w) reduces to E(w-W). To calculate
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var(w), we first assumed that E(#)=0. Under this assumption, we have
var(w) = E(w?). Our empirical results verified that this assumption is true.

In Region 1 the attacks sets W = w,,;, because w is always larger than or equal to the
average between itself and any smaller value. Similarly, in region 2 the attack sets
W = Wy Region 3 is split into two sub-regions:

e Region 3a, Ve ¥ Win o, W, - The attack sets W = w,,.

+w,

. w : n
e Region3b, w,, <w< M . The attack sets W = w,,,,.

min

We will now calculate the contribution to E(w-W) from each region and sum all the
contributions. E(w-W) can be calculated from:

E(w-v%)z”w-ﬁ/p(w,ﬁ/)dﬁ/dw. (29)

In Region ls W = Whin and pK(Wmax,WmimW) = pK(W,WmimW) = pK(W,Wmin) :pK(W,W)-
Hence Equation (29) becomes:

(30)

E(w- ) _ (K—l)JL WJ'W w,. (w=w, . ) dw

Region 1 - (ZL)K —L L min

dw

min

1 4 4 )
{7* K(K+1)_K(K+1)(K+2)}L '

In Region 2’ W= Winax and pK(Wmax’WminaW) = pK(Wmax,W,W) = pK(Wmax,W) =I7K(W,W)~
Hence Equation (29) becomes:

. K-1) - 3D
E(W : WX Regioﬂ 2 = ( K) J.*L w J. N wl}lax (wlllax - W)K : dwl}lax dw
(21) "
| 4 )
=l - - L.
[ K" K(K+1) K(K+1)(K+ 2)}
In Region 3a, W = w,,;, and p(w,w)= p(w,w,,, )= J.WL Pk (Wt » Wi » W) AW, - Thus,
. K-1)K-2) L v ~ (32)
E(W ' Wx Region 3a = ( (21(,)K )I—L Winin J.Wml_” J‘Wmin“t'max W(Wmax ~ Whin )K BdW dwmaxdwmin

3 2 2
_{_%4—%_2K(I7(+1)+K(K+1)(K+2)}L '

. A A M’IIIIL\’
In Reglon 3b’ W= Wiax and p(W, W) = p(W, wmax) = J‘*L Pk (wmax > Winin» W) dwmin . Thus’

. K-1)K-2) L Wiy (i max _ (33)
E(W ' WXRegion 3b = %()K)J-L Winax -[L ' ’wm‘_n 2 W(Wmax = Whnin )K %dw dwmin dwmax
=| = i + i — 7 + 2 L2
| 4 2k 2k(K+1) K(K+1)K+2)

Upon summing the contributions from Regions 1, 2, 3a and 3b, we get:
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P+K- 34
cov(w,v?/)zE(w-fv):—K-"—“ 2 (34)
2K +1)K +2)
Next, to derive var(w), we first note that:
E#?)= [ p(w)div = [ W2 [ plw, ) dwdi (35)

Subsequently, calculating E(w?%) as a sum of 4 contributions, we obtain:

2 (36)
var(w) = E(v?/z ) = (II((T(II((J;-ZZ) ?
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Abstract. A multiple watermarks embedding scheme based on multi-
stage vector quantisation (VQ) is proposed. A reference watermark is
generated first by referring to all the fake watermarks and the real one.
Then all the watermarks except the real one are embedded into each
stage of the multistage VQ system. The generated keys can be assigned
to the related users to share the hidden information. Combining all the
extracted watermarks, the real watermark will appear. With the fake
watermarks and the structure of the multistage vector quantisation, the
proposed scheme has superior features than traditional VQ-based wa-
termarking schemes not only in security, encoding time, and codebook
storage space, but also in secret sharing ability.

1 Introduction

Digital watermark technique [I] is getting more and more attention with the pop-
ular of the Internet and the development of technology. A variety of schemes to
digital watermarking were proposed, which can be generally classified into three
categories: spatial-domain techniques [2], transform-domain techniques (discrete
cosine transform, wavelet transform, etc) [3], and vector quantisation (VQ) do-
main techniques [4].

Vector quantisation has been successfully applied to image and speech pro-
cessing due to its easy implementation and good compression ratio. In image vec-
tor quantisation, the image to be coded is first divided into a set of sub-images,
which are called vectors. For each vector, the search procedure for obtaining a
nearest codeword from the input codebook is carried out. The index of the near-
est codeword will be assigned to the vector and delivered to the receiver. On the
receiver side, after receiving one index, the codeword that corresponds to the
index will be used to reconstruct the decoded image. Instead of sending the sub-
images, a VQ system delivers the indices so that the total amount of transmitted
data can be reduced. For example, assume the size of each vector is 4 x 4 pixels
(in gray-scale that means 4 x 4 x 8 bits), and the size of the codebook is 256, i.e.,
the length of each index is 8 bits. Instead of transmitting the 128 bits, the VQ
system in this case only transmits 8 bits. One disadvantage of the traditional VQ
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system is the computational complexity for searching nearest codewords will in-
crease with the codebook size. An effective way to solve this problem is to divide
the VQ system into several subsystems, or in other words, several stages. Hence,
a multistage VQ system [5], which has the ability to decrease the searching time
and save the storage space of codebooks, was proposed.

For embedding watermarks in VQ domain, Lu et al. [0] [7] proposed a new
way to hide information into the VQ indices. Huang et al. [4] [§] introduced an
efficient and robust technique by hiding watermarks into secret keys , which pro-
vides better quality in watermarked images. In this paper, a multiple watermarks
embedding system based on multistage VQ is proposed. This scheme possesses
the ability of secret sharing [9] with multi-users. The experimental results will
be presented at the end of this paper to show the superiority of the proposed
watermarking system.

2 DMultistage Vector Quantisation and Watermarking
Scheme

In this section, the illustration of the multistage VQ will be introduced firstly
then the VQ-based watermarking scheme.

2.1 Multistage Vector Quantisation

Comparing with the traditional VQ system, multistage VQ possesses some ad-
vantages, such as faster codeword search time and smaller storage space for
codebooks. An illustration of n-stage multistage VQ is shown in Fig. [[] where X
is the input image of the multistage VQ system; F;, C;, X;, and I; are the input
image, codebook, output image, and indices set of the i-th stage VQ subsystem,
respectively. The definition of F; is

X, ifi=1:
Bi = {Eil — X, q,ifi>1. (1)

The encoding procedure for each stage is the same as the standard VQ encod-
ing procedure. First, we divide the input image of the current stage into many
non-overlap blocks (vectors) with size m x m. Afterward we perform the nearest
codeword search to find the nearest codeword from the codebook C; for each
vector. With the obtained indices, which are collected as a set and is termed as
I;, a table lookup procedure is then carried to obtain the reconstructed image
X;. Then formula () is used to generate the input image for the next stage. We
transmit I; to the receiver and E; to the next stage.

When the receiver gets the indices from all the stages, the table lookup
process is merely performed to obtain the reconstructed images. We then sum
up all of them to get the final reconstructed image X.
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(b)

Fig. 1. The block diagrams for multistage VQ based (a) encoding and (b) decoding
procedures

2.2 Watermarking Scheme Based on Vector Quantisation

Given a gray-valued image X with size M x N and a binary-valued watermark
W with size Mw X Nw to be embedded within X. The VQ-based watermarking
scheme is illustrated in Fig. 2

In order to survive the picture-cropping attacks, a pseudo-random number
traversing method is suggested. The technique is performed for permuting the
watermark to disperse its spatial-domain relationships. With a user-selected

seed, we have
Wp = Permute(W, seed) . (2)

We then perform the VQ operation to get the indices of the nearest code-
words. Assume the vector at the position (r, ) of the original source X is z(r, s).
After performing VQ, the indices Y and y(r, s) can be expressed with

Y =VQ(X), (3)
y(r,s) =VQ(z(r,s)) € C, (4)
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(b)

Fig. 2. The block diagrams for the VQ-based (a) embedding and (b) extraction pro-
cedures

where C is a codebook with size L, and the codewords therein, ¢, k € [0, L — 1]
can be represented by C = {cg,¢1,...,cr-1}.

To embed the binary watermarks into the original source, we need to in-
troduce some relationships to transform the VQ indices into binary formats for
further embedding. Hence, we bring up the polarities, P, of the VQ indices to
embed the watermarks. For natural images, the VQ indices among the neigh-
boring blocks tend to be very similar. We can make use of this characteristic
to generate P by calculating the mean value of y(r,s) and the indices of its
surrounding vectors:

r+1 s+1

prs) =5 S0 S0 i), @

i=r—1j=s—1

where (7, s) is the vector position of the original source, and 0 < r < My, 0 <
s < Nw. Based on the mean value, the polarity of y(r, s) can be decided by

_ J1ify(r,s) = p(r,s) ;
p(r,s) = {O, otherwise. (6)

M N
oL A

p=J U {9} (7)
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Then, we are able to embed Wp with P by the exclusive-or operation
key=Wp @ P . (8)

After the inverse-VQ operation, the reconstructed image, X’, along with the
secret key, work together to protect the ownership of the original image.

The image quality of X’ is good because only the error by the VQ is in-
troduced, and it will not be influenced by the information conveyed in the wa-
termarks because the information is hidden into the secret key. From another
point of view, the proposed algorithm is efficient for implementation with the
conventional V(@ compression algorithms. Once the codeword of each vector is
chosen, we are able to determine the polarity of each vector; consequently, we get
the secret key. The secret key and X’ are transmitted to the receiver. Fig. 2)(a)
illustrates the embedding procedure.

In the watermark extraction procedure, first the VQ operation has to be
performed on the received image X to obtain the indices Y, then the estimated
polarities P is calculated from the mean value of X. With the obtained P and
the existed key, the embedded watermark can be determined by

Wp =P @key. (9)

After that, the inverse permutation is performed to recover the extracted water-
mark A R
W = InversePermute(Wp, seed) . (10)

Fig. 2(b) shows the block diagrams for illustrating the extraction procedure.

3 Proposed Watermarking Scheme

In this section, the procedures for encrypting and decrypting the fake watermarks
with the real watermark will be mentioned first. The proposed watermarking
scheme based on multistage VQ will be illustrated next.

3.1 Encryption and Decryption for Watermarks

Let W be the genuine watermark, Wg = {Wp,;1 < i < n} be a set of recogniz-
able fake watermarks, and Wy be an unrecognizable reference watermark. Our
goal here is to mix up the real watermark and fake watermarks to generate an
unrecognizable reference watermark with a user-selected seed for future use. The
relationship between them is defined as:

Wgr = Encrypt(W, Wg, seed) . (11)

The encryption process is divided into two sub-processes. First, formula (I2)
is applied to generate a temporary watermark Wy, then, a pseudo-random num-
ber traversing method is carried upon the temporary watermark for dispersing
its spatial-domain relationships with a user-selected seed.

Wr=WaoeWp, &Wr, ®...0 Wp (12)

n
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Wgr = Permute(Wr, seed) . (13)

The decryption procedure for obtaining the hidden real watermark is easy;
first the inverse permutation is carried to generate a temporary watermark with
the same seed that used in the encryption procedure. Then the exclusive-or oper-
ation is executed upon the temporary watermark and the entire fake watermarks.

Wr = InversePermute(Wg, seed) , (14)

W:WT@WFl@WFz@-.-@WFD- (15)

We use formula (I6]) to replace formulas (Id]) and ([I5) for expressing the decryp-
tion procedure.

W = Decrypt(Wr, W, seed) . (16)

The block diagrams for illustrating the encryption and decryption procedures
are shown in Fig. Bl (a) and (b). An example of the proposed method with three
fake watermarks is shown in Fig. @

(a) (b)

Fig. 3. The block diagrams for (a) encrypting and (b) decrypting the fake watermarks
with the real watermark

Fig. 4. An example of the proposed encryption and decryption schemes. (a) The real
watermark, (b)~(d) three fake watermarks, (e) the generated reference watermark, and
(f) the recovered watermark
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3.2 Embedding and Extraction Procedures

The goal of our proposed watermarking scheme in this paper is to hide the
real watermark with some fake watermarks to make the security of the sys-
tem superior and safer. Hence, we carry out the encryption procedure upon the
watermarks first. Afterward, the n-stage multistage VQ operation is performed
upon the input image X to obtain the indices for each stage. With the obtained
indices, formulas )~ (@) can be used to generate the polarity stream for em-
bedding. The reference watermark is assigned to be embedded in the first stage,
the first fake watermark is assigned to be embedded in the second stage, and so
on.

In the extraction procedure, the n-stage multistage VQ operation is per-
formed first to obtain the indices. With the indices, formulas ([B)~(6) are used
again to generate the polarity stream. With the polarity stream and the secret
keys that generated in each stage of the embedding procedure, we can extract
the embedded watermarks out stage by stage. Finally, the decryption process is
carried out upon all the extracted watermarks to recover the real one. The block
diagrams for illustrating the embedding and extraction procedures are shown in
Fig. B

4 Simulation Results

In our simulation, the well-known test image “Lena” was used as the host image.
The image size is 512x 512 in gray-level. The images shown in Fig.[6la), Fig.[6(b)
and (c) were used as the genuine watermark image, and the fake watermarks,
respectively. All of the watermarks are binary images and the size of them is
128 x 128. The number of stages in our multistage VQ system is 3. The codebook
size in each stage is 8.

For testing the robustness of our system, we applied some attacking functions
to our system. The attacking functions are JPEG compression with different
quality factors (QF), low-pass filtering, median filtering, cropping, and rotation.

Table 1. The NC values between the original watermarks and the extracted results
under the attacking functions

Attacks NC(Wg,, Wr,) NC(We,, Wr,) NC(W, W)
JPEG (QF=60%) 0.9998 0.9897 0.9894
JPEG (QF=80%) 0.9999 0.9947 0.9946
Low-pass Filtering 0.9980 0.9725 0.9712
Median Filtering 0.9998 0.9900 0.9899
Cropping (25%)  0.9743 0.9626 0.9453
Rotation (1°) 0.9825 0.9051 0.8930

Rotation (2°) 0.9739 0.8912 0.8715
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(b)

Fig. 5. The block diagrams for proposed multistage VQ based (a) embedding and (b)
extraction procedures

We first encrypted the real watermark with the fake watermarks to generate
a reference watermark. The PSNR value between the host image and the output
image is 30.188 dB. Fig. [ shows the recovered real watermarks under the men-
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(a) (b) (c) ()

Fig. 6. The watermarks that used in the simulation: (a) the real watermark, (b) the
1st fake watermark, (c) the 2nd fake watermark, and (d) the reference watermark
generated by the proposed encryption algorithm

tioned attacking functions. Table [ lists the normalized cross-correction (NC)
values between the embedded watermarks and the extracted watermarks under
the mentioned attacking functions.

(d) () (f) (8)

Fig. 7. The recovered watermarks after decrypting all the extracted watermarks under
the mentioned attacking functions. (a) JPEG compression with QF=60%, (b) JPEG
compression with QF=80%, (c) low-pass filtering with window size =3, (d) median
filtering with window size =3, (e) cropping 25% in the lower-left quarter, (f) rotation
with 1°, and (g) rotation with 2°

5 Conclusion

Watermarking with fake watermarks based on multistage VQ system is presented
in this paper. Our system is easy to implement and robust to some common at-
tacks, especially the most-used JPEG attack. The simulation results confirm the
usefulness of the proposed approach. Also, the proposed method not only pos-
sesses the advantages of multistage VQ, such as faster encoding time and smaller
storage space for codebooks, but also possesses the secret sharing ability, which
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means our system provides a useful function for sharing the secret information
with multi-users. One example of the use of our system is to apply the secure in-
formation of the daily bank password. After using the proposed function to hide
the secret within the host image, the generated secret keys can then be assigned
to the related users for sharing the secret information. The hidden information
cannot be extracted if one of the users is absent. With the use of the visible fake
watermarks, the security of this system becomes stronger.

From the simulation results and the ability of our system, we are able to
claim that our method is robust and is also superior in security.
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Abstract. In this paper, we attempt to develop simple but effective formulations
for the bit error rate (BER) pertaining to the blind retrieval of spread-spectrum
watermarks linearly embedded in compressed video such as MPEG video. Both
spatial and discrete cosine transform (DCT) watermarking schemes are
considered. A set of formulas is developed to predict the watermark retrieval
BER in the presence of distortions due to MPEG encod-ing/decoding
operations, cropping attacks, selective DCT-domain embedding, and linear
filtering on the watermarked video subject to watermark amplitude and
spreading factor variation. The derived formulas are simple to use and they are
proven to be successful in reliably predicting the watermark retrieval BER.
With the help of such BER formulas, watermark robustness can be more easily
fine-tuned without the need for time-consuming simulations.

1 Introduction

Many digital watermarking schemes have been proposed in the literature for the
protection of digital still image and video. Caronni [[] suggested adding tags (small
geometric patterns) to digitised images at brightness levels that are imperceptible.
Cox [2] introduced a method to embed random numbers as watermark in the discrete
cosine transform (DCT) or fast Fourier transform (FFT) domain. Herrigel [E] also
used modulation of magnitude components in the Fourier space to embed a
watermark. In [@, Tanaka introduced one of the earliest examples of video data
embedding by modifying quantized DCT coefficients of the video data to the nearest
odd or even integers based on the watermark data. In |5 and [@] Hartung and George
presented methods for watermarking uncompressed and compressed video using
spread spectrum principles. In [@ and [@], Langelaar and Hanjalic proposed a method
to embed a watermark data at bitstream level using selected variable length
codewords that do not differ significantly in length from the unwatermarked
codewords. In [E], Busch developed a watermarking algorithm and applied it to
MPEG-2 streaming video.

An important issue in the design of digital watermarking schemes concerns the
performance evaluation of watermark robustness in terms of the correlation
coefficient, false alarm rates, or watermark retrieval bit error rate (BER) [10-16],
particularly when the watermarked data is subjected to distortions caused by signal
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processing or malicious attacks. Four types of distortion on watermark robustness,
namely additive noise, amplitude changes, linear filtering, and lossy compression, are
discussed in [@]. The effects of lossy compression or quantization noise on
watermarked JPEG images are studied in [.

In this paper, we aim to analyse the watermark retrieval BER pertaining to the
blind retrieval of spread spectrum watermark additively embedded in compressed
digital video. We assume that the host video before watermark embedding exists in
the compressed MPEG format, and the watermarked video is re-compressed into the
MPEG format without changing the compression rate, i.e., MPEG-in-MPEG-out
watermarking. As such, the watermarked video needs to be decompressed to some
extent before watermark retrieval can be carried out. Both spatial- and frequency-
domain watermarks are considered. The goal is to develop useful BER expressions
that adequately capture the effects of watermark distortions due to MPEG
compression/decompression, cropping attacks, selective DCT-domain embedding,
and linear filtering on the watermark retrieval reliability.

2 Spread Spectrum Watermark Embedding and Retrieval

Two generic types of linear watermarks are considered, namely spatial watermark and
DCT watermark. In our context, spatial watermark is spread spectrum signal linearly
added to the pixel values of the host video, while DCT watermark is spread spectrum
signal linearly added to the DCT coefficients of the host video. Perceptually, spatial
watermark appears as a pattern of pixel amplitude changes overlaid onto the host
video, while DCT watermark appears as a combination of inverse DCT basis
functions.

The watermark embedding process based on spread-spectrum modulation can be
mathematically expressed as:

V. =v, +Gb,p, (1)

where v; is the host video data in the form of pixel brightness values or DCT
coefficients, V; is the watermarked data, G is a watermark amplitude scaling factor, p;
is a pseudo-noise (PN) bit sequence (p; € {-1,1}), and b; is the watermark information
bit sequence obtained by repeating a watermark information bit, a; (a; € {-1,1}), by a
factor s such that b; = a; for js<'i <(j+1)s [B. The factor s is a spread spectrum
parameter called spreading factor or chip rate.

Blind retrieval of the embedded watermark data without using the original host
data can be achieved by de-spreading the watermarked video using the well-known
correlation detector. As the de-spreading process operates on the DCT coefficients or
pixel values, the watermarked MPEG video bitstream needs first to be partially or
fully decompressed.
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The PN signal, p, used earlier for embedding is now used to multiply the
watermarked video data v, followed by a summation over s number of data, yielding
a correlation sum S:

(j+Ds-1 (j+Ds—1 (j+Ds—1
_ A 2
S; = Zpivi_ Zpivi+G Zpibi )
i=js i=js i=js ( )
%r_l %r_/
S1, 52

J J

The terms S/, and S2, denote contributions from the host video and the watermark
respectively. For large values of s, §2; is usually much larger than S/, because the
video signal v, is statistically uncorrelated with the PN sequence p,. This produces
very small S/, in general. As a result, the sign of the correlation sum S, is mostly
equivalent to the embedded watermark bit a, hence blind retrieval of the watermark is
deemed successful. ‘

3 BER Formulation of Blind Retrieval of MPEG Video
Watermark

Watermark retrieval errors occur when the sign of §; is not equal to g;. The probability
of occurrence of such events can be estimated based on a BER formula [E:

3

o —f

where €(¥)= s .[ e?dt , o;,2 is the variance of the PN sequence, &,> and 4, are the
variance and mean of the host video pixel values or DCT coefficients respectively.

In the case of MPEG-in-MPEG-out watermarking, however, Equation (3) has not
considered the non-linear distortion effects due to many MPEG processes such as [
MPEG quantization, MPEG inverse quantization with mismatch control, and
rounding and clipping of pixel values and DCT coefficients.

Distortions like those mentioned above have two effects on the watermark
embedded, i.e., reducing the effective spreading factor s and altering the effective
amplitude G of the embedded watermark.

Likewise, application of watermark attacks or signal processing such as cropping
attacks, selective DCT-domain embedding, and linear filtering on the watermarked
data is also expected to affect the validity of Equation (3). In this paper, we propose to
model some of the above-mentioned distortions by inserting a scaling factor T into the
BER equation, as shown below:
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2 2
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’, 0’ and 4 can be pre-determined prior to

v

In Equation (4), the values of ¢
watermark embedding. The value of 7, on the other hand, depends on the type of
distortions applied on the watermarked data. This will be discussed in separate case

studies in the following parts of this paper.

4 Case Studies

Video watermark embedding and retrieval algorithms outlined earlier have been
implemented in software. Two MPEG-2 video sequences, namely flower.m2v and
table-tennis.m2v, are used for testing. The total number of frames in both video
sequences is 430, which include 35 I-frames. Watermarks are embedded into the Y
blocks of the I-frames and each frame consists of 352x240 pixels. After blind
watermark retrieval, error bits found are collated to obtain the experimental
(measured) BER. Theoretical BER values estimated from Equation (4) are then
computed and compared with the measured BER. The resultant video quality in peak-
signal-to-noise ratio (PSNR) [@ is also measured.

The parameter values required by Equation (4) are listed separately in Table 1 for
spatial watermark and DCT watermark. Since only I-frames are watermarked, the

listed video parameters pertain to the I-frames only.

Table 1. Parameters required in the BER Equation (4)

Parameters Parameters
Video Test for spatial watermark for DCT watermark
File 2 2 2 2
GV ILlV 0/’ UV ILlV Gp
flower.m2v 3859.2 146.3 1.0 4202.1 2.3 1.0
table-tennis.m2v 2282.2 132.8 1.0 2322.5 0.5 1.0

4.1 MPEG-in-MPEG-out Watermarking

In this section, the BER performance of MPEG-in-MPEG-out watermarking is
studied. Spreading factor s is 10000. Several watermark amplitudes G (1,3, and 5) are
used to generate different watermarked MPEG files. In order to calculate the
theoretical BER, the values of T are empirically obtained and listed in Table 2. The
distortions associated to 7 in this case are MPEG quantization and inverse
quantization, rounding, and clipping effects.
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Table 2. Empirical values of parameter T for spatial and DCT watermark

. . T T
Video Test File for spatial watermark for DCT watermark
flower.m2v 0.71 0.53
table-tennis.m2y 0.44 0.44

BERs (theoretical and experimental) of the retrieved watermark and PSNR values
of the watermarked video sequences are shown in Figure 1 and Figure 2.

Fig. 1. Watermark retrieval BER and PSNR of flower.m2v with constant spreading factor
(s=10000) and different watermark amplitudes G

Fig. 2. Watermark retrieval BER and PSNR of rable-tennis.m2v with constant spreading factor
(s=10000) and different watermark amplitudes G

It is observed that the watermark retrieval success rate can be improved by
increasing the watermark amplitude. This, understandably, brings about a drop in the
video visual quality, as indicated by a lower PSNR. The BERs estimated from
Equation (4) are quite close to the measured ones. This shows that our BER formulas
are useful for predicting the performance of the watermark retrieval. According to
these results, we observe that the watermark amplitude should not exceed 3 while the
spreading factor should be at least 10000 in order to achieve acceptable video quality
Wigh PSNR above 34dB and good watermark retrieval reliability with BER lower than
10°.
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Next, watermark is embedded using different spreading factors s (1000, 5000, and
10000). The watermark amplitude is maintained at 3 because previous results show
that larger watermark amplitude starts to produce noticeable distortion. The BER
results are plotted in Figure 3 and Figure 4.

Fig. 3. Watermark retrieval BER of flower.m2v with constant watermark amplitude (G=3) and
different spreading factors s

Fig. 4. Watermark retrieval BER of fable-tennis.m2v with constant watermark amplitude (G=3)
and different spreading factors s

From these results, it can be observed that watermark retrieval BER can be
improved by increasing the spreading factor. However, fewer bits (payload) can be
embedded into the video stream, hence the hiding capacity drops. The BERs
estimated from Equation (4) are again close to the measured ones, indicating that our
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BER formula is useful for a large range of spreading factors. This gives us confidence
to use Equation (4) to estimate the necessary watermarking parameters required to
achieve even lower BER that may be of practical interest. For example, assuming that
we want to achieve BER=10° with watermark amplitude G=3 and spatial
watermarking on flower.m2v, then Equation (4) predicts that the spreading factor s
should be at least 21500. When verified using simulation, the actual measured BER
turns out to be 1.58x10° which is again an excellent match.

4.2 MPEG-in-MPEG-out Watermarking with Row/Column Cropping Attack

Row/column cropping attack means that some pixel rows/columns of the
watermarked video frames are removed in order to induce loss of synchronization in
the watermark retrieval, hence disabling its ability to retrieve the watermark. In this
case study, watermark data is spread with a spreading factor of s=10000 for
embedding as spatial watermark into the I-frames. The watermark amplitude is
chosen to be 3. Then column cropping attack is inflicted on every frame of the
compressed watermarked video. In order to achieve watermark re-synchronization, a
sliding-window correlator [E] is employed. The resultant watermark retrieval BERs of
the sliding-window correlator after achieving re-synchronisation are shown in Figure
5 and Figure 6 for flower.m2v and table-tennis.m2v respectively.

The BER after row/column cropping attack can be predicted from Equation (4) by
decreasing the spreading factor s by an appropriate amount. In this case study, since
every watermark bit after spreading is embedded into 10000+352=28.4 rows,
cropping one column is equivalent to decreasing the spreading factor s by 28.4. Every
other parameter in Equation (4), including 7, remains unchanged. These theoretical
BERs are plotted in Figure 5 and Figure 6 for comparison with the simulation values.

From the results shown in the figures, it is observed that if a few columns in the
watermarked frame are cropped, the watermark can still be retrieved with a high
success rate. However, when more columns are cropped, watermark retrieval becomes
progressively less reliable. As row/column cropping attack results in an effective
decrease in the spreading factor, a countermeasure against this attack is to over-design
the spreading factor during watermark embedding. Our BER formula hence provides
a useful means for the watermark designer to predict how much additional spreading
factor is needed to withstand the maximum anticipated level of row/column cropping
attacks without the need for extensive Monte Carlo simulations.

4.3 MPEG-in-MPEG-out Watermarking with Selective DCT-Domain
Embedding

In this section, we study the effect of embedding in selected DCT locations of the host
video. Embedding in a chosen set of DCT coefficients has been highly advocated for
its robustness to common signal processing and low visual distortion. For example,
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Fig. 5. Watermark retrieval BER of flower.m2v with spatial watermark after column cropping
attack

Fig. 6. Watermark retrieval BER of table-tennis.m2v with spatial watermark after column
cropping attack

Cox [@ suggested embedding in DCT coefficients with high energy content while
others suggested embedding in the mid-frequency range ]. In this case
study, DCT watermark is embedded into all DCT locations except for the 10 lowest
and 10 highest frequency locations following the MPEG zig-zag-scan order. This
results in only the middle 44 locations in each 8x8 DCT block being embedded with
watermarks. The resultant watermark retrieval BER is shown in Figure 7 and Fig-
ure 8.
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It is not too difficult to see that such selective DCT-domain watermarking is the
frequency-domain equivalence of spatial watermarking with spatial cropping. For
example, embedding in 44 out of 64 DCT coefficients may be viewed as frequency-
domain cropping of watermarks originally embedded in the 10 lowest and highest
DCT locations, therefore the resultant watermark retrieval BER can be predicted from
Equation (4) by scaling down the spreading factor s by 44/64. Our results in Figure 7
and Figure 8 show that a better scaling factor for s in this case should be 54/64 instead
of 44/64. This may appear counter-intuitive initially, but it can be explained as
follows. In the case of embedding binary watermarks in all DCT locations, the
watermarks originally embedded in the 10 highest DCT locations are nonetheless
removed by the MPEG compression process, which normally has large quantization
factors at high frequency locations. Therefore, with selective DCT-domain embedding
into the 44 mid-frequency locations, the effective loss in embedding locations is
only 10.

Fig. 7. Watermark retrieval BER of flower.m2v with DCT watermark embedded into the 44
mid-frequency locations with s=10000

4.4 Linear Filtering

Linear filtering is commonly applied by means of a convolution operation with a filter
kernel in the spatial domain. This type of signal processing can be used to enhance the
image quality (e.g. smoothing or edge enhancement), but it also distorts the
watermark contained in the videos in a deterministic fashion [@. In this section, we
shall show how this type of distortion can be modelled by an appropriate 7 in
Equation (4). To isolate the non-linear effects due to MPEG compression and
decompression, we embed a spatial watermark into uncompressed host video frames,
perform linear filtering on the watermarked frames, and retrieve the embedded
watermark directly from the uncompressed watermarked frames. Both low-pass and
high-pass filters are considered.
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Fig. 8. Watermark retrieval BER of fable-tennis.m2v with DCT watermark embedded into the
44 mid-frequency locations with s=10000

Given a general 3x3 spatial filter kernel/mask as shown in Figure 9, the expression
of T to be used for modelling the filtering effect on Equation (4) is given as:

S35, W 5)

where f;; is the filter kernel/mask coefficient and ¢ is a ratio between the video power
after filtering and the video power before filtering.

f// f/Z f/3
S S22 fo3
S f32 f33

Fig. 9. A general 3x3 spatial filter kernel/mask

Low-pass filtering. Let us consider a Gaussian low-pass filter with spatial mask of [1
21;242;121]. S}iven that the value of ¢ is pre-determined to be 0.85, the value of T
in this case is m:o.y,
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The effects of the above low-pass filter on the watermark retrieval BER are shown
in Figure 10 and Figure 11. It is shown that the measured and theoretical BERs match
closely. By further comparing the theoretical BERSs after filtering and without filtering
(i.e., T=1), we can see that the low-pass filtering distortion is very severe.

Fig. 10. Watermark retrieval BER of uncompressed frames of flower.m2v with spatial
watermark (s=10000) after low-pass filtering

Fig. 11. Watermark retrieval BER of uncompressed frames of table-tennis.m2v with spatial
watermark (s=10000) after low-pass filtering
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High-pass filtering. A high-pass filter kernel of [0 -1 0; -1 5 -1; 0 -1 0] is considered
. . . B 5

here. If the corresponding value of ¢ is pre-determined to be 1.80, 7= NI

It is known that PN watermark signal mainly comprises high-frequency
components while video signals are mostly low pass in nature. Unlike low-pass filter,
high-pass filter turns out to enhance the watermark robustness. Consequently, if the
spreading factor s is large, the error bits become very rare and hardly observable. As a
result, instead of using BER values, we use signal-power-to-noise-power ratio (SNR)
to quantify the watermark robustness in this case. The expression of SNR is as
follows:

=3.73.

5 O'PZ-GZ-S
SNR=T" - ———— (6)
UV +ILlV

The measured and theoretical values of SNRs due to the above high-pass filtering
are shown in Figure 12. It can be observed that they match closely. The SNR formula
in Equation (6) can hence be substituted into Equation (4) to obtain the corresponding
BER.

Fig. 12. Watermark retrieval SNR of uncompressed frames of flower.m2v and table-tennis.m2v
with spatial watermark (s=10000) after high-pass filtering

5 Conclusion

In this paper, the robustness of spread spectrum watermark with linear additive
embedding and blind retrieval for compressed MPEG video is studied. Both spatial
and DCT watermarks are considered. A set of simple but effective formulas is
developed to predict the BER of the blind watermark retrieval operation in the
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presence of distortions due to MPEG encoding/decoding processes, cropping attacks,
selective DCT-domain embedding, and linear filtering under watermark amplitude
and spreading factor variation. With the help of such BER formulas, watermark
robustness can be more easily fine-tuned without the need for time-consuming
simulations.
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Abstract. Perceptual based additive watermarking algorithms have good per-
formance in literature, while the optimal detection of such watermarks under
attacks remains a problem due to the inaccurate estimation of actual noise dis-
tribution. In this paper, a hybrid watermark with low density diversity is pro-
posed. By accurately estimating the noise shape from diversity, the detector is
noise adapted and optimal detection will be achieved. The trade-off caused by
this diversity is negligible.

1 Introduction

With the rapid development of computers and information network, storage of and ac-
cess to information become easier and more efficient. However, digital media has the
ease to be copied and changed, thus a major obstacle for digital media distribution and
related business is media security and copyright protection. Digital watermarking of-
fers a new way to solve these problems.

Many algorithms proposed in the past few years have good performances, espe-
cially those based on careful perceptual analysis[1],[2]. As pointed out, one of the key
issue in watermarking is the detection problem. In those earlier works the original im-
age is used as reference in watermark extraction, while the requirement of original im-
age will bring inconvenience to many applications. The most commonly used method
for blind detection is a simple or normalized correlator, which is most suitable when
the noise distribution is unknown [3]. For those additive or nonadditive spread spec-
trum watermarking schemes, usually the noise comes from the host signal itself when
no attack occurs, thus optimal detector structure could be derived with the known host
signal distribution, such as General Gaussian Distribution(DCT, DWT)[3],[4],
Weibull Distribution (DFT)[5], and will have much better detection result comparing
with the correlation detector. However, under attacks as compression, the detector per-
formance will become worse suffering from the inaccurate estimation of actual noise
distribution. In this paper, we propose to use a hybrid watermark with low density di-
versity to overcome this problem. Experiments show its good performance.

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 105-112, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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2 Perceptual Based Watermarking Embedding and Detection

It is widely accepted that transform domain watermarking must make full use of the
Human visiual character to achieve robustness. For example, in the method proposed
by Zeng[1] ,DCT or wavelet domain Just Noticeable Difference(JND) is used as a
strength masking. The watermark is embedded as:

y=Xx+sw (1)

where X and y are coefficient vectors before and after watermarking. § is the per-

ceptual strength, W is the watermark signal. In [1], the host signal X is modeled by
GGD with a zero mean pdf:

p(x) = Ae™ @

1
B =i(1“(3/c))2 A= P

o TI'/c) 2T°(1/ ¢)
Usually for natural images, 0.3 <c¢ <1. The well known Laplacian and Gaussian dis-
tribution are special cases of GGD with ¢ =1 and ¢=2.
Under the following hypothesis:

Hy: y=x

,I' is the gamma function, ¢ is the shape parameter.

Hi: y=x+sw
The optimal ML detector is

< c c c (3)
pZZIB Iy I =1y, =sw; 1Y)
i=1

While after attacks such as compression, the watermark strength changes and the
mask could not be estimated correctly, thus the above hypothesis doesn’t hold any
more. In his paper [6], Chen proposed a new detector as:

N 4)
p =Y sign(y)(1y 17" w,)
i=1

Whatever detector one uses, the key problem is the estimation of GGD parameter c,
because a fixed c is not optimal for different images, and the GGD shape will also
change with various kinds and degrees of attacks. In [4], a ML method is used to cal-
culate the shape parameter: By setting a candidate set(c;,c,) , increase ¢ from c; to

¢, with step A, the value which maximizes the ML estimator is considered the opti-

mal ¢ and will be used in watermark detection. The estimation is based on the water-
marked image itself assuming it has the same distribution as the unmarked one. Ex-
periments stand for this assumption. However, under severe attacks as high ratio
compression, many coefficients will be attenuated or even quantized to zero, thus the
watermarked and attacked coefficients will not have the same distribution as the host
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signal any more, and the estimation is no more accurate. For example, when the wa-
termarked image compressed by jpeg2000 with ratio 30, the estimated shape parame-
ter is ¢ = 0.3, while the value corresponds to the maxim detection statistics is ¢ =1.3.

Suppose the attacked watermarked coefficients isy , one may suggest to use
x= y’—§w for estimation, while the difficulty is: 1) the actual strength § remains

after attack couldn’t be estimated without diversity. If § is supposed unchanged and di-
rectly calculated as in the embedding procedure, then X will be far from GGD under
severe attacks. 2) the estimated value is not accurate enough in most cases.

In this paper we assume that the noise after attack is still GGD, and optimal detection
happens when the estimated shape parameter is closest to the actual one. Under this
assumption we suggest to use a hybrid watermark with diversity of low density to
achieve the optimal detection issue.

3 Hybrid Watermark with Diversity of Low Density

The hybrid watermark proposed here is composed of two sub sequences, one stands
for the copyright information, we call it true watermark, the other serves as a refer-
ence, the role of which is to estimate the shape parameter of GGD from the attacked
watermarked image. The reference watermark is embedded the same way as the true
watermark to assure the same robustness. The placement of reference watermark
should also obey the following ways in order to have the same distortions under possi-
ble attacks. For those systems which only need a yes or no answer, the reference wa-
termark must be placed in a random way evenly distributed over those embedding po-
sitions. While for those TDMA systems which have different watermarks in different
places, a local diversity placed in the neighborhood will be a better choice. In general,
the hybrid watermark W can be described as:

W= u/true U Wref )

W(i)icp € Wy » Wi)icp €W,p . P and P are position sets for the true and reference

watermark respectively.
The density D of the embedded watermark is defined as

D= lref
e + 1,

true

(6)

l,,s and [, are watermark length. D =0 means no diversity exists. In the next

rue

section, we will show a diversity of low density is enough for the estimation purpose.
During watermark detection, the reference watermark will be examined first, with
shape parameter ¢ varying from ¢; toc,. The step A controls the estimation accu-

racy. Then ¢ which corresponds to the maximal detection statistic will be used to

max °
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detect the true watermark. Such a search procedure will be fast because of the low
density used.

This hybrid approach could be widely used to improve the watermark detection for
a group of additive algorithms in which the noise is modeled as GGD, such as those
image and video algorithms in DCT or DWT domain[7]. In this paper, we just use a
simple additive method to show the effectiveness of diversity. The hybrid watermark
is embedded through an additive way in the mid frequency DCT coefficients of each
8*8 block. We use 512*512 grayscale Lena for example. To avoid perceptual artifacts,
JND constraints are considered to limit the embedding strength. The embedding den-
sity is D =1/32. Searching area is between ¢, =0.1 and ¢, =2, A=0.1. The de-

tector we use is as equation (3).
The detection statistic is defined in [1]:

g= p (N

JNo
z; = sign(y)(y, 1" w,) ®)
©)

o’ —;i(z L )?
N_l i=1 ! Np

A larger g means lower probability of detection error. Figure 1(a),(b),(c) show the
detection statistics of the true and reference watermark under no attacks, JPEG com-
pression with Quality 30 and JPEG2000 compression with ratio 30 respectively. The

optimal ¢ is named ¢, and ¢, . In (@) ¢, =¢,p =1 and (b) ¢y =Cpp =145 in

(©), Crue =Crr =1.3. We could see that 1) Without attacks, the host signal follows the

Laplacian distribution, while after compression, ¢ will become larger, it is expected
that under severe attacks, c tends to be 2 as pointed in [6]. 2) In all cases, the reference
watermark estimates the optimal shape parameter well.

One of the key issue is that, the detection statistic of the true watermark shouldn’t
be affected much by the introduction of diversity. Figure 2 is the comparison of detec-
tion statistics between two cases: D=0 and D =1/32 after JPEG compression of
Quality 30. Experiment shows that embedding such a reference watermark causes only
a loss of about 1%-2% ¢ value. Comparing with the gain from correctly estimation of
¢, such a trade off is worth.

Reducing the diversity length to D=1/64 or D=1/128 is also tested.
When D =1/64, the estimation accuracy is the same with D =1/32in the above ex-
periments, while ¢ loss is down to less than 1%. When D =1/128, the ¢ loss due to in-
accurate estimation is even higher than the gain by using diversity. Thus D =1/64
will be a better choice.
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Fig. 1. Detection statistics compared between true and reference watermark. (a) No attacks, (b)
JPEG compression with Quality 30, (c) JPEG2000 compression with ratio 30
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Fig. 2. Detection statistics compared between with diversity D =1/32 and without diversity

It must be pointed out that the diversity here is not used as the evidence of the true
watermark existence. In Hypothesis H,, since the watermark doesn’t exit, the esti-

mated ¢ by using the above approach is just a random value in the candidate set.
Though this value will be used to detect the true watermark, it will not affect the final
probability of false alarm Py, .

The Neyman-Pearson principle is often used in watermarking detection to deter-

mine the threshold 7 . Under C.L.T. , we have

T (10)

No

P, =0(

Let
T (11)

JNo

The theoretic and experiment result of Py, after JPEG 2000 compression of ratio 30

m=

is shown in figure 3. (a) is under the optimal valuec =1.4. (b) is under a randomly
selected c, here it is set to 0.8. We can see the theoretic and experimental value match
well.
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Fig. 3. Experimental and theoretic false alarm probability. (a) pr under ¢ =1.4, (b) pr un-
der ¢ =0.8

This kind of diversity is also incorporate with our robust watermarking algorithm,
which will be detailed in our paper elsewhere. The frequency domain titling template
there also serves the function of diversity. It well estimates the channel state under
various signal processing or geometric attacks. Under these circumstances, it raises the
detection statistic by 20%-30%, compared with the correlation detector. Experiments
show the algorithm could pass all the attacks in the Stirmark3.1 benchmark[7] and re-
sults in an average score of 1.
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4 Conclusion

In this paper, a hybrid watermark is proposed to achieve optimal detection in percep-
tual based transform domain additive watermark. By using a low density diversity, the
actual noise distribution could be accurately estimated, especially after severe attacks,
thus the detector is noise adapted and the performance is improved with the estimated
distribution parameter. The trade-off of introducing such a diversity is negligible, and
the false probability will not be affected. We argue this method can be widely used in
similar occasions for perceptual based image watermarking algorithms, either additive
or multiplicative. Also it can be extended to transform domain video watermarking
because of its effectiveness and simplicity.
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Abstract. We consider the potential implications of recent devel-
opments in subfields of image analysis and image representation for
watermarking and steganography. We consider three rapidly developing
subfields: 1. Natural Scene Statistics; 2. Level Set Image Processing and
Geometric Diffusion; and 3. Computational Harmonic Analysis. Each of
these subfields has recently claimed progress either in characterizing or
processing images. We interpret all such progress as implicitly or explic-
itly identifying invariants of real images. Such invariants are potential
tools for studying the effects of watermarking or steganography in an
image. We briefly survey these three subfields, give several examples of
such invariants, and explore the effects of model watermarking schemes
on such invariants.
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Statistics, Geometric Diffusion by Level Set Methods, Total Variation,
Inpainting, Interpolation, Computational Harmonic Analysis, Wavelets,
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1 Introduction

The literature of digital watermarking of images has grown phenomenally over
the last 5 years, due to the ubiquity of digital media. There are surveys [2722]
32J31J443837J2TJ26], books [10J2325], workshops, conferences, and web sites,
inventorying hundreds of active researchers. A striking fact about the literature
is the wide range of potential scenarios for watermarking applications, and the
attendant wide range of technical and social requirements for watermarking [4]
17148128].

These are accompanied by a wide range of conceptual levels displayed in the
existing literature, from the relatively straightforward, tool-oriented, to more
theoretically inclined [2738].

In this more theoretical literature, one observes an emerging tradition of
“importing sophistication” into the watermarking literature by adapting ideas
from more established fields. Three such examples are particularly evident:

— Some works import ideas about the human visual system to design water-
marking schemes which are more likely to be imperceptible to visual inspec-
tion while still providing strong marks [ITA9J20J39].

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 113-[129] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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— Other works import frameworks from digital communications, such as the
concept of spread spectrum communications [12l2].

— In more recent work, for example marked in a special issue [24], the frame-
work of information theory has been used.

This “importation algorithm” has generated many valuable developments and
seems like a useful way to enhance the sophistication of watermarking literature.

In this paper, we propose that recent work in image analysis and represen-
tation can contribute new ideas to the watermarking literature. The work we
shall discuss sheds light (explicitly or implicitly) on the properties of real im-
ages. We believe that the watermarking literature lacks substantial discussion of
the properties of real images, and that this discussion could inform the design of
watermarking schemes and watermarking detectors.

To make our point, we first think of the space of all possible IV pixel images —
for example the real vector space (ZS)N , consisting of arrays of 3 b-bit numbers
at each pixel. Let’s suppose for a moment that we could agree among ourselves
to define a space of real images R, a set containing all the images humans are
ever likely to see. Without knowing very much about R this much would be
clear: real images occupy a tiny subset of the space of all possible images. There
are two approaches to this fact:

— Probability theory, allows us to precisely formulate the statement that almost
every “possible image” looks simply like a realization of noise.

— Similarly we could say that the set of images with intelligible structure is
of extremely low cardinality compared with the set of all possible N pixel
images.

We prefer to think in geometric terms, and to say that for an N-pixel images,
in some sense which remains to be made precise, the effective dimensionality of
the set R of real images is D << N. The extra dimensions used in the N-
pixel representation but not fully-employed by R represent redundancy in the
image. A simple cartoon, in Figure[T] represents the situation: we caricature the
collection R of real images as a linear subspace of a higher-dimensional space.
This cartoon is obviously not correct, but will be useful for discussion purposes.

Watermarking perturbs a given real image in a way which is later detectable.
With the cartoon model just presented, one could model this effect as displace-
ment of original image data represented by a point R in R in such a way that it
now lies outside the space R. (The other possibility — moving an image around
within R — does not currently seem like a realistic option, mostly because R is
not a linear subspace, and we have no usable characterization of R.)

Therefore, (conceptually, at least) completely “blind” watermark detection
could be based on the principle of having a complete characterization of R and
recognizing whether the image data being presented to us lie in R or not. Note
that this point of view is quite distinct from much of the standard watermarking
literature, which takes the point of view that the real image is a kind of noise
and the watermark is a kind of signal, detected by matched filtering or similar
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Watermarked Image

Clear Image

Fig. 1. Subspace of Natural Images

tools which are based on full knowledge of the watermarking schemes, and ignore
the properties of real images [47].

Of course, the “space of real images” is not well characterized, and is cer-
tainly not the linear space depicted in our cartoon. It is very unlikely that there
is any convenient mathematical characterization of this space, for there appears
to be no precise list of quantitative properties which real images and only real
images posses (but compare to Mumford and Gidas [34]). Therefore, the “blind”
watermark detection principle just mentioned in the previous paragraph is not
currently a practical option. However, it does serve as a useful organizing prin-
ciple.

What we can expect is not to completely characterize the space of images, but
instead to recognize certain invariants: properties which real images have, but
manipulated images do not have. Identifying such invariants of images will have
numerous implications for the field of image watermarking and, principally, put
us in a better position to describe and understand the properties of watermarking
schemes. If they are not strong enough to allow complete “blind” detection, they
may perhaps allow advances in understanding how to design better watermarking
schemes with more “natural” looking outputs.

In this paper we will consider recent developments in image analysis and im-
age representation as sources for useful invariants. We describe several invariants
and test them in an exploratory way with reference to watermarking, by asking:
how do certain model watermarking schemes affect these invariants?

The invariants we consider will be drawn from three rapidly developing fields
in which recent developments claim to be based on improved understanding of
the structure of real images.

— Natural Scene Statistics. Over the last 15 years, an extensive literature has
developed concerning the properties of naturally-occurring images. Driven
by researchers from fields of vision, psychology, biology, and theoretical neu-
roscience, this literature aims to understand the statistical properties of nat-
urally occurring images and to make predictions about how those statistical
properties might have driven the evolution of the human visual system. Im-
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portant discoveries in this field include scaling properties of natural images
and tree-structured predictability of natural images [35/36/46/42].

— Level Sets and Geometric Diffusion Techniques. Over the last 10 years or so,
ideas arising in applied mathematics (numerical solution of nonlinear par-
tial differential equations) have been used in image processing for various
purposes (noise removal and deconvolution), reporting surprisingly good re-
sults compared with traditional linear filtering ideas. A central idea in this
literature is to view an image not as a collection of pixels, but instead as a
collection of level sets (think of the level lines on a topographic map). This
different point of view makes visible certain image properties which would be
hard to express otherwise. A key, yet effectively hidden, assertion made by
this literature is that the level sets of a real image exhibit substantial conti-
nuity and smoothness, and that exploiting this smoothness makes improved
image processing possible [A1J40)].

— Computational Harmonic Analysis and Data Compression. Over the last 20
years, a series of new tools for signal and image representation have been
developed in applied mathematics, beginning with the wavelet transform,
and expanding through a host of “designer transforms”, such as wavelet
packets, cosine packets, ridgelets, curvelets, and other tools. A key assertion
made by this literature is that such tools can give a more efficient represen-
tation of certain features of real data than existing tools on which classical
compression tools are based [7URI9T3/14].

Each of these three areas in some sense represents advances in understanding
the structure of ‘real’ images. In the paper to follow, we will quickly review some
of the work just mentioned, and the claims which have recently been made. We
will then show that these claims imply the existence of certain image invariants,
which we believe will be useful in watermarking.

In this exploratory work, we hope to illustrate the following central point:
fields outside of watermarking frequently discover invariants of ”real images”
that may have relevance to watermark detection, understanding and processing.
We expect that as it comes to be generally recognized that the structure of
‘real images’ is essential to high quality watermarking, interactions between the
communities listed above will become common.

While this is a rather weak achievement in comparison to delivering an in-
tegrated watermarking system, we believe that injecting these ideas into the
watermarking discourse will be valuable for the watermarking community as
well as the image representation and analysis community.

2 Natural Scene Statistics

A number of interesting questions have motivated researchers to study the statis-
tics of natural images and scenes. What are the relationships between gray values
at distant pixels? Is it possible to define a probability law for natural images?
Do natural images obey simple invariants? What is the relationship between
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the responses of the cortical cells of certain animals and the statistics of images
of their habitat? What is the relationship (if one exist) between the morphol-
ogy of the visual organs of certain animals and the statistics of images of their
surrounding world?

A quick review of the findings of the field would state that most of the
statistical studies of natural images are concerned with either first and second
statistics (through the power spectrum, the covariances, the coocurrences) or
additive decompositions of images, see [46J43]. Some of the findings in the
second group that are relevant for our discussion are summarized as follows:

— Wavelets and related bases (having localized, multiscale, oriented basis el-
ements) are in some sense “optimal” representation of images, (see [3I35]
a6]).

— The distribution of wavelet coefficients of natural images has been empir-
ically measured to be far from Gaussian, and closer to a heavy tailed dis-
tribution, (see [45]). Prediction rules for the absolute values of coefficients
have been devised, based on neighboring coefficients across scales and orien-
tations, (see [42]) .

— Wavelet transforms exhibit correlations between amplitudes at different
scales and common locations, as pointed out by Simoncelli and collaborators
on several papers; the nature of these statistics have been discussed by the
authors in [I5]. In that paper, the authors showed that the edges structure
of an image accounts for most of the correlation present in the image.

Hence, Natural Images, if they are viewed as “noise” as is often the case in
watermarking, is a very special kind of noise: non gausssian, non independent,
with non linear higher-order relations.

Implications of Natural Scene Statistics for Watermarking. Water-
marking is possible because the human perceptual process discards significant
amounts of data when processing media. This redundancy is, of course, central
to the field of lossy compression. Watermarking exploits the redundancy by hid-
ing encoded watermarks in them. The key to our discussion is to show that even
when watermarking does not perceptually change the image, it does change its
statistics.

Watermarking’s effect on parent-child properties. Buccigrossi and Si-
moncelli [6] have developed a probability model for natural images, based on
empirical observation of their statistics in the wavelet domain. They have used
this as a basis for successful image compression and noise removal programs and
have studied a whole range of natural imagery to verify the model. Their findings
have been widely replicated.

We will follow their notation, but use the simplest choice, Haar wavelets. In
order to describe the relative position of wavelet coefficients in sub-bands, we
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call the coefficients in the same level and same position but different orienta-
tion cousins. We call the relationship of coarse-scale coefficients and fine-scale
coefficients parent-child relationship.

In this section of the paper we intend to explore the dependency between
parent and child wavelet coefficients at the same location on edge maps that
have been watermarked in the spatial and DCT domains.

Consider two coeflicients representing information at adjacent scales but the
same orientation (e.g. horizontal) and spatial location. Bucigrossi and Simon-
celli have plotted the conditional histogram of the energy (square) of the child
coefficient conditioned to the energy of the corresponding coarse-scale parent co-
efficient, and found that typical localized image structures (edges), tend to have
substantial power across many scales at the same spatial location. These struc-
tures are represented in the wavelet domain via superposition of basis functions
at these scales. The signs and relative magnitudes of the coefficients associated
with these basis functions will depend on the precise location, orientation and
scale of the structure. Thus, measurement of a large coefficient at one scale means
that large coefficients at adjacent scales are more likely. The correlation between
squares of parent and child coeflicients is widely accepted as an invariant of
Natural Images.

Experiment. We now explore this invariant in the watermarking context. We
construct a database of edges with different orientations, and calculate the cor-
relation of parents and child energies. We will watermark this database and
observe how much correlation has been disrupted.

— We consider first a crude watermarking scheme in the spacial domain. We
construct a database of edges with different amplitudes, and we add a pseudo
random noise W to our “edge image” E, multiplied by an strength factor §

I =FE+46W.

In Figure Pl below, we see that indeed for small § there is high correlation
between parent and child, and that as the watermark strength ¢ increases,
the correlation between parent energy and child energy decreases. In fact,
pure random noise should not induce parent-child correlation at all, since
wavelet coefficients of noise are stochastically independent.

— This kind of disruption it is not only present on Edge Maps watermarked on
the spatial domain. We may devise an analog experiment in the DCT domain,
and we may consider adding the noise only to the medium frequencies, in
order to make the watermark more robust to transformations (such as JPEG
compression), see the Appendix for details. In Figure [ below, we see that
indeed for small § there is high correlation between parent and child energies,
and that as the watermarking strength § increases, the correlation between
parent energy and child energy decreases.

In short, a key invariant of Natural Imagery is diluted by watermarking.
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Fig. 2. Wavelet parents and child: From left to right, top to bottom, watermark
strength increases, and a and signal to noise ratio decreases.

3 Level Set Methods and Geometric Diffusion Techniques

Over the last decade it has been found that ideas originally arising in solution of
nonlinear P.D.E’s (e.g. for shock waves and other physical phenomena) could be
used in image processing, for example, in problems of segmentation and image
denosing. In general, the goal of most Level Sets denoising algorithms is to
smooth the values of an image within homogeneous regions but not across the
boundaries of those regions. They do this by smoothing “along” the level sets
rather than “across” them. The idea is to preserve contrasts across level sets
while performing substantial smoothing on the image [41140].

More recently, the field has considered “inpainting”, which attempts to fill in
image information in a missing region based upon the image information avail-
able outside the region. The most recent approaches to (non-texture) inpainting
aim to reconstruct missing regions by continuation of level sets (isophotes), using
higher-order PDE’s, Calculus of variations of a mixture of both [B/IS].

In effect, the field is developing as if a key invariant of images is the smooth-
ness of their level sets.

Implications of Level Sets Methods for Watermarking. Many water-
marking schemes take advantage of the masking phenomenon. Masking refers to
the fact that a component in a given audio or visual signal may become imper-
ceptible in the presence of other signal called the masker. This masking effect
has been used in the design of the image-dependent DCT watermark method de-
scribed in the Appendix. There, to each sinusoid present in the signal (masking
signal), another sinusoid (watermark) is added, having amplitude proportional
to the masking signal [4]. Spatial masking refers instead to the fact that he hu-
man visual system is less sensitive to distortions around the edges and textured
areas of the image than in smooth areas. This effect has also be exploited for



120 A.G. Flesia and D.L. Donoho

watermarking by increasing the watermark energy locally in these masked ar-
eas [27]. The masking phenomenon helps improve the robustness of a watermark,
since its energy could be increased (it is claimed), without degrading the visual
image quality.

We claim that the techniques that take advantage of this phenomenon change
the image in a detectable way, since the noisy structure of the watermark mod-
ifies the isophotes in a small region around the edges, making them wiggler, or
breaking them in pieces.

Clear image Watermarked image

Fig. 3. Contour lines computed by Matlab filled contour routine: Left, Clear Barbara,
right, Wavelet watermarked Barbara.

Qualitative effects of Watermarking in Level Sets properties. A quick
way to explore the level sets of the image is to plot them with a contour plot
routine. The contouring algorithm of Matlab [30] treats the input intensity image
as a regularly spaced grid, with each element connected to its nearest neighbors.
The algorithm scans this image as a matrix, comparing the values of each block of
four neighboring elements (i.e., a cell) in the matrix to the contour level values. If
a contour level falls within a cell, the algorithm performs a linear interpolation to
locate the point at which the contour crosses the edges of the cell. The algorithm
connects these points to produce a segment of a contour line. A filled contour
plot displays level lines calculated from the image and fills the areas between the
level lines using constant colors, highlighting in this way the level sets.

A more indirect way of assessing changes in the topographic structure of
a watermarked image would be evaluating the performance of algorithms that
depend on the continuity and smoothness of the level sets of the input image.
Unexpectedly reduced performance would suggest tampering with the invariant
on which the algorithm definition is based.

Experiments

— We have watermarked the image called “Barbara” with two different
schemes, one that introduces noise in the medium frequencies of the block
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(a) DCT Watermarked Image-Mask 1 (b) Fine scale Bandpass

Clear image Watermarked image Windowed Clear Image with j = 6 Windowed Water. Image with j = 6

(c) Wavelet Watermarked Image (d) Fine scale Bandpass

Fig. 4. First row: from left to right, Clear barbara, DCT Watermarked Barbara, Fine-
scale Bandpass of Clear Barbara, Fine scale Bandpass of DCT Watermarked Barbara.
Second row:from left to right, Clear barbara, Wavelet Watermarked Barbara, Fine-scale
Bandpass of Clear Barbara, Fine scale Bandpass of Wavelet Watermarked Barbara.

DCT coefficients of the image and other that add noise to the biggest wavelet
coefficients of the two finest scales. This approach has little effect on flat re-
gions of the image. We can see in Figure [B] that the level sets of the face,
hand and flat background are still reasonably smooth, but the scarf and the
textured back of the chair show striking changes.

— We can explore this concept further, focusing on the structure of edges of the
image by means of bandpass filter. We bandpassed the image to clean the
flat regions and reveal only the fine details, see Figure @l The contour plot
routine of Matlab [30] finds points in the boundary of the level sets (called
level lines) and interpolates to approximate the level lines. Watermarking
completely disrupts this process, since each level line of the scarf of “Barbara’
has been broken into pieces.

— We have seen that the connectivity and smoothness of the isophotes has
been modified, so it is reasonable to expect image processing techniques as
inpainting will be less successful. On Figure [, first column we observe a
clear image superposed with text. The size of the letters is quite small so the
automatic text eraser procedure of Esedoglu [I8] works its best. The next
two columns show the same image watermarked with two different variations
of the DCT scheme, and the output of the inpainting procedure, which was
applied with the same parameters as it was with the original image. The text
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has been erased, but noise has taken its place. Several steps of anisotropic
diffusion are necessary to remove the noise introduced by the watermark
procedure, leading to excessive smoothing of the edges of the image.

Clear Image Mask 1 Mask 2

Inpainting output Inpainting output Inpainting output

Fig. 5. Inpainting on Clear and Watermarked images with DCT scheme

We have introduced qualitative evidence of a disruption in the invariant of
smoothness of level sets in images that have been watermarked. Quantitative
evidence could be obtained by measuring the smoothness of the level lines. The
most naive way would be to sum (integrate) a measure of the curvature of level
sets along the level set, normalized by length.

4 Computational Harmonic Analysis

Wavelet analysis, and multiscale thinking in general, has grown in popularity
in the last decade. The journal Applied and Computational Harmonic analysis,
founded only in 1993, has become one of the most-cited journals in the math-
ematical sciences, and leading figures on wavelet research are among the most
cited authors in the mathematical sciences. The imaginative appeal of multiscale
and localized representation may account for the new popularity of wavelets.

A striking property of the “new wave” of multiscale transforms is the fast
rate of decay of the sorted decomposition coefficients. Efficient non linear thresh-
olding estimators may be devised thanks to this property, also called “sparsity’
of the transform. The degree of sparsity of the decomposition of a given signal
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depends of the transform and the class or space where the signal belongs. Par
example, ortho-normal wavelet basis are optimal, in the sense of maximizing
sparsity, over the space of piecewise regular signals, i.e. smooth signals away of
point singularities, and ridgelet basis/frames are optimal for representing smooth
signals with singularities along straight lines [7//89].

CHA Implications for Watermarking. Transform domains are popular be-
cause many state of the art compression techniques such as JPEG and JPEG2000
employ this framework (block-based DCT, and Wavelet transform) and this al-
lows for watermarking the compressed bit stream with only partial decoding. A
simple way of applying some perceptual knowledge in the DCT domain is to wa-
termark the mid-frequency components, since the low frequency components are
very sensitive to distortion and the high frequency components can be removed
without significantly affecting the original image quality [38].

In the wavelet case, it has been point out the importance of adding the water-
mark to the biggest coefficients of the selected subband since the current wavelet
compression methods always keep these coeflicients for reconstruction. Also, as
the flat regions are represented by the biggest coefficients of the coarse scale
subbands, the finer scale subbands should be selected to inject the watermark
content [27138].

Effects of watermarking on the sparsity of wavelet and ridgelet de-
compositions. The wavelet-based method described in the previous section
introduces fewer artifacts in the image, which depends heavily on the selected
noise variance, but also implies a simple way of detecting the presence of wa-
termark content in a given copy of an image when comparing with the original
image, since the sparsity of the wavelet decomposition is reduced.

There is not clear reason to expect a similar behavior on the wavelet decom-
position of images that have been watermarked in the DCT domain, since the
wavelets basis functions are not likely to react to noise added in a thin and elon-
gated region of the frequency domain that does not match with their isotropic
support.

In the other hand, digital ridgelets have better orientation and localization
properties [I3T4], so it could be the right domain to search for differences in the
sparsity properties between clear and DCT watermarked images.

Our discussion in this section will focus in the effect that different water-
making schemes have over the sparsity invariant of the wavelet and ridgelet
decomposition of selected images.

Experiments. We have performed some experiments to test the validity of our
empirical analysis.

— We have applied the discrete wavelet transform to three images, “Barbara”,*
‘Wavelet watermarked Barbara” and “DCT watermarked Barbara”, which
have been obtained applying the methods described in the Appendix. In
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Fig. 6. Rearranged wavelet coefficients: left, wavelet watermarked image, right, DCT
mask 2 watermarked image.

order to study the sparsity ofthe transform we have plotted the rearranged
wavelet coefficients in Figure We can observe that the wavelet water-
marked image have a slower decay than the clear one, which is obvious
result from the injection of noise on the second finer-subband of the trans-
form. In the DCT domain, we do not observe any variation in the decay of
the reordered coefficients.

— We have applied the digital ridgelet transform [16] in the same setting as
the DCT transform, on 8x8 squares of the image. Higher ridgelet coefficients
are observed on the DCT watermarked image, which is clear from visual
inspection and from the plot of the reordered coefficients, see figure [7. No
changes are observed in the decay of the ridgelet coefficients on the wavelet
watermarked image.

We have introduced quantitative evidence that supports with our heuristic
analysis, and suggests that an invariant of images, the sparsity of transform-
domain representations, is disrupted by the watermarking procedure.

5 Conclusion

We have shown in this paper that watermarking disrupts the inter-scale corre-
lations present in the wavelet coefficient pyramid on natural images. Previous
work in steganalysis [19] has made a similar claim, so we are adding additional
support to the hypothesis that watermarking changes the statistics of images in
a way inconsistent with membership in the class of ‘real’ images.

Several currently popular methods of denoising and image enhancement de-
pend heavily on the properties of the isophotes of ‘real’ images, such as smooth-
ness and continuity. Evidence presented in this paper supports the claim that
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Fig. 7. Rearranged ridgelet coefficients: left, wavelet watermarked image, right, DCT
mask 2 watermarked image.

watermarking systematically distorts the isophotes, making inpainting and other
image processing tasks harder and less successful.

The DCT and wavelet domains have been widely used for watermarking
purposes. Most DCT watermarking schemes produce modifications in the middle
frequency band to coexist with JPEG lossy compression. Evidence presented in
this paper shows that the discrete ridgelet transform is sensitive to the presence
of chaff injected in that frequency band. Ridgelet coefficients are not particularly
sensitive to the presence of chaff injected into the comparable wavelet subband.

What are the implications of these results for discourse in watermarking? We
see several:

— Talk about the structure of real images. Watermarking is being applied on real
imagery; whether it depicts natural or man-made scenes, it has attributes
which distinguish it from arbitrary digital data. Many analyses of water-
marking schemes treat the actual imagery as a noise and pay virtually no
attention to its structure. Knowledge of that structure could contain valuable
clues for blind detection, for tamper detection, and for artifact avoidance.

— Do not restrict attention just to the usual suspects. Wavelet and DCT do-
mains are not the only domains which might be useful for designing water-
marking schemes. Mathematicians are investigating completely new tiling
schemes. Perhaps those are more appropriate for some purposes. As we have
seen with ridgelets, they may also be more appropriate for blind detection,
tamper detection and artifact control.

Future Work. We have follow the lead of Farid [19] and studied discrimi-
nant features based on first order statistics of wavelet coefficients, nd predicted
coefficients. The rationale for this choice is that the high correlation between
amplitudes of ”parents”, ”children”, ”brothers” and ”cousins” makes prediction
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possible [6], so it is likely that disrupted correlation will make prediction less
accurate. Exploratory work has given 92% accuracy in discrimination between
wavelet watermarked images and clear images, with 1% of false positives. The
error rates with other imagery, like Digimarc marked images and mixtures of
images marked in different domains, are less promising. We are currently work-
ing to improve performance in this area by constructing a more sophisticated
discrimination rule for this set of features, based on modern machine learning
tools like MART [29]. We are also studying different measures of smoothness,
and basic statistics of ridgelet coefficients, as new features for discrimination.
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Appendix:Watermarking Experiments

The most straightforward way to watermark an image in the spatial domain is
to add a pseudorandom noise pattern to the luminance value of its pixels. We
may make the watermark image content dependant before adding it to the cover
image by multiplying the random noise pattern by a binary image in order to
increase the watermarking load in specific regions of the cover image. The binary
image could be the produced by an edge detector, so flat regions will have lower
watermark context that heavy textured regions or edges. The same principle
could be applied to other domains. For example, a crude DCT Watermarking
Scheme may be defined by the next algorithm:
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— Compute the 8*8 block DCT.

— Grab coefficients in each block that lie in the range 5 <=k +1 <=8, (Mask
1), or 3 <= k+I1 <=5, (Mask 2), where (k, 1) is the index of DCT coefficients
within a block.

— Multiply this band of coefficients by a mask (1 + dw) where w is pseudo
random uniform [—1,1] and § < 1.

— Invert the transform.

We should notice that the modification of the 3 <= k + 1 <=5 coefficients
(Mask 2) introduces more noise in the textured areas of the image.

Another example, a crude Wavelet Watermarking Scheme may be defined by
the next algorithm:

1. Let wt be the wavelet transform of the image I.

2. Look at the wavelet coefficients one scale removed from the finest scale.
Select the M1 largest coefficients at this scale, and multiply this group of
coefficients by wl, a pseudo random uniform[-1,1].

3. Look at the wavelet coefficients of the finest scale and select the M2 largest
coeflicients at this scale. Multiply this group of coefficients by w2, a pseudo
random uniform|-1,1].

4. Let W=[0 wl w2] be the rearranged wavelet coeflicients array, where zero
sets for the untouched scales. Invert the transform of (wt + k W).
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Extensive research has been conducted on the problem of watermarking mul-
timedia data (images, video and audio), however there is relatively little work
on watermarking other types of data. More recently, the focus of watermarking
for digital rights protection is shifting toward data types such as text, software,
and algorithms. Since these data types are designed for machine ingestion and
have well defined semantics (as compared to those of images, video, or music),
the identification of the available ”bandwidth” for watermarking is as important
a challenge as the algorithms for inserting the watermarks themselves. Existing
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Abstract. Digital Watermarking, [3] [4] [B] [©] [ [8] 9] 1] [12] [16]
[I7] [I8] can be summarized the technique of embedding un-detectable
(un-perceivable) hidden information into data objects (i.e. images, audio,
video, text) mainly to protect the data from unauthorized duplication
and distribution by enabling provable rights over the content.

In the present paper we address the issue of rights protection in the
framework of numeric data, through resilient information hiding. We’re
looking into the fundamental problem of watermarking numeric collec-
tions and propose resilient algorithms. To the best of our knowledge there
is no work specifically addressing the problem of watermarking this type
of data. The wide area of applicability of the problem ranging from nu-
meric database content to stock market analysis data, makes it especially
intriguing when considering a generic solution and particularities of its
various applications. Given a range of associated numeric constraints and
assumptions we provide a solution and analyze associated attacks. Our
solution is resilient to a multitude of attacks, including data re-sorting,
subset selection (up to 40% data loss tolerance), linear data changes etc.
Finally we present and discuss a proof-of-concept implementation of our
algorithm.

Introduction
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research has addressed the problems of software watermarking [2] [10] [15] and
natural language watermarking [1]. Here we study the issue of watermarking
numeric collections and propose algorithms for resilient watermarking.

Thus, in this paper we explore how Alice makes sure she can safely distribute
a valuable numeric collection to Tim Mallory and others. Of course she also wants
to be able to prove later on to Jared that the data in Tim’s possession (possibly
maliciously modified) is her creation and/or assert some other rights over it.

The algorithm introduced proves to be resilient to various important classes
of attacks, including data re-shuffling/sorting, massive subset selection, linear
data changes, random item(s) alterations attacks.

The paper is structured as follows. Section [2 presents the considered frame-
work issues and main associated challenges. Section [3] presents our solution.
Section H] introduces a practical example illustrating our algorithm. Section
discusses conclusions and defines our current ongoing efforts as part of a broader
frame of future envisioned research.

2 The Problem

Let S be a set of n real numbers S = {s1,...,s,} C R, Let V be the result
of watermarking S by minor alterations to it’s content. For now we assume
V = {v1,...,v,} C R is also of size n. Let a string of bits, w of size m << n be
the desired watermark to be embedded into the data (|w| = m). We will use the
notation w; to denote the i-th bit of w.

2.1 Data Usability

In the following we define a certain value (allowable “usability”) metric of a data
collection that will enable us to determine the watermarking result as being valu-
able and valid, within permitted/guaranteed error bounds. Thus, our algorithm
relies on the knowledge of the guaranteed (e.g. at watermarking/outsourcing
time) restrictions/properties required of the actual data.

For each relevant subset S; C Slet G; = {G1%,...,G,'|G," : subsets(S) — R}
be a (possible empty) set of “usability metric functions”, that S; has to satisfy
within a certain set of allowable (i.e. guaranteed result error bounds) usabil-
ity intervals G,° = {((91) mins (91 ) maz)s s ((9p")min, (9p")maz) }, such that the
following “usability condition” holds: G;*(S;) € ((9;")min, (95" )maz)¥i € (1,p).

In other words we define the allowable distortion bounds for the given input
data (S) in terms of “usability” metrics (see “usability” in [14]) which are given

at watermarking time and are defined by the actual purpose (see “usability
domain” in [14]) of the data.

Example

One simple but extremely relevant example is the mazimum allowable mean
squared error case, in which the usability metrics are defined in terms of mean
squared error tolerances as follows:
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(SZ' — Ui)Q <t; Vi=1,..,n (1)
Z (Si — ’Ui)z < tmaz (2)

where T = {t1,....,tp} C R and ¢4, € R are defining the guaranteed error
bounds at data distribution time. In other words T defines the individual ele-
ments allowable distortions in terms of mean squared error (MSE) and ¢,,,4. the
overall permissible MSE.

Many other semantic and numeric constraints can be imagined with respect
to a given application and data set. This paper does not focus on any particular
complex constraint case but rather on the overall concept. Analysis of different
types of constraints is to make the object of a distinct, future research effort.

We define the general problem of watermarking the set S as the
problem of finding a transformation from S to another item set V,
such that, given all possible imposed usability metrics sets G = UG,
for any and all subsets S; C S, that hold for S, then, after the trans-
formation yields V, the metrics should hold also for V. We call V the
“watermarked” version of S.

One interesting issue here is identifying the original set items after water-
marking. That is, how do we “recognize” an item after it has been changed
slightly. This is the subject of Section [3:2] where we devise a scheme for item
labeling that works well enough to be suitable for our watermarking purposes.

2.2 Attacks

Having formulated the problem as above, before attempting any solution, let’s
first outline classes of envisioned attacks.

A1l. Subset Selection. The attacker can randomly select and use a subset
of the original data set, subset that might still provide value for it’s intended
purpose (subtractive attack).

A2. Subset Addition. The attacker adds a set of numbers to the original
set. This addition is not to significantly alter the “valuable” (from the attacker’s
perspective) properties of the initial set versus the resulting set.

A3. Subset Alteration. Altering a subset of the items in the original
data set such that there is still value associated with the resulting set. A special
case needs to be outlined here, namely (A3.a) a linear transformation performed
uniformly to all of the items. This is of particular interest as such a transforma-
tion preserves many data-mining related properties of the data, while actually
altering it considerably, making it necessary to provide resilience against it.

A4. Subset Re-sorting. If a certain order can be imposed on the data
then watermark retrieval/detection should be resilient to re-sorting attacks and
should not depend on this predefined ordering.

! In other words, if G is given and holds for the initial input data, S then G should
also hold for the resulting data V.
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Given the attacks above, several properties of a successful solution surface.
For immunity to A1, the watermark has to be embedded in overall collection
properties that survive subset selection (e.g. numeric confidence intervals, see
later).

If the assumption is made that the attack alterations are within problem
distortion bounds, defined by the usability metric functions (otherwise the data
might loose it’s associated value), then A3 should be defeat-able by embedding
the primitive mark in resilient global item set properties.

As a special case, A3.a can be defeated by a preliminary normalization step
in which a common divider to all the items is first identified and divided by. For
a given item X, for notation purposes we are going to denote this “normalized”
version of it by NORM (X).

Because it adds new data to the set, defeating A2 seems to be the most
difficult task, because it implies the discovery of the possible data usability
domains [T4] for the attacker. That is, we have to be able to pre-determine
what the main uses (for the attacker) for the given data set/type are.

3 A Solution

Our solution for the simplified problem consists of several steps. First, we deploy
a resilient method for item labeling, enabling the required ability to “recognize”
initial items at watermarking detection time (i.e. after watermarking and/or
attacks). In the next step we ensure attack survivability by “amplifying” the
power of a given primitive watermarking method. The amplification effect is
achieved by the deployment of secrets in selecting collection subsets which will
become input for the final stage, where a primitive watermarking method is
deployed on selected secret subsets.

3.1 Overview

As an overview, the solution for the simplified problem reads as follows.

Encoding

Step E.1. Select a maximal number of unique, non-intersecting (see below)
subsets of the original set, as described in Section B3]

Step E.2. For each considered subset, (E.2.1) embed a watermark bit into it
using the encoding convention in Section B.4]and (E.2.2) check for data usability
bounds. If usability bounds exceeded, (E.2.3) retry different encoding parameter
variations or, if still no success, (E.2.3a) try to mark the subset as invalid (i.e.
see encoding convention in Section [3.4)), or if still no success (E.2.4) ignore the
current set E

2 This leaves an invalid watermark bit encoded in the data that will be corrected by
majority voting at extraction time.
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We repeat step E.2 until no more subsets are available for encoding. This
results in multiple watermarking patterns embedded in the entire data collection.

Many other implementations of this solutions are possible. For example
checking for data usability could be done at an even more atomic level, such
as inside the bit-encoding procedure, selection of intersecting subsets could be
allowed, etc.

Decoding

Step D.1. Using the keys and secrets from step E.1, recover a majority of
the subsets in E.1, all of them if no attacks were performed on the data.

Step D.2. For each considered subset, using the encoding convention in
Section B4, recover the embedded bit value and re-construct watermarks.

Step D.3. The result of D.2 is a set of copies of the same watermark with
various potential errors. This last step uses a majority voting scheme to recover
the highest likelihood initial mark.

In the following we introduce more details on the actual building blocks of
the overview above.

3.2 Item Labeling for Set Elements

Watermarking a data collection requires the ability to “recognize” most of the
collection items before and after watermarking and/or a security attack. This
is especially important as a response to attacks of type A4. In other words if
an item was accessed/modified before watermarking, e.g. being identified with
a certain label L, then hopefully at watermark detection time the same item is
still identify-able with the same label L or a known mapping to the new label.

Bringing this a little bit further, making some less restrictive assumptions,
we would like to be able to identify a majority of the initial elements of a subset
after watermarking and/or attacks. As we will see, “missing” a small number of
items is not making it much worse as the marking method is resilient to that.

While research efforts of the authors include work in this area (see “tolerant
canonical labeling” in [13]) we are going to present a simplified solution here,
tailored to the particularities of the current problem.

Our solution is based on lexicographically sorting the items in the collection,
sorting occurring based on a one-way, secretly keyed, cryptographic hash of the
set of most significant bits (MSB) of the normalized (see Section 22) version of
the items. The secret one-way hashing ensures that an attacker cannot possibly
determine what the actual item ordering is. Then, in the next step (see Section
B3), subset “chunks” of the items are selected based on this secret ordering.
This defeats A4 as well as any attempts to actually deploy statistical analysis
to determine the secret subsets.

More formally, given a collection of items as above, S = {s1, ..., s, } C R, and
a secret “sorting key” kg, we induce a secret ordering on it by sorting according
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to a cryptographic keyed hash of the most significant bits of the normalized
items. Thus we have index(s;) = H(ks, MSB(NORM (s;)), ks)-

The MSB space here is assumed to be a domain where minor changes on the
collection items (changes that still satisfy the given required usability metrics)
have a minimal impact on the MSB labels. This is true in most cases (as usually
the given usability metrics are related to preserving the “important” parts of the
original data). If not suitable, a different labeling space can be envisioned, one
where, as above, minor changes on the collection items have a minimal impact.

3.3 Algorithm

Current watermarking algorithms draw most of their court-persuasion power [14]
from a secret that controlled watermark embedding (i.e. watermarking key).
Much of the attack immunity associated with an watermarking algorithm is
based on this key and it’s level of secrecy.

Given a weak partial marking technique (e.g. (re)setting a bit), a strong
marking method can be derived by repeatedly applying the weak technique in
a keyed fashion on different (secretly selected) parts of the object to be water-
marked.

In this section we present the two main steps of our watermarking scheme
that come in after labeling the data collection items (that is, we assume the
ability to identify most of the items here).

Let K = {kq, ..., kn} be a set of m keys of n bits each.

Step One: Power Amplification

This step performs exactly the power amplification role, as outlined above,
namely selecting (based on set of selection secrets/keys) subsets of the initial data
on which to apply a simple watermarking method later on, achieving overall a
high degree of resilience and power.

Generic Solution: We define S; = {s; € S|(ki)pir; = 1},4 = 1,...,m. In
other words each S; C S is defined by selecting a subset of S fully determined
by it’s corresponding key k; € K (see Figure[l(a)).

The main purpose of this step is to amplify the power [I4] of the general
watermark. The next step will simply consider each S; to be marked separately
by building on a simple watermarking method. The result will be at least a
m-bit (i.e. i = 1,...,m) overall watermark bandwidth (unless multiple embed-

dings and majority voting are considered, see Section 3.5) in which each bit is
embedded/hidden in each of the marked S;.

Note: In building the subsets S; we do not consider elements s; which are
subject to very restrictive usability metrics (e.g. with corresponding t; = 0, i.e.
no available encoding bandwidth). If any of the considered keys are selecting one
of those unalterable elements, we simply generate another key instead.

We presented the generic solution above for illustrative purposes. It works
well for cases when exact item labeling is available and there are no concerns of
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Fig. 1. Primitive Mark Power Amplification. (a) Keyed selection of subsets. This as-
sumes the ability to uniquely and consistently identify items before and after water-
marking and/or attacks. (b) Subset selection after sorting on keyed hash of the most
significant bits (MSB) of the normalized data items. This enables recovery after various
attacks, including re-shuffling/sorting and linear changes.

attacks of the types A2 and A1 (i.e. subset addition, selection). The following
idea takes also into account these concerns.

Actual Solution: Considering the ability to induce a secret ordering on the
collection items as presented in Section we define an alternate method to se-
lect subsets as required by power amplification. Let ks the sorting key as above.
After inducing the secret ordering by sorting the collection S = {s1,...,8,} C
R on index(s;) = H(ks, MSB(NORM/s;)),ks), we build the subsets S; as
“chunks” of items from the collection, a “chunk” being a set of adjacent items
in the sorted version of the collection (see Figure [b)).

This increases the ability to defeat different types of attacks including “cut”
and/or “add” attacks (e.g. A1, A2), by “dispersing” their effect throughout the
data, as a result of the secret ordering. Thus, if an attack removes 5% of the items
this will result in each subset S; being 5% smaller. If S; is small enough and/or
if the primitive watermarking method used to encode parts of the watermark
(e.g. 1 bit) in S; is made resilient to these kind of (minor) transformations (See
Figure []) then the probability of survival of most of the embedded watermarks
is higher.

Additionally, in order to provide resilience to massive “cut” attacks, we will
select the subset “chunks” to be of sizes equal to a given percent of the overall
data set (i.e. not of fixed absolute sizes). This guarantees a certain adaptability
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of our subset selection scheme, assuring later on the retrieval of the watermark
even from, say, half of the original data.

For another discussion on the size of the subsets S; see Section B.5. For now
it just suffices to say that all the subsets are equally sized and this size is to be
considered a part of the overall watermark encoding secret.

Depending on the particularities of the desired result, as well as the data’s
usability domain, different keyed subset selection methods may be devised, more
appropriate to the envisioned types of attacks.

Step Two: Watermarking

Once each of the to-be-watermarked secret (keyed) sets S; is determined,
the problem reduces itself to finding a reasonable, not-very-weak (i.e. better
than “coin-flip”, random occurrence) algorithm for watermarking a medium-
small sized set of numbers. The problem here is to find a direct watermarking
method that allows reliable encoding of a single bit value in this set of numbers.

3.4 Encoding and Primitive Watermarks

The previous “amplification” provides most of the hiding power of our applica-
tion (as happens in many current watermarking techniques where secrets are an
important avenue for hiding as well as protecting the watermark). The next step
actually encodes the watermark bits into the provided sub-collections.

One desired property of an encoding method is the ability to retrieve the
encoded information without having the original data. This can be important
especially in the case of very large dynamic databases (e.g. 4-5 TBytes of data)
where data-mining portions were outsourced at various points in time. It is
unreasonable to assume the requirement to store each outsourced copy of the
original data. Our method satisfies this desiderata.

Confidence Violators

We are given S; (i.e. one of the subsets secretly selected in the previous step)
as well as the value of a watermark bit b that is to be encoded into .S;. The bit
encoding procedure follows.

Let vfaises Vtrues ¢ € (0,1), Vfaise < Ugrye be real numbers (e.g. ¢ = 90%,
Vtrue = 10%, Vfaise = T%). We call ¢ a confidence factor and the interval
(v false, Vtrue) confidence violators hysteresis. These are values to be remembered
also for watermark detection time. We can consider them as part of the encoding
key.

Definition: Let avg(S;) = %, 8(S;) = ,/%WV% € S;. Given
S; and the real number ¢ € (0,1) as above, we define v.(S;) to be the number of
items of S; that are greater than avg(S;) + ¢ x 6(S;). We call v.(S;) the number
of positive “violators” of the ¢ confidence over S;, see Figure[2

Mark encoding convention: Given S;, ¢, Vfqise and vy as above, we
define mark(S;) € {true, false,invalid} to be true if v.(S;) > (Virue X [Si]),
false if v.(S;) < vfaise X |Si| and invalid if v.(S;) € (Vfaise X |Sil, Verue X |Si])-
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b distribution(S,)

c xstdev(S)

Fig. 2. Distribution of sample (normal) item set S;. Encoding of the watermark bit
relies on altering the size of the “positive violators” set, v.(.S;).

In other words, the watermark is modeled by the percentage of positive “con-
fidence violators” present in S; for a given confidence factor ¢ and confidence
violators hysteresis (vfqise, Vtrue)-

Actually watermarking the data (i.e. to the desired mark values) in this case
resumes to modifying the component elements of .S; such as to yield the necessary
value for v.(S;), while satisfying all the given data “usability” constraints G.

It is to be noted that many minor technical issues remain to be solved with
the actual encoding method itself. For example, in order to maintain the actual
mark reference (i.e. the mean of all values of \S;, avg(S;)), items in S; are to be
altered in pairs. Other simple technical tweaks had to be taken into account.

Getting back to the encoding procedure, the question arises on how to per-
form the required item alterations so as to also satisfy the given “usability”
metrics (i.e. G) for the data in case. There are two possible approaches.

The first approach simply performs the primitive watermarking step (e.g.
for S;) and then checks for data usability with respect to G. If watermarking
altered main usability restrictions, simply ignore S; and consider the next se-
cretly selected subset to encode the rest of the watermark. This will result in
errors in the encoded marks but by using majority voting (see Section B.5) over
a large number of encoded mark copies in the data, the errors will (hopefully)
be eliminated in the result.

This approach is very attractive for dynamically generated/shaped data
where the selected subsets S; will have small sizes and the mark redundancy
will be high even in small amounts of the original data.

The previous approach does not make optimal use of the existing bandwidth
in the provided subset S;. Another idea would be to check for data usability
after each item alteration and adjust the encoding behavior accordingly. This
can happen for example by choosing another item (if available) if the current
considered one does not preserve data usability after alteration. While more
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optimal, this approach presents higher computing overhead at watermarking
time.

The ideal approach is probably a combination of the previously presented
ideas. Our implementation is based on the first approach although minor tweaks
could bring it closer to a combination among the two.

3.5 Discussion on Resilience

A decision needs to be made determining the size of the subsets selected in the
amplification step (i.e. |S;|). Given that our method embeds 1 bit per subset we
15|

have a total mark bandwidth of EAl bits. Thus the size of the selected subsets

determines directly the total mark encoding bandwidth.

This can and should be considered as a fine-tuning step for the particular data
usability metrics provided. If those metrics are too restrictive, more items will
be needed inside S; to be able to encode one bit while still preserving required
usability. On the other hand if the usability metrics are more on the relaxed
side, S; can be very small, sometimes even 10-15 items. This enables for more
encoding bandwidth overall.

S usually is large enough to provide for multiple embeddings of the original
mark which is a requirement in order to survive subset “cut” attacks (i.e. to
preserve the mark even inside a “cut” subset of data).

ISL_ times. At watermark

We can embed the main watermark no more than Silxm
detection time, after recovering all the watermark copies from the given data
magjority voting over all the recovered watermark bits is deployed (or any
other error correcting method for that matter) in order to determine the most

likely initial watermark bits, see Figure [3.

Wresult 1 0 1 0 1 0

Fig. 3. Majority voting over three recovered watermark copies for a 6 bit sized original
watermark.

Another interesting point to be made here is considering the inherent attack-
vulnerability of the watermarking scheme. As shown also in previous research
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[14], bringing the watermarked data as close as possible to the allowable dis-
tortion bounds (“usability vicinity” limits) is of definite benefit in making the
result’s data usability as fragile as possible to any attack.

An attacker will be faced with the problem of removing/altering the wa-
termark and now any changes he performs with this intent have an increased
likelihood of making the data invalid with respect to the guaranteed usability
metric, thus removing or at least diminishing its value.

In effect we integrated this idea also in our primitive encoding implementa-
tion. Not only do we embed as many watermark copies as possible, but also, as
watermark embedding progresses, a certain embedding aggressiveness factor in-
creases, determining actual changes to the data to be performed more and more
up to the permitted limit and not only as required.

Note: The incremental increase of the aggressiveness factor is needed so as
to make sure that at least several copies of the mark were embedded successfully,
before changing the data too aggressively might not allow for entire mark copies
to be embedded (i.e. while maintaining data usability).

We performed some initial attack-related experiments on various data sets
and determined promising features of our embedding method. More experiments
are to follow and results should become available online.

The “confidence-violators” primitive set encoding proves to be resilient to a
considerable amount of randomly occurring uniformly distributed surgeries (i.e.
attacker with no extra knowledge, in this case item removals) before watermark
alterations occur. Even then, there exists the ability to “trace” or approximate
the original watermark to a certain degree (i.e. by trying to infer the original
mark value from an invalid set). Most of the considered data tolerated up to
20-25% data loss before mark alterations occurred, as illustrated also in Figure

@

Thus, our watermarking scheme provides resilience for a set of attack types,
including re-sorting (A4), subset selection (e.g. up to 25-30% data removal),
massive subset selection (e.g. watermark preserved even in half of the data if data
halved randomly), linear changes (e.g. adding/multiplication), random item(s)
alterations attacks that preserve data usability.

3.6 Analysis

In the following we are analyzing the above presented algorithm from a more
theoretical perspective, with the final goal of determining bounds associated to
the embedding resilience and its attackability.

Note: Given current space constraints, for the scope of this analysis we are
going to consider “cut and remove” and data alteration attacks. It can be shown
that data addition and/or alteration attacks can be reduced to this case.

3 Because the watermarking process already altered the data up to its usability metrics
limits.
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Fig. 4. Experiments on resilience to surgeries (data loss, “cut” attacks). The item
set size considered was 35, experiments were performed on 10 different sets of close
to normally distributed data. Various other parameters: vsqse = 5%, Virue = 9%, ¢ =
88%. The average behavior is plotted here. Up to 25% data loss was tolerated gracefully
by most the tested data.

Let us assume a primitive 1-bit encoding method for subsets (of subset size
denoted by s) that is resilient to a minimum s x [ random “surgeries” (data
item removals and/or alterations), | € R. This resilience can be guaranteed by
varying the encoding parameters presented in Section [3.4]

For now we are going to assume a most general scenario by not assigning
values for [. Also let us consider a error correcting mechanism (e.g. majority
voting) able to correct e x % x % bit errors where, as above, n is the number of
total items in the input set, m is the bit-size of the watermark to be embedded
and e € R, e > 2. In other words e naturally models the error correcting power
proportional to the ratio of total available bandwidth to watermark size. Again,
in order to keep a maximum degree of generality, we are not assigning values for
e at this point.

Let P(s,a”) be the average success probability (i.e. actual bit-flip) of a ran-
dom, a” sized (i.e. a” surgeries) attack on a 1-bit encoding subset of size s. The
assumption of resilience to [ surgeries of the subset encoding can be thus also
expressed as P(s,z) =0,Vz <.

Given the above, the question we ask now is: What is the probability of success
of an attacker aiming at destroying at least one watermark bit, as a function of
the amount of damage (i.e. number of surgeries) ?

An answer to the above immediately enables the computation of resilience
and attackability bounds of the watermarking algorithm by relating the required
damage for a successful attack to the maximum permissible damage levels etc.
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First let us compute the local (i.e. at subset level) amount of surgeries that
are taking place in the case of an a-sized (i.e. a surgeries) global attack on the
entire marking scheme.

Because of the additional sorting and one-way hashing step (see Section [33)),
for illustrative purposes we are going to introduce a simplifying assumption,
namely that of an uniform distribution of all the surgeries among the individual
subsets. That is, in the following a” = a x .

Now let us compute the probability of an a-sized attack affecting (e.g. flip-
ping) exactly ¢ bits in the underlying data bandwidth, before error correction,
Pi(s,a):

Pi(s,a) = Ch x P(s,a") x (1 - P(s,a”))""* (1)

Now given our e-bit error correction ability, the probability that one water-
mark bit is altered by an a-sized attack becomes:

€

Pi(a) =1~ (Pi(s,a)) (2)

i=1

Getting back to P(s,a”) let us recollect the fact that it actually represents
the average success probability (i.e. actual bit-flip) of a random, a” sized (i.e.
a’ surgeries) attack on a 1-bit encoding subset of size s. There also exists the
assumption of resilience to [ surgeries of the subset encoding.

As the bit-encoding method depends highly on input data and its distribution
as well as on the actual values of the involved encoding parameters (e.g. ¢, Vtaise,
Vtrue) 1t becomes impossible to provide an exact, in-depth analysis of the actual
value of P(s,a”) for arbitrary input data sets.

Given a certain fixed data set, it might be possible to actually exactly deter-
mine the value of P(s,a”) but to no useful effect as much of the power of the
encoding lies in its ability to watermark arbitrary input.

Another method of analyzing P(s, a”) could take the form of an experiment,
sampling its value over a large number of potential different data inputs. We are
proposing to pursue this avenue in future research. For the scope of the current
analysis, given also associated space constraints, we are going to reasonably
approximate P(s,a’).

Remember that we introduced the assumed average [ tolerated surgeries per
1-bit encoding. We know that, on average, P(s,z) = 0,Va < [. Let us assume
that a” > [. Then we approximate

"
—1
P(s,a") =q x a

,Va' € (1, 5) (3)

where ¢ € R,q¢ > 1 is a input data characteristic normalization constant. Now
we can rewrite equation [I] as

Pt(saa)zctﬂ x (g x
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For illustration purposes, by substituting ¢ = 1,n = 10000,s = 50,a =
1000, = 4,q = 1, and continuing the computation we obtain a very promising
sample result

1 1 49

Py(50,1000) = ——
1 (50, 1000) X — X (50

4 9999
200 50 ) =0 (5)

namely that there is a surprisingly low probability of destroying one bit in the
underlying data by a 1000-sized attack on an input set of 10000 where the subsets
are of size 50 and subset encoding is tolerant to at least 4 item-surgeries.

Note: The approximation introduced for P(s,a’”) is not accurate. An expo-
a’’—1

nential behavior, indeed proportional to “—= can be observed experimentally
for large enough values of a”. Subject for future research is to determine (e.g.
experimentally) the exact shape of P(s,a’”) for normally distributed input data,
for example, and then re-assess the above numbers.

4 Implementation and Experiments

This section presents aspects of our proof-of-concept implementation and some
of the results obtained on various data input.

4.1 The nrx.* Package

nrx.* is our test-bed implementation of the algorithms presented in this paper.
It is written using the Java language. The package receives as input a watermark
to be embedded, a secret key to be used for embedding, the input data (in a
special file format) as well as a set of external usability plug-in modules. The
role of the plug-in modules is to allow user defined usability metrics to be used
at run-time without recompilation and/or software restart (We implemented
the case of the maximum allowable mean squared error usability metric). The
software then uses those metrics to re-evaluate data usability after each atomic
watermarking step as explained in Sections and B

Once usability metrics are defined and all other parameters are in place,
the watermarking module (see Figure Bl starts the process of watermarking. A
rollback log is kept for each atomic step performed (i.e. 1-bit encoding) until data
usability is assessed and confirmed. This allows for “rollbacks” in case usability
is not preserved by the current atomic operation.

Watermark embedding continues until a maximal number of watermark
copies have been embedded into the data, while preserving the guaranteed us-
ability metrics.

Watermark recovery takes as input the key used in embedding, the input
data known to contain the watermark and recovers the set of watermark copies
initially embedded. A final step of majority voting over the recovered copies
completes the recovery process.
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Fig. 5. The nrx.* package. Overview.

4.2 Experiments

For exemplification purposes we generated synthetic input data for nrwm.*. The
size of the generated set was 10000, the set item values being uniformly dis-
tributed in the interval (1,1000). We considered the MSE usability metric case
and conditioned our generated data to a maximum of 2% overall and 1% individ-
ual allowable MSE change (See Section 2.1)). The experimental setup hardware
consisted of a 1GHz CPU linux box with Sun JDK 1.3.1 and 384MB RAM. Algo-
rithm parameters were adjusted repeatedly in an attempt to maximize the num-
ber of embedded copies, establishing them around ¢ = 88%, Vfalse = 5%, Virue =
9%. Using the confidence violators encoding method with the above specified pa-
rameters we were able to repeatedly (for different generated input data) embed a
total of over watermark 120-130 bits in the set of size 10000. The considered wa-
termark consisted of 24 bits. We were able to resiliently embed at least 5 copies
of the watermark each time, allowing for a final enforcing step of majority vot-
ing, as discussed in Sections[B1 and 35 We then performed attack experiments
on parts of the data in order to experimentally assess encoding resilience and
obtained encouraging results, some presented in Figure @l Pre-processed parts
of the original data as well as their watermarked version are soon to be found
at http://www.cs.purdue.edu/homes/sion/wm/nrwm.

5 Conclusions and Future Research

In the present paper we introduced a solution to the problem of watermarking
a numeric collection by (i) defining a new suitable mark encoding method for
numeric sets and (ii) designing an algorithmic securing mapping (i.e. mark am-
plification) from a simple encoding method to a more complex watermarking
algorithm. We also developed a proof of concept implementation of our algo-
rithms under the form of a Java software package, nrx.*.
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Further research should investigate a model of attacks in this new do-
main. A more detailed attack-ability analysis needs to be performed. A full-
fledged commercial watermarking application could be derived from our proof-of-
concept software. Finally, different applications for our numeric collection mark-
ing method could be envisioned and pursued, such as watermarking relational
data.

Note: Recently the algorithms and implementation presented in this ar-
ticle became part of a larger, industry-size watermarking application for re-
lational data (WMDB). Most of the future research in this are will be per-
formed on this new implementation platform. An online link to WMDB is
http://www.cs.purdue.edu/homes/sion/wm/wmdb.
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Abstract. Enforcing copyright laws related to circuit design is usually
hard, since discovery and proof of infringements are required beyond rea-
sonable doubt. Proving that a given circuitry is trivially derived from a
patented technique or method is in general a painstakingly slow task,
often requiring reverse-engineering and forensic analysis of fabricated
chips. These techniques are so complex that their application to large
collections of commercial products is almost always prohibitive. Water-
marking is one of several techniques available today to deter copyright
infringement in electronic systems. The technique consists of implanting
indelible stamps in the circuit’s inner structure, while not disrupting its
functionality or significantly degrading its performance. In this paper a
series of methods is proposed for the creation of watermarks at several
stages of the design cycle, from high-level design to layout. Algorithms
are described for implanting robust watermarks to minimize the over-
head and, ultimately, to reduce the impact on performance. Detection
methods are discussed in the presence of infringement. The resilience of
the methods in several tampering regimes is estimated.

1 Introduction

The share of electronic designs based on complex, fully integrated systems on
silicon is growing at exponential rate. A great increase in operating speeds and
design productivity is expected, provided that typical chip design cycle is sig-
nificantly shortened. System components are available to designers in electronic
form rather than in a fully packaged format. Such components, known as virtual
components, must be delivered for a particular application according to a specific
contract. Due to the new medium of storage and exchange, virtual components
are prone to infringements and abuses, i.e. uses beyond the original contracts
and/or by unauthorized integrators.

The protection of Intellectual Property (IP) rights of authors and integrators
is an emerging multi-disciplinary field encompassing several aspects of today’s IC
design process. Common legal devices, such as patents, trade secrets, copyrights,
and non-disclosure agreements are aimed at deterring potential infringement.
However, the real Achille’s heal of the system is currently the enforcement of such
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© Springer-Verlag Berlin Heidelberg 2003
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rights. The goal of IP protection as a whole is to provide necessary technologies
to make enforcement a more manageable task while deterring infringement at
all levels of a design.

A potentially effective scheme requires the capability of effectively detecting
and subsequently tracking IP infringement cases. This task can be accomplished
by a process known as watermarking. The method consists of embedding a unique
code, or watermark, which exploits the IP’s unique features. Fundamental re-
quirements for a watermark are that it be (1) transparent, i.e. not interfering with
the design functionality, (2) robust, i.e. hard to remove or forge, (3) detectable,
i.e. easy to extract from the design. The process used for managing watermarks
must not necessarily be proprietary, while the code used in the encryption pro-
cess should be secret for any released IP.

Watermarking has been proposed to protect digital audio-visual IPs. The lit-
erature is very extensive on the subject (see [1] for a comprehensive description
of digital watermarking focused on these applications). Here we mention only
two works [2l3] because they allow us to introduce some of the techniques used
in this paper. The main method described in [2]3], though with small variations,
essentially consist of superimposing a pseudo-random noise to the signal of in-
terest. Such noise, though completely inaudible (or invisible in the case of an
image), can be easily detected via digital signal processing methods.

Schemes based on watermarking have been recently proposed for electronic
IPs as well. In [4[5] the watermark assumes the form of a extraneous bit stream,
hidden inside large Field Programmable Gate Arrays (FPGAs). The mark is
stored in some of the unused configurable control logic blocks of the FPGA.
Each unused lookup table is responsible for storing a single bit in the code. All
the configurable control elements used in the watermark are then routed in the
design for mimetic purposes. This is done in such a manner to avoid any impact
on the original functionality. The method has later been refined in [6] where
the signature is modified before being embedded so as to mimic the statistical
properties of the existing design, hence reducing detectability. One issue in our
opinion still remaining in this approach is the fact that to date watermarked
lookup tables do not reflect any functionality, thus they are prone to elimination
if optimization algorithms are used.

In [7U8] it was proposed to incorporate several watermarks, distributed over
all the abstraction levels of a given design. The techniques differ depending on
the abstraction level they are applicable to. At the physical design level, the
watermark assumes the form of a set of topological constraints governing the
relative position, orientation, and, possibly, scaling of the devices or gates of the
circuit. At structural and RTL level, constraints on the structure of a selected set
of nets are used to represent the watermark. Watermarks are created at multiple
levels of hierarchy simultaneously. This is provably a very robust and flexible
techniques since it requires the elimination of watermarks placed at every level
of abstraction. Erasing one level, by resynthesizing a logic circuitry for example,
may erase the watermarks created at that abstraction level and, possibly, at
lower levels, while leaving higher abstraction levels (and their watermarks) in-
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tact. As expected, this is the a particularly costly and complex scheme. Another
advantage of this scheme is the fact that forgery can be traced and a history of
tampering actions can be derived.

Several authors have proposed to use other design constraints to implant
watermarks. In [9] fixed placement and delay constraints implemented the wa-
termark. In [I0] a sequence of nodes in a multi-level logic function was permuted
according to a seeded pseudo-random selection scheme. In [TTT2] schemes have
been proposed to implant watermarks in regular sequential functions by modi-
fying the original function in a structured fashion. In [9], the authors proposed
two methods for embedding signatures in a design. The first method, general in
nature, can be applied to several abstraction levels. It consists of adding clauses
to a satisfiability problem. For convenience, the authors restricted themselves to
a subset of the problem known as 3SAT, where each clause added to the original
problem codes a sequence of symbols or a section of the signature to be em-
bedded. IF a design can be represented in terms of a 3SAT formulation, then it
will be possible to embed an arbitrary signature in it. The second method is not
applicable to IPs at the highest abstraction level, as it consists of formulating
the signature in terms of a set of delay sub-constraints which are found in delay
constrained signal paths. Constraints on floorplanning block relative locations
are also used to embed a signature.

In the case more than one party is involved in creation of an IP, any of the
above techniques does not guarantee that the infringements can be tracked. Wa-
termarking should be performed simultaneously at various levels of abstraction
[7]. The goal is to improve the robustness of the approach and to allow quick and
accurate tracking of the last licensee, who ultimately caused the infringement.
In this paper we will describe a consistent strategy for incorporating watermarks
in an electronic circuit at all abstraction levels, i.e. in all phases of a design flow.

At least two types of watermarking schemes exist. The first scheme, known as
active watermarking, consists of integrating the watermark as a part of the design
process, thus allowing the creation of an arbitrarily high number of uniquely
watermarked designs. In the second scheme, known as passive watermarking or
fingerprinting, one creates a unique and compact representation of a design at
any abstraction level. This representation, known as digital signature, can be used
to track infringement after it occurred by simply extracting the signature from
an existing design and comparing it with the original one. Note that this scheme
does not require any modification or redesign of the IP, thus making it attractive
for use in existing, already released designs. To avoid false claims, a third party
organization should maintain a database of all registered signatures for which
protection is sought [I3]. Both approaches are robust, since the deletion of the
watermark results, with high probability, in the removal of wanted functionality.

IP protection based on watermarking consists of two phases: synthesis and
detection. The synthesis phase is fully characterized by (a) a set of algorithms
translating design features onto a unique watermark, and (b) P,, the odds that
an unintended watermark is detected in a design. The detection phase is fully
characterized by (c) Py, the probability of a miss and (d) Py = P,, the prob-
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ability of a false alarm. The set of algorithms proposed in this paper are all
classifiable based on the above criteria.

In order for any protection scheme to be effective it is necessary to define
how design flows must be modified, if at all. Moreover, to allow effective infringe-
ment detection, a well-defined detection protocol must be set up. A well-known
example of such protocol is the one used by law enforcement organizations to
identify criminals based on natural fingerprints and, more recently, DNA samples
found on the scene. In the case of IP infringements, all existing prevention and
detection methods are generally used simultaneously to ensure maximal impact.

The paper is structured as follows. Section [2] describes methods to implant a
watermark at the highest level of abstraction, i.e. at the Hardware Description
Language (HDL) levels. Section [ outlines the creation of a watermark at an
intermediate level, i.e. at a structural level. Section [4] describes watermarking
techniques at the lowest levels of abstraction, i.e. at the physical implementation
of the circuit. A number of examples are presented in Section [

2 HDL Level Watermarking

At high abstraction levels it is necessary to focus on a structure that is simple
enough for a general watermarking method and frequent enough to cover a large
number of designs. We selected a generic sequential function, since it is a simple
and well-understood entity and it is ubiquitous.

In its most general form, a sequential function is a function that transforms
input sequences into output sequences. Regular sequential functions are functions
such that at any stage the output symbol depends only on the sequence of
input symbols which have been already received. Any regular sequential function
operating on finite input/output sets can be specified by means of a Finite State
Machine (FSM).

A FSM is a discrete dynamical system translating sequences of input vectors
into sequences of output vectors and it is generally represented by State Tran-
sition Graphs (STGs) and State Transition Tables (STTs). A STG is a graph
whose nodes represent the states of the FSM and whose edges determine the
input/output conditions for a state to state transition. By convention, an edge
is labeled by the input/output pair causing the transition.

In real-world sequential designs, although not explicitly specified using STGs
and STTs, FSMs appear in different forms. For example, case statements in
VHDL and Verilog HDL are represented as FSMs using a STG or STT by
HDL compilers. FSMs also appear in embedded software, especially to define the
device drivers and interface protocols. In large sequential designs, usually several
such small FSMs exist which can be used to watermark the entire design. By
watermarking all or a selected subset of these FSMs, tampering resilience can
be reached while ensuring the method’s feasibility.

The essence of this technique is to hide the watermark in an unused in-
put/output symbol sequence. This task can be performed using the STG or
STT representation of the regular sequential function. By visiting every state



Watermarking Techniques for Electronic Circuit Design 151

and finding the unused input/output symbol pairs, one can determine the can-
didate subset of such symbol pairs at each state in the FSM. This procedure how-
ever requires exponential time with respect to the number of reachable states.
Heuristics can therefore be employed, as we will see later, in order to make the
scheme feasible.

The complete procedure consists of the following phases. First, the required
input/output symbol sequence length, which satisfies given uniqueness con-
straints, i.e. constraints on P,, is computed. Second, a path of visited states
must be selected and the corresponding input/output symbol pairs required to
exercise such path is computed. In case the degrees of freedom of the FSM are
insufficient to generate a long enough path, then one can augment the input
and/or output spaces by increasing the input and/or output alphabets. The
estimation of P, and the derivation of the length of the input/output symbol
sequence can be found in [I4]. Finally, by connecting the states, one can generate
a trace in the FSM. Some selections of input/output symbol sequences and the
states may generate large FSMs.

To capture the principle of the proposed techniques, consider the example
of Figure [ The original FSM is depicted in Figure [{a) in terms of its STG.
The FSM has two input bits and one output bit. Assume one has decided that
a watermark of length 2 is satisfactory and suppose the proposed watermark is
represented by input/output sequence ((00,1)(11,0)). Figure[Tl(b) illustrates the
new FSM obtained after augmentation and state selection.

Assume that the input/output pairs available are not sufficient to generate a
sequence of desired length. In this case, the number of inputs is first incremented
by one (for illustrative purposes). Two extra transition relations can hence be
added. The resulting FSM is depicted in Figure [[{c).

In the remainder of the paper we will restrict ourselves to deterministic FSMs,
using the same notation of [15] and [16].

Definition 1 Let a FSM be a tuple M = (X, A\, Q, qo,0,\), where X and /\ are
respectively the input and output alphabets, Q) is a finite set of states, qog € Q
is the initial state, §(g,a) : Q x X — QU{¢} is the transition relation, and
Mg, a): Q x X —= QU{e} is the output relation.

q € Q,a€ X be A refer to a state, an input and an output, respectively. ¢
denotes an unspecified next state while € is an unspecified output. A FSM can be
identified by the mapping of all its input and output sequences, or 10 mapping.

Definition 2 An IO mapping is defined to be the sequence of input/output pairs
((a1,b1), (az,b2),. .., (ar,bx)) € (X x (AU{e}))* specifying the output sequence
of the FSM for a given input sequence.

Let us define X* and A* as the sets of all strings in X and in A\, respectively. Let
s = (a1,...,a;) € X* be an arbitrary input sequence and let d = (by,...,b;) €
A* be an output sequence. Moreover, define A(g, s) to be the output symbol of
the FSM and §(g, s) its state when s has been applied in state g. String s is said
to be contained in M iff a state reached by applying s to state qg is still in M,
i.e. iff 5(qo,s) € Q.
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Fig. 1. An example of two possible ways of watermarking a FSM: a) original FSM; b)
adding transitions; ¢) augmenting input and adding transitions

Completely specified FSMs (CSFSMs) contain every element of set X*| i.e.
every input sequence in X* results in a unique output sequence in A*. An in-
completely specified FSM (ISFSM) is one in which there exist some transition
relations with unspecified destination and/or output, i.e. there exist a set of
input sequences for which no output is specified. Call I, C X* such set. Con-
versely, there exist a set of output sequences which can be produced only by
unspecified input sequences. Call O,, C A* such set. The problem of minimiz-
ing the number of states in CSFSMs can be solved in polynomial time [I7]. For
ISFSMs the problem is known to be NP-complete [I8]. Algorithms for reducing
such machines are proposed in [I5JI6/17].
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Let M' = (X', A, @, q},6",\) be an ISEFSM and Py be the set of all possi-
ble completely specified implementations of M’. Thus, for each p € Py, every
element of I, and O, is eventually associated to an element of A* and X*, re-
spectively. Let us select an arbitrary sequence s, C I, and the corresponding
output sequence d, € A*. Let tuple o = {s,,d,}, call it TO signature.

Consider first an active watermarking regime. The problem of synthesizing
a watermark for an ISFSM M’ is equivalent to that of finding a minimum sized
machine M”| whose specified IO mapping has been augmented by an IO sig-
nature o on specification of M’. It is also required that robustness constraint
specified as P,, and P,. be satisfied. The problem is formulated as following

Problem 1. Minimize size of M", s.t.
Pn<P,, P,<P,, (1)

where P, and P, are constraints on the watermark robustness. Note that the
size is measured in terms of added states and logic.

Problem [l can be partitioned into two subtasks. The first subtask consists
of computing the size of 10 signature o so as to satisfy the constraints on the
confidence. The second subtask is that of finding the actual IO signature so
as to minimize the overhead of M”. The IO signature must be generated with
some degree of randomness to ensure that, using the same algorithm one cannot
generate an identical code. The randomized algorithm is controlled by key k.
The key k is provided by the user to control the generation of the IO signature
and of the sequence of states activated by the it. k is used to select from n best
state sequences and IO signatures. In this case, the minimality of the overhead
might not be guaranteed.

In case keeping the IO signature secret were not possible, then one of the
following approaches could be used. The authentication of the generated 10
signature can be achieved by registering the key of a specific design in a third
party database, similarly as in copyright and trademark registration.

An alternative solution is that of explicitly creating an 10 signature based on
the method proposed in [12]. The user specifies a string which is converted into
a number by standard one-way hash function like MD5. In this manner, one can
guarantee that there will be no two identical 10 signatures generated by two dif-
ferent strings and it is computationally intractable to obtain the string from the
10 signature. Using this signature, one can find a state sequence that minimizes
the overhead, even though an absolute minimum can not be guaranteed.

Synthesizing watermarks in CSFSMs requires first that the machine be trans-
lated onto a ISFSM. This can be accomplished by extending the input and/or
output alphabets X and /. The resulting machine is then handled by solving
Problem[Il Hence, the procedure can be seen as a preprocessing step to a general
watermark synthesis step.

A passive watermarking scheme consists of generating signature o from a
given ISFSM without modifying the machine itself. The process consists of first
minimizing the FSM using, for example, the techniques proposed in [I5], thus
synthesizing a CSFSM. Then, a subset of all the sections of the non-specified 10
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mapping are designated as a IO signature. Randomization of the signature, con-
trolled by key k, used to select unspecified 10 sequences. Hence, the probability
of accidentally synthesizing the same watermark are bounded by the degrees of
freedom of the algorithm and/or by its level of randomization.

Let us now formally analyze the problem of finding a 10 signature which
optimizes the overhead of a FSM. Let ¢’ € Q' denote a state in an ISFSM M’
and let g{, be its reset state. Let I{77 be the set of all the input configurations in
q' for which no next state is specified, call such configurations free. Define U’ to
be the set of all the states with incompletely specified transition relations, i.e.

U={deqQ | |I£q,)| > 0}. The total number of free input configurations n is

bounded as follows /
n S Nmaz = Z |11(Lq )l (2)
q'eQ’

Every state ¢/ € U’ must necessarily be reachable |L(ﬂ )| times, using each time

one of the remaining free input configurations in I,Sq,). Suppose that a sequence
x exists of all the visited states, call s the input sequence which forces x. The
resulting output sequence d, of length n, will be one of [2'“]” possible imple-
mentations. Hence, the odds that an identical sequence be produced by M is

1
Pe= GET T (3)

The second term of the denominator is given by the fact that one of such sequence
will result from the given input sequence in the CSFSM in Pj;. By setting

P, < P, and solving (3]) with respect to n one obtains
1
— 1+ (4)
| A

n Z Nmin = lOgQ

=
In some cases it is not possible to satisfy both (@) and (@) to meet specifica-
tion (@), i.e. Mnin > Nmaz. Hence, either () must be relaxed and/or 7,4, must
be increased.

Suppose constraints (2) and (@) are satisfied, then an output sequence d, €
A* and the states which can produce it must be selected. The required output
is generated by an n-long sequence of states in U’. The sequence can be seen
as a path p, = (¢{,u,...,ul,_;) covering a subset of the states in U’, with or
without repetition. It is assumed, but it is not necessary, that ¢ € U’. If this
were not the case, a different first state, say ¢ € U’, could be selected for p,
and input sequence s, would need to be augmented by an input sequence s such
that 6’(qo, s) = qj. The generation of p, does not contribute to the probability
of coincidence P,, but it does determine the impact state minimization will
have on the final machine. The second factor impacting the effectiveness of the
optimization is the selection of input sequence s,. The third factor is a constraint
on the overhead necessary to implement a given IO signature.

For a given output sequence d,, input sequence s, is generated in two steps:
selection of p, and derivation of s,. Sequence p, represents a path through n
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of the states in U’ from the original STG. Every time a state u’ is touched by
the path, it looses one of its |L(Lu/)| free input configurations. We propose to use
an algorithm based on the Euler path search which can be targeted to minimize
the number of visited states and/or to maximize the number of remaining free
configurations per state.

As an illustration, consider the ISFSM example given earlier. For each state
assume there exist three out of four free input configurations. Assume that n = 2,
then two possible paths p, are shown in Figure 2 (a) and (b). In the example
of Figure [ (a) the number of inputs was unchanged, while in (b) it was
incremented by one. Consider the example of Figure[2 (a). Path p,, represented

Fig. 2. Two possible paths p, for a given U’: a) path based on minimum visited states
criterion; b) path based on maximum remaining free configurations

in bold, is selected by maximizing the number of remaining free configurations
per state. Note that the path may begin in a state other than the reset state qg.
In this case, one must additionally find the input sequence leading to p,’s initial
state.

Once p, for Figure 2 (a) has been selected, input sequence s, is derived
from a path on a decision tree rooted in gy and whose leaves correspond to state
u,,_1. The solid bold line in Figure [3 represents p,, while the dotted line shows

the path needed to reach p,’s initial state. At each level i exactly |L£ui) < |X]
branches exist. Each branch represents the decision of using a certain free input

configuration at a given state. There exists i":1|L(Lu'/i)| possible paths connect-
ing the root state go to u!,_;. One or more of these paths is associated with the
smallest CSFSM M = M’. The problem of finding such path is NP-complete
since in best case the machine associated with one path must be synthesized,
which in itself is an NP-complete problem. As an illustration, if the path repre-
sented in bold in Figure [ is used for ISFSM M’, the resulting IO signature is
{502y} = {(1,1,0,0,1,0); (0,0, 1)}.

Several alternatives are proposed for the generation of the input sequence
S, to minimize overhead. The first method consists of performing an exhaus-
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Fig. 3. Decision tree to compute s,

tive search of the decision tree. For each path a CSFSM is synthesized and the
smallest machine is selected. The second method is a Monte Carlo approach, in
which a set of input sequences are selected at random from all the feasible ones.
The CSFSMs corresponding to such sequences are generated and the smallest
one is selected. The third method is based on a branch-and-bound search. At
each level of the tree an estimate is computed for the machine associated with
each sub-tree underlying any decision. Such estimate is computed using a Monte
Carlo approach. All the sub-trees with higher estimates are pruned, while the
surviving trees are explored into the next level, i.e. the next state of p,. The
search stops at the leaves. The complete algorithm for active watermarking in
FSMs is described as follows:

if the FSM is CSFSM then augment X

compute the minimum size of s, Nymin, from P,

if Mynin > Nmae then augment X or A

using k, randomly generate new output sequence d, € A*
compute path p,

compute input sequence s,

ZEAE e

As a byproduct of Step Blthe FSM is synthesized. A passive watermarking scheme
is applied to ISFSMs only. The method assumes that randomization can be in-
troduced by the FSM synthesis. It consists of converting the original ISFSM onto
a CSFSM using a given optimization criterion. Then, an IO signature is selected
at random from all the possible ones available. The only way to synthesize a
CSFSM from the original ISFSM which contains an identical 10 signature is to
use the same synthesis engine with an identical set of parameters and optimiza-
tion criteria. Hence, P, can be derived in this case as the inverse of all possible
machines which can be generated from an ISFSM of a certain size and structure
with the given engine.

Detecting a signature o = {d,, d, } entails applying input sequence s, to the
machine and observing the output sequence d,, as shown in Figuredl In absence
of tampering, necessarily d = d, and P,, = 0, i.e. no misses are possible. To
properly analyze the effects of tampering, let us consider the following scenarios:
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S — M* EC Pm/Pf

d |

Fig. 4. Detection of signature under some tampering

1. specifications on the IO mapping of the original machine are known,

2. 10 mapping of the original machine is not known but the STG of the modified
machine is known,

3. no STG is known.

In case (1), infringement cannot be prevented, since the aggressor can resynthe-
size the FSM from specifications using techniques proposed, e.g. in [16].

In case (2) the aggressor may either: (a) modify state transition relations,
i.e. changing the output or next state associated with a transition relation, or
(b) apply the techniques proposed in this paper to watermark CSFSMs. In both
cases, part or the totality of the watermark will be unchanged, but it may be
corrupted locally. Tampering (a) may in fact result in a change in the function-
ality of the machine, it is therefore counterproductive. Tampering (b) will only
result in literal swaps and deletions within pairs of reset states, similar to gene
deletion within DNA sequences.

To combat tampering (2)b, we propose an approach based on the concept of
genome search. Such approach was successfully used in topological watermarking
[718]. The method is essentially a selective pattern matching. It is assumed for
simplicity that the output d, is a chain of sequences all rooted in a single reset
state go. This restriction is however not necessary as multiple reset states can
be used. Suppose the 10 signature is

Do = (40,92, 91,490,953, 94, 90, 41, 42, 40)
{s,,d,} = { (01,01,00,10,01,00, 11, 10,01); (0,1,1,0,1,0,1,1,1) }.

Suppose that tampering has removed or corrupted the median section of d,,
i.e. (0,1,0), then the sections of the IO signature which are still intact can be
matched to o using the genome_search algorithm described in detail in [7]. The
algorithm returns an estimate of the probability that the design contains in fact
watermark o. Note that by construction, it is known when the reset state is
reached. Hence, the boundary symbols or operons of each “gene” are known.
Also note that if this or any other error correction algorithm is used, then our
estimation of P, is un upperbound on the true value, i.e. it is an optimistic
estimate. It this case changes to the way P, is estimated should be applied
based on the details of the algorithm. An alternative method is that of using
correction schemes such as CRC to detect and correct corrupted subsequences.

Finally, consider case (3), let us analyze the possible attempts to remove the
watermark using netlist manipulations. Obviously, it is not possible to foresee
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all possible tampering techniques. Instead, we will analyze those that are more
likely to be performed under following assumptions.

Assumption 1 A netlist or a structural HDL description is available for tam-
pering.

Assumption 2 All input and output pins are well documented and extra 1/0
pins (if any) used for watermarking are introduced as extra test pins and/or
signal pins.

In [I2] it has been proven that generating a STG from a given netlist is an
NP-Complete problem. For medium and large scale FSMs, it is unlikely that
the STG can be obtained from its netlist. Therefore, if the netlist is obtained
by reverse engineering, the aggressor has no other options but to perform one
of the following modifications to remove or hide the watermark: (a) embed the
FSM into a bigger one, (b) delete some of the circuitry related to the test inputs,
(¢) Add dummy I/O bits and/or shuffle the bit order using unknown mapping
functions.

In scenario (a), the aggressor tries to hide the watermark under a wrap to
mask the original IP from input/output probing. The watermark is still intact
but it may not be easily observable, if at all possible. In this case, the detection
technique proposed earlier cannot be exploited. However, simulation or on-chip
measurements can be used to logically insulate the original IP from the wrap.

In scenario (b), by knowing that the watermark should be related to the extra
test pins, the aggressor might try ro remove the registers and circuitry related
to those inputs. In this case. the attempt would damage the original behavior
because the IO signature is an integral part of the FSM. Therefore, this attempt
shall not be successful.

In scenario (c), the aggressor adds new dummy input and/or output bits
and dummy circuitry to the FSM. In this case IP forensic can use the following
exhaustive method. Let us assume that there were n input bits and m output bits
in the original watermarked FSM. Moreover assume that d,, and d,, extra bits
have been added. Then, one needs to apply the input sequence to each possible
subset of n bits of the n + d,, inputs. The output is observed to reconstruct the
correct sequence. Although it is time consuming, it is guaranteed that the 10
mapping can be found exactly, since the watermark is intact.

3 Structural or Netlist Watermarks

Let us now introduce a mathematical formalism which helps describing the wa-
termarking algorithms described in the following two sections. Let X* be the
set of all strings in a finite alphabet X, e.g. X' = {0,1}. Assuming there exists
a compact representation or signature for a given design at some abstraction
level, let s € S be one of all possible physical implementations of the design and
let o, be its signature. Define signature mapping S — X* : M as the mapping
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of a subset of all the layout features onto a signature o, = M(s). Let us de-
fine § — § : F as a mapping which transforms implementation s onto a new
implementation s’ = F(s).

The structural level of abstraction is an intermediate representation of a
circuit. Generally, after a compilation phase behavioral representations can be
converted into a physical implementation by constructing the symbolic connec-
tivity map of all the necessary electrical devices. Such map is usually represented
in terms of a schematic or a netlist.

IO—>™™

G A B C E D F

(b)

Fig.5. (a) Gate-level circuit; (b) Connectivity graph

As an illustration consider graph G(N, F) as a compact representation of
a schematic or netlist. The nodes of the graph correspond to general blocks,
or single devices, as well as nets. The (directed) edges define connectivity. Let
us define H as the set of all blocks in 2. Let N be the set of all nets, with
E =HUN. Let O,, be the set of edges in net n € A which are connected to
an output. The set of edges leading to an input is called Z,,, while the set of
edges connected to a high-impedance pin or pass transistor gate is called P,.
For simplicity, we assume that exactly one edge can be connected to an output,
i.e. |Op] = 1, this condition is however not necessary. The pin number |n| and
the type and port of the gates connected by n are necessary but not sufficient
properties to uniquely identify the net. A set of constraints on sets O,,, Z,, and
P,, for each net, can be imposed so as to make these properties define the net
uniquely, to all practical purposes.

Let us now consider the gate-level circuit in FigureBla) and the corresponding
connectivity graph of Figure B(b).
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Let NV C N = {n € N : |n| is prime}. Next, impose the following constraints
on each net n’ € N”:

O(n') = {gates of type wo(|n'|)};
Z(n') = {gates of type wzr(|n'|)}; |Z(n')| = Lz(|n]); (5)
P(n') = {gates of type wp(In'[)}; [P(n')| = £p(In]),

where wo (), wz(),wp (), £z() and ¢p() are net size-dependent parameters, gener-
ated using, for example, a parametrized pseudorandom sequence determined by
key k.

One can trivially infer that an arbitrary signature can be implanted in the
structure of the netlist. Such signature can be at the hart of the watermark,
which, in this case, is known as a structural watermark. In the case of Figure [
Equations (Hl), written compactly, form the signature for net C as: o¢(C) =
(latch;a,d, c,3; —,0).

4 Watermarking Physical Implementations

A particular mapping often used to generate design signatures from given phys-
ical implementation of a circuit. The same technique can be used to implant an
arbitrary signature in terms of an extraneous active or inactive circuit. Let us
assume that the granularity of the original circuit is given. As a result, the set
of fundamental components, such as transistors or standard cells, is determined.
Call such components atomic blocks and 2 their set. In s, every component
w € {2 may have multiple instantiations.

A layout implementation defines a set of all relative positions and orientations
of every component instantiation in the circuit. Interconnect can be represented
in a similar fashion where components are replaced by pins, Steiner points, and
bends. A composition, containing the details of all relative positions and ori-
entations, is called topology. Let us now use the layout’s atomic blocks, pins,
Steiner points, and interconnect bends, which are in turn represented by a set of
primitives called bubbles, as proposed in [19]. A bubble is a point associated with
a given layer. Let B be the set of all bubbles in the design. Every atomic block
is mapped onto m distinct bubbles according to a specific mapping {2 — B : B,
where m is a finite natural number. For simplicity, but without loss of generality,
suppose that m is constant over §2. Note that | B| grows linearly with the number
of atomic blocks and pins.

Paths can be represented by a continuous curve of finite length which begins
and ends in a bubble. Such curve is known as rough routing [20]. The design rules
of a given technology can be seen as minimum spacing constraints between the
perimeters of bubbles and paths. Alternatively, after proper scaling of the design
rules, one can consider bubbles as points, and paths as curves of zero-thickness.
For simplicity we have adopted this convention. Let topological routing be an
equivalence class of rough routings connecting its pins. Two rough routings of
a wire are equivalent when one can be obtained from the other by continuous
deformation with no violations of any of the scaled design rules. Assume that
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every pair of bubbles is connected by an edge, then if a topological routing crosses
such an edge, it is said to intersect topologically the edge.

If every region in the layout is partitioned in simply connected regions, each
containing no bubbles, then such regions are called simple regions. Figure [fa)
shows an interconnect and some obstacles, while Figure [G(b) depicts the corre-
sponding partition into simple regions. The rough routing connecting bubble 4
to 0 can be represented in terms of the sequence of all topological intersections.
In this case such a sequence is: o = (23,13,37,36,38,58,59,50). Note that symbol
X; X represents the topological intersection of the rough routing with the edge
spanned by bubbles X; and X;. Define E; as the set of all simple regions in a

(a) (b)

Fig. 6. Bubbles and rough routings

given layer ¢ and a planar subset T; C F; as one in which distinct edges do not
intersect or they intersect at only one of the vertices. In addition, if T has a
convex boundary or convex hull, it is said to be maximally planar. Under these
conditions, Ty is called triangulation [2I]. Let us now assume that an arbitrary
triangulation T} is in place for each layer. Let B, be the set of all the bubbles
associated with T}. For convenience, although not needed, let us set four bubbles
at the extremities of the union of all the layers, so as to encompass every layer.

Sequence o is a non-unique representation of all the rough routings associated
with the class of this topological routing. Hence, to make such representation
resilient to minor modifications, it is necessary to convert it onto a canonical
form. This is done simply removing adjacent identical edges, which form so-
called loops. The unique canonical form of an arbitrary topological routing 7 is
called topological signature o,. The complexity of loop removal is higher when
it involves a large number of rough routings. The process in this case must be
recursively performed.

Triangulations are not unique. However if the method used to obtain a certain
triangulation is an invariant, then the signature is also invariant for a certain
design. Figure [[(a) for example shows a simple layout based on standard cells
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]

(a) (b)

Fig. 7. (a) Layout; (b) Associated triangulation

organized in two rows with the corresponding interconnect. Figure [[(b) shows
a possible triangulation of the associated topology. The computational scheme
and circuit topology determine the final result [21].

Let us recall that the uniqueness of a signature is defined by probability P,
its robustness by P,,. Topological intersections are unique for a given design and
triangulation, while a triangulation is determined by the utilized algorithm and
by set B. For each layer the number of possible triangulations grows factorially
as (|B¢| — 1)!/3!, hence it is reasonable to choose a layer ¢* which maximizes
| B¢| over all layers. By a conservative estimate, N, the total number of possible
triangulations over all layers, is then Np > (|By«| — 1)!/3!. Suppose now that
all Ny« topological routings in £* consist of N; i-terminal nets, i = 2, ..., Npaz.
Then, all Ny topological routings can be represented in terms of N’ two-terminal
sub-routings, with N’ = Zfi"é‘“’ N; (i —1). As a consequence, the number of

!
possible topological signatures can be computed as N, > Np (N ), hence the

estimate of P, becomes P, < ~—- For example, suppose that for a given design
|Be«| = 20, Ny« = 10, Ny = 3, N3 = 5,Ny = 2. Then, N, > (20 — 1)!171/3! =
3.5 x 108, hence P, < 2.9 x 1019

In the absence of tampering P,, = 0, i.e. the signature extracted from a
topology matches 100% with the one which is registered in the signature bank.
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If tampering has occurred, it needs to be modeled in order to properly estimate
its effects on P,,. Let us consider the following tampering attempts: (1) routing
modification, (2) atomic block modification, and (3) atomic block move and/or
addition/deletion. Attempt (1) does not change triangulation, however it may
cause changes in the signature. Such changes are of three basic types: symbol
addition, deletion and swap. More than one symbol may be involved in the
change at any time, however, when this occurs, the change can be modeled in
terms of a composition of simple symbol modifications. Attempts (2) and (3)
may change the triangulation. However, their effects can be modeled in terms of
simple symbol operations.

Define P, as the probability that a symbol change occurs. Then, the proba-
|B

bility that a signature of size t mutates is P, = Z;zl( i B [P)7 x [(1—P,)]IBI=7,

Hence, for example, if t = 1 and P, = 10~°, then P,, <9 x 1076,
Signature detection consists of the following phases

. bubble extraction

. transformation inference
. bubble matching

. triangulation

. signature computation

Uk W N~

The initial layout is flattened and all its layers are extracted and deconstructed
into polygons or basic standard cells. Using standard slicing techniques [22], the
layout is partitioned in rectilinear areas encompassing exactly one atomic block.
The complexity of this operation is O(|§2| log|f2|) where |§2| is the number of
objects in the layout. Using mapping B, the design is entirely converted into a
bubble-based representation in O(|£2]) time (phase [I).

In order to detect the presence of blocks with known signatures embedded in
the design, one has to infer the most likely orientation of every candidate block.
This operation is performed by matching complex interconnect patterns present
in both the host and the embedded design. Consider the designs of Figure [
Suppose the interconnects shown in shaded lines are to be used to determine
the orientation of the embedded circuit within the host. Let us first catalog all
the interconnects present in both layouts in order of size (equal to the num-
ber of interconnect segments) in O(nlogn) time. Then, for each pair of inter-
connects of identical size, a transformation (Ax, Ay, 0, s,,s,) is derived which
maximizes the number of points that can be transformed from the embedded to
the host design. Note that s, s, represent a possible scaling operation. Deriving
(Ax, Ay, 0, sz, sy) requires the solution of a system of eight linear equations for
each pair of candidate interconnects in the worst case. Then, the most frequently
occurring transformation is selected. The solution time of each system of equa-
tions is constant, the worst case time complexity is therefore quadratic in the
number of interconnects of identical size. (phase [2)).

Next, the bubble representation of the host needs to be matched with that
of the transformed embedded design. This procedure is accomplished by super-
imposing the designs and by assigning every bubble in the host to exactly one
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(a) (b)

Fig. 8. Transformation inference: (a) embedded, (b) host design

in the embedded design which minimizes the Euclidean distance. The search is
initially performed within a zero range, which is augmented multiple times by
a unit length until a neighbor is found. Figure[d shows the range search process
(phase [3).

Finally, using optimal algorithms, a Delauney triangulation is computed in
O(|B] log|B]) time for both designs |21} p. 241] (phase ).

Fig. 9. Principle of range search

The line segment intersection algorithm is used for the computation of the
edges being intersected by each topological routing. The complexity of this op-
eration is again O(|B] log|B|) [21], p. 285]. The signature is derived from this
information in a straightforward way (phase[H). In summary, the complexity of
entire signature detection process is O(n log n), where n is the number of atomic
blocks, pins and Steiner points in the topology.
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5 Examples

5.1 HDL Level

In our experiments we have used FSMs from the IWLS93 benchmark set. The
tools were implemented in C/C++ and run under UNIX and Linux operating
systems. Watermarking was performed on ISFSMs as well as CSFSMs. Con-
straint P, was selected so as to require, in some cases, expansion of X and/or
A. The increase in the number of states |@| and input/output bits |X| is ex-
pressed by the area estimates. The estimates are based on technology mapping
obtained with S18[23] using the Msu script. Table[llists all relevant experimental
data and specifications on the robustness of the watermark. For the FSM min-
imization stage in the algorithm the tools STAMINA and NoOVA[L5] were used.
The area results are based on the actual circuit implementation after technology
mapping obtained via Sisand relate to the number of gates.

Table 1. IWLS 93 FSM benchmarks. The number of States and the number of I/O
pins refer to the original FSM, while I/O chg. refers to the modified FSM. Overhead
is the extra area of the modified FSM

circuit |# states|# I/O|# I/O chg.|nmin|| orig. FSM || Monte Carlo||P, Overhead
area |[CPU[[area [CPU

s27 |6 4/1 |1/3 9 632 [0s ||1.53k |0.1s ||1.4 x 107*|143%
bbara |10 4/2  |1/1 10 1.16k [0.1s |[2.01k [0.1s {[9.3 x 107'°|73%
dk14 |7 3/5 |1/0 7 1.48k [0.1s |[1.84k [0.1s |[2.9 x 10711 |24%
styr |30 9/10 |1/0 4 8.6k [0.1s |[10.69k|0.1s [|9.1 x 107*3|22%
bbsse [16 7/7  |1/0 10 ||2.28k |0s |[2.62k |0.1s [|2.9 x 107'1]6.3%
cse |16 7/7 |1/0 5 3.84k |0.1s [|4.08k [0.1s (/2.9 x 107*{6%
sse |16 7/7  |0/0 3 2.29k |0s |[2.43k [0.1s [|4.7 x 1077 |5.9%
exl |20 9/19 |0/0 4 5.37k |0.1s |[5.55k [0.1s [|1.3 x 1072%|3.2%
exl |20 9/19 |0/0 2 5.37k |0.1s ||5.40k [0.1s |[3.6 x 107'2|0.6%
viterbi|68 15/59 |1/0 2 13.49k|1.5s ||13.61k|15s  [[3.0 x 1073¢|0.8%
dec |56 16/23 |1/0 2 14.75k|0.5s ||14.78k|5s 1.4 x 107*(0.2%
scf 121 27/56 |0/0 2 20.97k|3.4s ||21.02k|34s  |[1.9 x 1073*|0.2%

As expected, larger FSMs require less overhead for comparable robustness.
Note, as shown in benchmark ex1, that overhead can be traded for smaller
values of P,. These overhead results are comparable to the ones obtained in
[12]. The overhead of benchmark s27 was excessively high due to the increase
of the output alphabet. Such expansion was however necessary to boost the
watermark’s confidence.

Exhaustive search could be performed only in sse due to the extreme com-
putational complexity of the method. The CPU time in this case was 1.0 second
for an area of 2.33k gates. For the other circuits an estimate of a lowerbound
of the time required by the search can be computed. Such time estimates are
derived multiplying the time required by one minimization with the minimum

. . (min) ) i ) !
number of free configurations, i.e. 217"l mmin where |I£mm)| = Z/”g U |L§q )|.
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In the Monte Carlo approach a maximum of ten input sequences s, was
explored. Alternatively one could select such upperbound based on some estimate
or measurement of the standard deviation of the minimized machine’s size.

5.2 Structural and Physical Implementation Levels

A complete pass in a typical design flow was simulated in order to verify the
suitability of the approach. The tools utilized in the flow were implemented in
C/C++ running under UNIX/LINUX operating systems. All CPU times are
referred to a Sun UltraSparc 2 with 256 MB of memory. The experiments were
based on a set of MCNC 86 and ISCAS 85/89 benchmarks. Each circuit was
synthesized and mapped to a SCMOS technology using S1s[24]. Place&route
was performed by TIMBERWOLFSC-4.1[25].

To simulate the registration phase, a signature was generated for each bench-
mark. Then, small modifications were introduced in every benchmark to check
whether the signature was resilient to “official” Engineering Change Orders
(ECOs) and scaling. Later, a variable number of random non signature-invariant
mappings F were performed on the benchmark’s layout so as to maximize the
potential damage to the circuit. F introduced changes on atomic blocks, pins,
Steiner points, and nets, uniformly distributed over the entire circuit. Three
types of modifications were implemented: (1) translation/rotation, (2) swap,
and (3) stretch, aimed at simulating illegal tampering. The signatures associ-
ated to the modified designs were compared with the original ones. Finally, the
benchmarks were entirely redesigned and the signatures were again compared to
the original ones, thus estimating the event that a design could be mistakenly
detected even when a “legal” redesign had taken place.

Table B] reports circuit data, such as device, IO pin, and net count. The
signature matching rates are given for several modification densities, simulating
an ECO applied to the circuit. The signature was constructed with a minimum
net size n, of 2, 3, 4 or 10 terminals, while no net size upperbound N, was
used. As expected, small ECOs generally resulted in perfect matching, while

Table 2. Signature matching with ECOs and re-design

circ. |[[nn, dev. ECO density|re- [CPU
N, |IO/nets 5% [10 % |des. |[s]
s27 [[2/00 |69/5/96 99.05(96.68 [8.24 [76.9
s27 ||3/o0 100 |100 7.80 [53.0
s27 10/00 100 |100 4.28 |43.0
s444 ||2/00 |709/9/932 100 |93.0 10971598
s444 |[10/00 100 |93.5 1075|1087
s832 |[|4/0c0 |1686/37/2127|100 |- 1071950
s832 |[10/00 100 |- 107511620

’sllQGH10/00‘2105/28/2682‘100 ‘96.0 ‘10*6‘2383‘
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re-designs resulted in very low matching rates. Moreover, small circuits were
less robust to tampering than large ones, due to the lower number of degrees of
freedom available to their design.

For the detection phase a large benchmark was selected as the host design.
Small benchmarks were embedded, at random locations, in the host. The de-
tection algorithm was run on this example to extract the original signature of
the host as well as that of the embedded designs. In various experiments the
embedded circuits made up 1% to 10% of the entire host. Finally, tampered
circuits were embedded in the host to verify the robustness of the approach in
the presence of multiple levels of tampering. Table [ summarizes the results of
the detection experiment. Despite the presence of embedded circuits, the host
still maintained high signature matching (rows 3-6 in Table Bl). The recognition
algorithm performed well in identifying both untampered embedded circuits and
heavily tampered ones.

Table 3. Signature matching with embedded circuits

embedded|[host [n, ECO density[CPU
circ. circ. [N, [0% [10% |[s]
s27 s1196{1/00|73.8 [73.8 218
s27 s1196|2/00|72.7 |72.7 218
s27 s1196|5/00|72.7 |72.7 218
51196 - 1/00[100.0(99.2 1241
51196 - 2/00(100.0{99.0 1241
51196 - 5/00(100.0(98.6 1241

6 Conclusions

Protecting copyrights of intellectual property providers and integrators has be-
come a serious problem. It arises from the fact that electronic circuits are readily
available in a form of virtual blocks at any abstraction levels, thus allowing for
abuses and theft. Several methods have been described to generate watermarks
at various levels of hierarchy during the electronic design flow. Modifications to
the flow have been outlined to integrate watermarks at all abstraction levels.
Ways of effectively detecting the presence of a watermark have been suggested
so as to minimize the disruption of product cycles while allowing forensic anal-
ysis of large numbers of suspected circuits. If supported by an enforcement in-
frastructure at the place of fabrication, the described methods are effective in
detecting and tracing intellectual property infringement before fabrication, thus
minimizing potential litigation.
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Abstract. A fragile watermarking scheme is proposed for authentica-
tion of images. We exploit singular values of singular value decomposi-
tion(SVD) of images to check the integrity of images. In order to make
authentication data, the singular values are changed to the binary bits
using modular arithmetic. The binary bits, authentication data, are in-
serted into the least significant bits(LSBs) of the original image. The
pixels to be changed are randomly selected in the original image. The
advantages of this scheme are that i) we can detect any modification of
watermarked images, ii) the quality of watermarked images is very high
because only a few bits of authentication data are embedded. We also
propose an extension algorithm to provide localization. Experimental re-
sults show that the proposed fragile watermarking scheme can be applied
to the authentication applications.

1 Introduction

Watermarking techniques for the protection of intellectual property rights have
been developed for various areas such as broadcast monitoring, proof of own-
ership, transaction tracking, content authentication, copy control, and device
control [I]. The requirements that watermarking systems have to comply with
are always based on application. A number of watermarking algorithms have
been proposed for twenty years [2][3].

In this paper we focus on the authentication of images. Cryptography is prob-
ably the most common method used to authenticate the integrity of digital data.
It is accomplished by digital signature, which assures confidentiality, authentica-
tion, integrity, and non-repudiation. The signature is attached to the encrypted
content. On the other hand, fragile watermarking offers some advantages over
simple digital signatures, including: i) signature stays with image, ii) it can be
made insensitive to some changes, such as when the image undergoes D/A-A/D
or JPEG, and iii) it can be used to localize changed area.

Friedman proposed a trusted digital camera, which embeds a digital signa-
ture for each captured image. With the digital signature he can verify that the
image is not changed with as well as can identify a specific camera that pictured

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 170-[I78] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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the image [4]. Yeung and Mintzer proposed an authentication watermark that
uses a pseudo random sequence and a modified error diffusion method to protect
the integrity of images [5]. Lin and Chang proposed a scheme to insert authenti-
cation data in JPEG coefficients so that the authentication watermark has some
resilience against JPEG compression [6]. Wong and Memon proposed a secret
and public key image watermarking schemes for grayscale image authentication
[7]. All of these embed too many information to identify the image’s integrity. It
results in the degradation of original images. In some applications like medical
photographs, the original image should not be changed in some degree. Fridrich
et al. proposed invertible fragile watermarking schemes, in which the distortion
due to authentication can be removed to obtain the original image data [8]. But,
the algorithm should be added to JPEG compressors and decompressors.

In the proposed scheme, although we embed only a few bits of authentica-
tion data we can detect any modification of the watermarked image. The sin-
gular values of SVD are used for authentication data. There was only one SVD
based watermarking work [9]. In the paper they propose a robust watermarking
method, embedding a watermark in SVD domain. In our scheme, the quality of
the watermarked image is very high. We also provide an extension algorithm to
provide localization. Localization is useful because knowledge of where an image
has been altered can be used to infer: i) the motive for tampering; ii) possi-
ble candidate adversaries; and iii) whether the alteration is legitimate [2]. The
specific locations where changes have been made are reflected in the extracted
watermark, which indicates the attacked area. The remainder of this paper is
organized as follows. Proposed watermarking scheme is described in Section 2.
Simulations of our method with respect to attacks are conducted in Section 3.
Finally, conclusions are given in Section 4.

2 Proposed Watermarking Algorithm

The basic idea of this scheme is to embed authentication data extracted from
the original image to the images. For authentication we check if the embedded
information is changed or not in the receiver side. We consider these points
below.

2.1 Watermark Insertion

Let’s consider a still image O of size M-by-N pixels as an original image. The
watermark insertion procedure for the original image is shown in Fig. 1. N pixels
are randomly selected with a key in the original image O. The same key is used
in the watermark extraction procedure. The number of N should be the same
as the dimension of singular values of SVD. LSBs of the selected pixels are set
to zero. And then, in order to make authentication data we compute singular
values of the image O’.
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Key —»| Randomly select . Set to zero
N pixels the pixels’ LSB
y 0 ’
SVD
S
y y
. B
Insert B into S, = floor(as)

the pixels’ LSB B =S5, (modulo,)

o, |

Fig. 1. Watermark insertion scheme

Let A be a general real M-by-N matrix. The SVD of A is the factorization

A=USVT (1)

where U and V' are orthogonal, and
S =diag(o1,...,0%),k = min(M, N) (2)
where diag means diagonal matrix with o1 > ... > o > 0 . The o; are called

the singular values, the first £ columns of V' the right singular vectors and
the first k& columns of U the left singular vectors. The singular values S are
multiplied by multiplying factor « so that any modification can be detected.
In the experiments, we show that the bigger the multiplying factor, the more
sensitive to changes to the image, but which is not in every case. And then, the
multiplied values are set to the floor integer values:

S = floor(aS) (3)
In order to generate binary bits from S,,, we use modular arithmetic
B = Sy, (modulos) (4)

where B is a binary string of size k. Modular arithmetic is simply division with
remainder, where we keep the remainder and throw everything else away. In
general, the expression a(modulo,,) means to divide a by m and keep the re-
mainder. The result of modular arithmetic consists of binary bits. The binary
bits are inserted into the LSBs of randomly selected pixels. Embedding binary
bits B forms a watermarked image O,,.
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2.2 Watermark Extraction and Verification

The extraction and verification procedure for the embedded watermark from
received images is shown in Fig. 2. We choose N pixels to find the location of
the embedded bits. The key used in the embedding process is used for selection of
the pixels. And then, extract LSBs from the pixels. The computation of feature
information is the same as in the insertion procedure. We compare the LSB
strings with the computed authentication data.

0|

Key —» Select R Set to zero
N pixels the pixels’ LSB

o,

A 4
Extract LSBs
from the pixels SVD
£ 13

S, = floor(as)

B =S5, (modulo,)

B

Yes

Authentication

Fig. 2. Watermark extraction and verification scheme

If the watermarked image is not changed and correct key is used, the ex-
tracted watermark from the received image is equal to the feature information.
When the watermarked image was changed by any processing, or improper key
is used to extract the watermark, the extracted watermark is not same as au-
thentication data.
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2.3 Extension Algorithm for Localization

Attackers try to change an image without any noticeable artifacts. We should
design our watermark to detect any modifications and to indicate the locations
where changes have been made. With this proposed algorithm, we can accom-
plish the two objectives. At first, LSBs of an original image are set to zero. A
binary logo image W of size J-by-K is used for a watermark. The generation
of authentication data is the same as described in section 2.1. Because the size
of watermark W and authentication data B are small in comparison to the size
of original image O, it is tiled to make B’ and W’ respectively, which is the
same size as O. The proposed scheme exploits the characteristics of a exclusive
OR(XOR) function, in which if we know two inputs among three element in
XOR function, then the rest can be derived.

The authentication data B’ are combined with the binary watermark W’
using a bit by bit XOR operation. That is, the result L is

L=B oW (5)

where @ is the XOR, operation. Finally, the result L is embedded into the LSB
of randomly selected pixels by a key. The same key is used for the watermark ex-
traction procedure. It forms a watermarked work O,,. Fig. 3 presents watermark
embedding procedure to find the positions of changed data.

In order to extract the embedded watermark, we perform a bit-wise XOR
operation between tiled authentication data B’ and extracted bits E’ to form the
binary watermark. If the watermarked image was not changed and correct keys
are used, the derived watermark from the equation of W" = B’@ E’ provides the
embedded watermark W. That is, if some pixel’s values are changed by attackers,
the extraction procedure indicates that the received image is not authentic. If
LSBs of watermarked images are changed, we can detect locations where images
have been changed.

3 Experimental Results

A series of experiments show that our watermark is equal to authentication data
if there is no change of the watermarked image. The change of watermarked
image results in difference between extracted strings and authentication data
extracted from received image. For the experiments, we use gray ”"rocks” image
of size 256 x 256 as an original image.

Fig. 4 shows the original and watermarked images. The watermarked image
shows the same image quality to the original image as shown in Fig. 4 (b). The
difference between two images is only 256 bits of LSB among the 65536 pixels
(i.e. 256 x 256 pixels). If we use a correct user key and follow the watermark
extraction procedure given in Fig. 2, the extracted strings are equal to extracted
authentication data. When the watermark is extracted from the unwatermarked
image, or by using incorrect key, or by changing the watermarked image with
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Fig. 3. Watermark insertion for localization

any processing technique, the extracted watermark is not equal to feature infor-
mation.

Table 1 shows the number of different bits extracted from watermarked image
and 1 bit changed watermarked image, respectively, according to the multiplying
factor ae. We can adjust the sensitivity by changing multiplying factor to the o;.
In the experiment, we use 1000 as a multiplying factor a. In general, the bigger
the multiplying factor, the more sensitive to changes to the images. According
to the applications, the multiplying factor can be adjusted. For example, if we
need high security the multiplying factor should be increased.

The comparison of a few binary bits between watermarked image and 1
bit changed watermarked image is given in Table 2. The sequences of bits are
completely different even if only one bit is changed. Note that although we
embed 256 bits of authentication data, only 10 bits of the data are enough to
verify the image’s integrity. According to applications we can adjust the number



176 S.-C. Byun et al.

(a) (b)

Fig. 4. (a) Original image and (b) watermarked image

Table 1. The number of different bits extracted from watermarked image and 1 bit
changed watermarked image, respectively, according to multiplying factor «

a 10 102 103 107 10° 10° 107
Diff* 7 54 112 130 119 126 134
*: the number of different bits

of binary bits of authentication data extracted from images. Because the singular
values are very sensitive to any modification, it is enough to embed only few bits
instead of whole N bits of information. Table 3 shows the authentication results
against various attacks. Only when the images are unchanged the images are
considered as the authentic images. Recall that this watermark is designed for
authentication of the original image. That is, if someone changes some bits of the
image by any image processing techniques, the watermark extraction procedure
indicates that the received image is not authentic.

Table 2. Comparison of first ten binary bits extracted from watermarked image and
1 bit changed watermarked image, respectively

k 1 2 3 4 5 6 7 8 9 10
E'x 1 0 0 1
B x 1 0 1 1 1 1 1 0 1 1
k: the order of binary bits
*: extracted binary bits, **: authentication data

o
o
o
—_
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Table 3. Authentication results against various attacks

Integrity Yes No
Unchanged O
Unwatermarked
Compressed

Filtered

Scaled(down or up)

Pixel changed (by positions)
Pixel changed (by values)
Cropped

Wrong key used

O|0|0|0|0|0I0|O

In the experiments for extension algorithm, if the key is incorrect, or the

image is not watermarked, or change is given to the watermarked image, then
we can’t extract our watermark as given in Fig. 5 (b). Especially, when someone
changes LSBs in the watermarked image, the specific locations of the change
are reflected at the output of the watermark extraction procedure. Fig. 5 shows
the original watermark (a), extracted watermark (b) from images corrupted by
any signal processing techniques, and extracted watermark (c) that indicates the

specific area where changes have been made.

INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY

(a)

INTEGRITY INTEGRIIY INTEGRITY
TNTEGRT TV THTESRTITY TNTEGRTTY
INTEGRITY INTEGRIIY INTEGRITY
INTEGRITY INTEGRIIY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTESRITIY INTEGRITY
INTEGRITY INTESRIIY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTEGRIIY INTEGRITY
INTEGR%‘ETEGRI IY INTEGRITY
INTEGRISEECNTEGRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY
INTEGRITY INTESRITY INTEGRITY
INTEGRITY INTEGRITY INTEGRITY

(c)

Fig.5. (a) Original watermark, (b) extracted watermark from images corrupted by
any signal processing techniques, and (c¢) extracted watermark from the image where

pixel values are changed

4 Conclusions

In this paper, we present a fragile watermarking scheme for still images. In order
to check integrity of the received images, we exploit singular values of SVD of
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images. Images can be represented with unique singular values. The singular val-
ues, authentication data, are very sensitive to any modification. The advantages
of this scheme are; i) we can detect any modification such as compressing, filter-
ing, scaling, changing of pixel values and positions, cropping, and using wrong
key, ii) the image’s quality is very high because only a few bits of authenti-
cation data are embedded. In the proposed extension algorithm, the extracted
watermark localizes the changes of pixel’s values in the original image. Results
show that the proposed fragile watermark scheme can be applied for the image
authentication.
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Abstract. In this paper, we propose a novel DWT-based fragile watermarking
scheme by exploiting the characteristics of the human visual system (HVS).
Multi-resolution tamper detection and image fusion are applied to watermark
detection and accurate tamper region location. To distinguish between
incidental and malicious modifications, some effective rules are presented.
Mathematical morphology operations are used to improve the detection
performance. Experiment results demonstrate that the watermark is fragile to
malicious tamper and robust against high quality lossy image compression.

1 Introduction

Fragile watermarking plays an important role in image authentication. An effective
fragile watermarking scheme should be [1,2]: 1) Perceptual invisibility; 2) Ability to
detect and locate any tampered region made in an image; 3) Ability to tolerate
alteration resulted from JPEG lossy compression.

Several fragile watermark techniques have been reported recently. Yeung et al. [3]
proposed an elegant scheme that authenticates individual pixels, but it has a serious
security flaw if the same logo and key are reused for multiple images. Some schemes
[4,5,6] overcame it partially by enlarging the space of keys. Nowadays, fragile
watermark has been advanced to semi-fragile in order to tolerate some special
operations (image compression, image enhancement, and so on). For example, after a
special modulation, Lin et al. [7] proposed a semi-fragile scheme that can tolerate
JPEG lossy compression. Its weakness is the capacity is limited by the parameters
adopted by the author. Kundur ef al. [8] utilized the space-frequency localization of
wavelet transform. The mark is embedded by special modulation. Tamper detection at
multi-resolution was achieved. However, the values they used for modulation are
monotonously increased from high resolution to low resolution. It thus results in
perceptible distortion of watermarking images.

In this paper, a new DWT-based fragile watermark scheme is proposed. Motivated
by quantization used in image compression, we embed the mark based on the features
of HVS. Multi-resolution tamper detection is achieved. Hence, the detection becomes
more flexible. Any malicious tamper can be detected and the tampered regions can be

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 179-188, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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located accurately with the proposed algorithm. The watermark thus generated also
can tolerate high quality lossy image compression.

This paper is organized as follows. Section 2 and Section 3 describe the watermark
pyramid and the algorithm. Section 4 and Section 5 analysis the fragility of the
scheme and tamper detection. In Section 6, mathematical morphology and image
fusion is introduced. Experimental results are showed in Section 7. Finally, we draw
the conclusion and discuss the future work in Section 8.

2 Watermark Pyramid

In our work, the watermark is a binary logo. For multi-resolution tamper detection
and convenience to embed, we construct an image pyramid of the logo by resolution
reduction. The resolution reduction (RR) scheme suggested by JBIG is adopted in this
paper. By RR, the current pixel value is calculate according to the following formula:

h =4 hyy +2(hyy + hoyy + oy + oy )y + gy + by + 1y )-3(L, + 1o )- Loy - (1)

If A > 4.5 then the pixel value is 1 otherwise 0. All parameters are illustrated in

Fig.1.
hH h}&‘ h)‘S

hS}

Fig. 1. Pixel weight for resolution reduction, where low-resolution pixels are shown as circles
and the high ones are shown as squares. The pixel “?” is decided according to &

oy . SR

H2

A

Original mark image dl d2 d3

Fig. 2. The pyramid structure of the watermark after resolution reduction

In this way, we generate the pyramid structure of our logo image as shown in Fig.2.
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3 Watermark Embedding and Extraction

The mark is embedded into some specific sub-bands after the DWT applied to an
image. According to the requirements of invisibility and tolerance towards lossy
compression, the marks are embedded into the lower frequency sun-band and middle
frequency sub-band. To embed, the L-level DWT is firstly applied, where L is a
positive integer. Then, to a specific channel, we calculate

[0 | G, j)/ INDCG, )] is even 2)
Q=1 | £, j)/ INDCG, )] is odd

Where f{(i,j) denotes a DWT coefficient’s magnitude, JND(-) is the element in the
corresponding Watson’s quantization matrix [9], U is the floor function. We adopt
Watson’s quantization matrix because it has taken into consideration the features of
HVS. Define s :|_f (i, j)/ JND(, j)J. To a pre-specified positive integer m, we divide
the interval [sJND(i.j),(s+1)JND(i,j)] into 2"' equal parts, and denote the length of
each part as length. The ordinal number of the part in which a coefficient is located is
denoted as #e[1,2,3, -, 2""']. We embed m bits of the mark data at once, and denote
the first bit by w(i,j), the remaining m-1 bits by r in decimal scale with re [0,1,2,3, -,

m-1

2""-1]. The specific rule for coefficient alteration is as follow:

~  [INDG, j)-s+(r+0.5)-length if 0, =wi,)) )
fa, j)= o .

fi otherwise
IND G, j)-(s+ 1) +(r+0.5)-length 4

if (t=r+1and lengthl2<(f(i,j)—JND(,j)-s—r-length)) or t>(r+1)
JND (@, j)- (s =1)+(r+0.5)-length '
if (t=r+1and length/2>(f(,j)—JND(,j)-s—r-length)) or t<(r+1)

fi=

If we want to extract the watermark, L-level DWT is operated on possible marked
image firstly. Denoting the DWT coefficients as f(i,j). Similar to the Q,, s and ordinal
number 7 used in the embedding procedure, Q7;, s”and ¢” are calculated according to
the same rule with f{i,j) replaced by f(i,j). Hence, the extracted watermark is:

w=0Q 2"+ )

Then we extract m bits mark just by transforming w to binary scale.

4 Fragility of the Watermark

Theoretically, the capacity of the data to embed will become larger with the
increasing of m in our scheme, but it will make the system more fragile. On the other
hand, the system should tolerate some especial image processing like JPEG lossy
compression and filtering to some extent. The reason is obvious because of the wide
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distribution of JPEG images in Internet. Thus, if the system tolerates compression, we
can make the authentication more effective. Therefore, we should design a scheme
that can tolerate some special attacks but still make precise result of tamper detection.
The case of filtering is similar. Hence, the problem we should to resolve is the tamper
classification. According to [8], there are two types of degradations on a given image
region, incidental distortion and severe distortion. The authors of [8] modeled the
magnitude changes caused by incidental distortion and malicious tampering as
Gaussian distributions with small and large variances, respectively. Furthermore, the
distributions of malicious tamper and incidental distortion are denoted as (0,0, and

N(0,0,%) , respectively. Then from [10], we know that there is a relation between
o,and o,,i.e.0, =c-0, with ¢>1. Based on this, we can estimate the fragility of
our watermark. Firstly, let the distribution of the distortion is ~(0,5,%). Thus, the
probability of correctly extracted mark is:

P 2 J-[ength[erf( é )]dé ) (6)

~ length 7 20,

where erf(-) is standard error function, length and m are the same as in section 3.

Fig. 3. (a) The relation between m and the probability of watermark false extracted (PWF); (b)
The relation between m and the probability of dense of the error detection pixel (PD)

Then, the probability of false extracted mark is p, =1- p, as shown in Fig.3 (a).

The figure shows that the larger the m, the higher the probability of watermark false
extracted, hence the higher fragility of the system. Please note that the fields we
choose to embed watermark is important to the fragility. Fragility after embedding to
each channel can be calculated by using of the formula of p, According to the
formula, the watermark is more fragile if we embed it into the coefficients at the
lower resolution. This is because of that the higher the resolution, the larger the
threshold and hence the large the value allowed altering. Additionally, in order to
survive from lossy compression, the mark should not be embedded into the higher
frequency components since high frequency usually removed after JPEG
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compression. Thus, we embed mark into the coefficients of middle resolution and
lower resolution, e.g. HL and LL.

5 Tamper Detection

Let W(i,j) denote the extracted watermark. We denote the difference mark as (11):
DG, j) =W, )-WG, j)| - )

This means that if W7(i,j) equal to W(i,j) then the pixel in difference image has
value 0, and 1 otherwise. Thus the difference image is binary with black pixel
represents mark extraction error. Hence, we can locate the tamper pixel just according
to difference image. We have discussed the basic features that an effective fragile
watermark should have, and moreover, we hope our system should bring us the
following features: (1) the system should confirm the type of certain attack; (2) the
system should extract the correct mark if the image suffered from incidental
modification; (3) the system should locate and characterize malicious tamper in any
case. Thus, we should use an effective detector that can distinguish malicious tamper
from incidental modification. For this, we carefully examine difference image
extracted after both malicious tamper and incidental modification. In the case of
incidental modification, we have known that the magnitude changes on the
coefficients can be modeled as a Gaussian distribution with smaller variance.
Moreover, we find that most of watermark error pixels are isolated on the difference
image. Contrarily, most of the mark errors pixels are assembled. According to this
observation, we can distinguish them just by examine if mark error pixels are sparse
or dense. The definition of dense and sparse is defined as follows. For a mark error
pixel, it is a dense pixel if at least one of its eight neighbor pixels is a mark error
pixel, and a sparse pixel otherwise. Now, let us analyze this issue in statistical way.
Let x(i,j) and p(x) denote the current pixel in difference image and its mark error
probability that we have defined in Section 4, respectively. Thus, to this pixel, the
probability of dense is pd=1-(1—p(x))8. We show this in Fig.3 (b). From the figure, we
find that the probability becomes more and more close to 1 with the increasing of m.
As a result, serious distortion will be introduced to image even if it was suffered from
subtle alteration. Therefore, m should be selected carefully to achieve lower
probability of dense. On the other hand, even if m has been selected appropriately, we
also need some united rules to classify the type of tamper. For this, some preliminary
parameters should be defined. For a fixed resolution level /< [1,2,3,....,L], we define

these parameters as follows:

area; g...={ The total of dense pixel} . ®)
areay sparse ={ The total of sparse pixel} . )

areal, total— areal,a'ense + area, ,sparse . (10)
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area;= {The total pixel of channel [} . (1
ﬂ« — arealﬁmtal 5 — areal.deme (12)
! areq, > area,ﬁmm, '

Now, we define the following rules to judge whether a modification is malicious or
incidental:

1.If 2, = 0 for every resolution level [e[1,2,3,...,L], then the tested image is

neither maliciously tampered nor incidental distorted.
2. If there exists some /e[1,2,3,....,L], such that 4, > 0 andd, <« , where the

threshold is selected carefully. Generally, we fix it between 0.5 and 1.then the
tested image encountered only incidental distortions.
3.If §, > o forevery l€[1,23,...,L], then the tested image is maliciously tampered.

6 Mathematical Morphology and Image Fusion

We have mentioned that most of the mark extraction errors caused by incidental
modification are isolated. Moreover, since we used eight neighbors to determine if
one pixel is dense or not, hence, many mark error pixels not caused by malicious
modification are looked as caused by malicious modification. Therefore, the result
should not be precisely. Hence, we should propose a technique to wipe off those
noise-liked sparse mark error pixels, while make dense region caused by malicious
modification more compactly. To do so, MM (mathematical morphology) operations
[11] can be adopted. Using properly operations with certain structuring elements, we
hope the noise-liked pixel should be removed and the compact tamper regions can be
created. Let us take into account the difference image D(i,j), which is a binary image.
The dilation of D(i,j) with structuring element s is defined as D @ s, and the erosion is

D o s . The size of structure element used in these operations determines the size of
the objects that will be removed from the image or the size of the gaps that will be
filled. We employ a sequence of morphological operations on D(i.j), that is:

D=D®s505,Ds, . (13)

The first dilation uses s, to create compact regions .The erosion with s, is to remove
the noise-liked mark error pixel due to lossy compression and the final dilation with s,
restores the original size of the compact regions. Obviously, the selection of structure
element is important. From Bartolini’s previous work, the size of structure element
can be calculated using order statistics. After above operations, we should increase
the threshold o because of the increasing of §, for all level k. Because sparse pixels

decrease and dense pixel increase, the percentage of dense pixel in error pixel
increased accordingly. Here we set « =0.9 . Therefore, we use those rules defined in
last section to get more precise tamper detection result.

Because the resolution reduction version marks are embedded into corresponding
resolution level, thus, the difference images we got just reflect the impression of
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tamper in each fixed resolution level. We have no knowledge about integrated
information of tamper. However, it is useful to build more detailed information about

() (b) (c) (d)

Fig. 4. Original image and watermark image (a), (b) Original image; (c) Watermark image
(PSNR=38.43 dB); (d) Watermark image (PSNR=31.86 dB)

the tamper. To do so, image fusion is adopted. Image fusion [12] refers to the
processing and synergistic combination of image information from various knowledge
sources to provide a better understanding image. Especially to the different resolution
images with the same scene, image fusion seems to obtain a better knowledge of the
scene than the knowledge obtained using only one image. M. Costantini et al. [12]
proposed a general method to fuse image with different resolution. In his scheme, the
fused image is obtained by solving a constrained quadratic highly parallelizable
minimization problem. As to our scheme, the difference images with gradual
increasing resolution version are obtained by mark extraction procedure. Even though
the information about tamper from some fixed resolution level is obtained, we also
want to get more from the point of view from integrated difference image. Hence, the
image fusion scheme described above is adopted. After such an operation, an
integrated difference image is obtained. We use it to get more integrated and exact
tamper detection result.

7 Experimental Results

We have tested our algorithm on the “Lena” and “baboon” images, both of
256x256x8 bits, while having quite different texture complexities. L=3,and m is fixed
as 4 in our experiments because lower p, (p,=0.09) can be obtained. The PSNR of the
watermarked images (as shown in Fig. 4) are 38.43 dB and 31.86 dB, respectively.
Many experiments have been done to demonstrate the effectiveness of tamper
detection with the proposed scheme. Fig. 6 shows that the extracted watermarks from
the marked image corrupted by JPEG compression at the different compression rates
by using our scheme. Obviously, when the quality factor is higher than 50%, we can
discern the content of the mark easily. The case with quality less than 50% should be
judged as serious distortion. In order to prove the effectivity of the proposed scheme,
we compare its performance with that reported in [8]. The PSNR of the marked image
with Kundur and Hatzinakos’ scheme is 34.26 dB under the conditions of A=4 and 3-
level DWT on the “Lena” image, lower than 38.43 dB obtained with our scheme.
Moreover, perceptible distortion has been introduced to the marked image as the
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Fig. 5. Results of tamper detection. (a) Watermark image with the area in the black rectangle
will be replace with original image; (b) The image after replacing;(c), (d) The mark extracted
and difference image;(e) Watermark image with the hair will be brighten;(f) The image after
brighten;(g), (h) The mark extracted and difference image

(2) (b) (©)

Fig. 6. The mark extracted from the watermark image compressed by JPEG with quality factor
(a) 90, (b) 70, and (c) 50, respectively

increasing of A and the decomposition level. The authors of [8] just list the detection
images for the various resolution levels, and the ground they used to judge on whether
an image is tamper with or not is a parameter named tamper assessment function,
which is similar to the parameter 4 adopted in our scheme. Numerical results of the
parameters on “Lena” image are listed in Table 1, where MM means mathematical
morphology operations. According to the parameters calculated with different
schemes, the types of tamper are determined based on our rules, and we find that the
proposed scheme can tolerate JPEG lossy compression with quality factor high than
70%. Compare to [8]’s scheme, the value of tamper assessment function in our
scheme is lower in each resolution level. It declares that our scheme is more robust to
JPEG compression since more details are preserved after encode and much less
watermark false is arisen. We also tested the fragility to malicious tamper and the
capacity to locate the tamper areas under malicious tamper. To do so, the contents in
the rectangle region (as showed in Fig. 5(a)) are replaced by those of the original
image. The detection results show us clearly that tamper occurs in this region, as in
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Fig. 5(d). Another experimentation is showed in Fig. 5(e), where Lena’s hair is
brightened. The detection result is showed in Fig. (f).

‘.

Table 1.The type of tamper. “\ : Incidental tamper. “x” : Malicious tamper. “ / ™. is not
computed (since the area of replacement is variable, is also variable and hence is not helpful to
decision masking)

8 Conclusions

In this paper, we embed the watermark based on HVS and DWT. The features of

proposed algorithm are as follows:

1. The algorithm constructs a pyramid structure of the watermark for multi-resolution
tamper detection;

1. According to the visual model, the algorithm modifies the coefficients to reduce
the perceptible distortion;

2. The algorithm presents a new scheme for tamper detection by using image fusion.
It makes the result of tamper detection more precise;

3. The algorithm can tolerate high quality JPEG lossy compression. Hence, the
scheme is semi-fragile;
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. The algorithm provides a set of rules to distinguish malicious tamper from

incidental tamper. According to our experiments, we distinguish the JPEG lossy
compression with high quality factor from malicious tamper, hence the watermark
system is robust to incidental tamper, and in the case of malicious tamper, tamper
detection is also precise and localized.

Our future research will focus on how to enhance the capacity to tolerate the

incidental tamper.

Acknowledgments. The work is supported by NSF of China (69975011, 60172067,
60133020), NSF of Guangdong (013164), China; New Jersey commission of Science
and Technology via NJWINS, New Jersey commission of High Education via NJ-
ITOWER, and NSF via IUCRC.

References

1. Fridrich, J.: Methods for Tamper Detection in Digital Images. Proc. of the ACM
Workshop on Multimedia and Security, Orlando (1999) 19-23

2. Lin, E.T., Delp, E.J.: A Review of Fragile Image Watermarks. Proc. of the Multimedia and
Security Workshop, Orlando (1999) 25-29

3. Yeung, M., Mintzer, F.: An Invisible Watermarking Technique for Image Verification.
Proc. of the IEEE Int. Conf. on Image Processing, vol.2. Santa Barbaa (1997) 680-683

4. Memon, N., Shende, S. and Wong, P.: On the Security of the Yeung-Mintzer
Authentication Watermark. Proc. of the IS&T PICS Symposium, Savannah (1999) 301-
306

5. Fridrich, J., Memon, N. and Yeung, M.: Further Attacks on Yeung—Mintzer Fragile
Watermarking Scheme. Proc. of the SPIE Electronic Imaging, San Jose (2000) 428-437

6.  Fridrich, J., Goljan, M. et al.: New Fragile Authentication Watermark for Images. Proc. of
the IEEE Int. Conf. on Image Processing (ICIP), Vol.1. Vancouver (2000) 446-449

7. Lin C-Y, Chang S-F: Semi-Fragile Watermarking for Authentication Jpeg Visual Content.
SPIE Security and Watermarking of Multimedia Content II, San Jose (2000) 140-151

8. Kundur, D., Hatzinakos, D.: Towards a Telltale Watermark Techniques for Tamper-
Proofing. Proc. of the IEEE Int. Conf. on Image Processing (ICIP), Vol.2. Chicago (1998)
409-413

9. Watson, B., Yang, G.Y., et al.: Visibility of Wavelet Quantization Noise. IEEE Trans. On
Image Processing, Vol.6. (1997) 1164-1175

10. Lin, C. -Y., Chang, S. -F.: A Robust Image Authentication Method Surviving JPEG Lossy
Compression. SPIE Storage and Retrieval of Image/Video Databases, San Jose (1998)
296-307

11. Bartolini, F., Tefas, A., Barni, M. and Pitas, I.: Image authentication techniques for
surveillance applications. Proc. of the IEEE, Vol. §9(10). (2001) 1403-1418

12. Costantini, M., Farina, A.: The Fusion of Different Resolution SAR Images. Proc. of the

IEEE, Vol.85. (1997) 139-146



Robust Local Watermarking on Salient Image Areas

Yi Feng and Ebroul Izquierdo

Dept. of Electronic Engineering, Queen Mary, University of London
Mile End Road, London, United Kingdom, E1 4NS
{yi.feng, ebroul.izqguierdo}@elec.gmul.ac.uk

Abstract. Digital content services and tools have spread all over the world
creating an acute need for robust copyright protection and ownership
management systems. Robust watermarking technology is playing a crucial roll
in these systems developments. This paper reports a robust technique for digital
image watermarking. Salient image areas extracted from the pixel domain are
used to embed local watermarks in the frequency domain. Relevant image
corners are first extracted using well- established scale-space theories for edge
and corner detection. Fairly small areas around each corner are used to insert
the watermark. The objective is to achieve robustness against local and global
geometric transformations as well as conventional image processing attacks
while keeping the computational cost low. The DFT is applied on the discrete
polar coordinates over asymmetric grids defined on uniform angles and non-
uniform radii. The objective is to keep the rotation invariance property of the
DFT magnitude while avoiding numerical and interpolation errors on the radii
axis. A blind watermark detection process based on statistical correlation is
used. Several experiments to validate the robustness of the proposed approach
were conducted and are reported in the paper.

1 Introduction

Digital watermarking aims to hide information in digital documents mainly for the
purpose of copyright protection. Since effective copyright laws allow content creators
to proof ownership in an online distribution system, digital tools are needed to deal
with copyright infringement and ownership tracing. Robust digital watermarking is
defined by the notion that embedded signatures remains inseparably bound to the
object it identifies even when the digital object is severely attacked. This means that a
digital watermark must be resilient to various image processing operations and
malicious attacks targeting removal of the embedded legal owner identification.

Many image watermarking schemes have been proposed during the last few years.
Most of these achieve the robustness against digital-analogue-digital conversion,
JPEG compression, noise distortion and other common image processing
transformations [1], [2], [3], [4]. However, most of these watermarking schemas are
not robust to geometric transformation of the pixel domain. Even a simple rotation,
translation or scaling (RST) can easily lead to a negative response of the watermark
detector because these transforms affect the synchronization between the
watermarked signal and the watermark itself [5]. Theoretically, robustness against
RST can be achieved using the Discrete Fourier-Mellin transform [6]. Unfortunately,

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 189-201, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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what appears evident in the continuous domain results on several difficulties and
severe numerical problems when practical implementations are attempted on a
discrete signal. This aspect is reviewed in section 2.

In this paper we describe a novel watermarking schema in which salient image
features extracted from the pixel domain are used to embed local watermarks in the
frequency domain. A robust corner detector is used to find relevant image corners.
Here well-established scale-space theories for edge and corner detection in computer
vision are used. Once relevant corners have been detected in the pixel domain, a fairly
small area around each corner is used to insert the watermark. The watermarking
process is carried out in the DFT domain. The DFT is applied separately to each local
image region. This strategy not only leads to watermarking robustness against local
geometric transformations but also strongly reduce the computation workload. Thus,
resilience against global and local attacks is achieved while keeping the
computational cost low. The DFT is applied on the discrete polar coordinates over
asymmetric grids defined on uniform angles 6 and nonuniform radii p . Therefore,

rotations in the spatial domain remain equivalent to circular shiftings along the @ -
axis and the DFT magnitude remains invariant to rotations. Variable discretization
intervals along the p axis are used in order to reduce numerical and interpolation

errors.

The watermark detection is based on statistical correlation [4]. The correlation
between the transform coefficients extracted from the watermarked and processed
(attacked) image, and the embedded watermark is calculated. The presence of the
watermark is confirmed if the correlation value is higher than a predefined threshold.
The whole process is blind since the original image is not required during the
detection stage. Since the performance of the proposed technique strongly relies on
the accuracy of corner detection in the attacked image, the threshold used for corner
detection, during the watermark extraction, is chosen to be lower than that taken to
detect corners in the original image during the embedding process. This strategy leads
to the detection of most of the corners corresponding to those used for watermark
embedding in the original image. Since the amount of regions used during the
detection process neither affect the detection response nor the watermark-signal
synchronization, a high correlation from the detector is expected.

Both watermark embedding and detection are presented in section 3. Several
results of the experimental validation are reported in section 4. The paper closes with
conclusion and further work in section 5.

2 RST Invariance and the Discrete Fourier-Mellin Transform

Consider a grey-scale image I of dimensions N{XN,, ie. I(x,y)is the intensity

value at position (x, y). The discrete Fourier transform is given by:
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-i2mux  -i27vy (1

1 Ny Ny
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where e M =cosf+isind.

Let M(x,y) represent the magnitude of the Fourier transform and ®(x,y) its

phase. A well-known property of the Fourier transform is that M is invariant to
circular shifting in the spatial domain [7]. The Fourier-Mellin Transform is defined as
the Fourier transform on the log-polar coordinates. For a given intensity value /(x, y),

the corresponding pixel on log-polar coordinates is given by [I(u,0), where
H“eR and Oe [O, 27Z'). The transformation between Cartesian coordinates and log-
polar coordinates is given by:

Gztan_l(y/x), ,u:ln(\[x2+y2) . @

Using the Fourier-Mellin transform, image scaling and rotation are given by
I(u+logo,0) and I(u,60+ ) respectively, where o is the scaling parameter and
«o the rotation angle. It is straightforward to show that the magnitude of Fourier-
Mellin transform is invariant to rotation and scaling.

Although this transform offers a simple schema to achieve rotation and scaling
invariance in the continuous log-polar domain, its discretization is not
straightforward. The main difficulty is caused by numerical approximations and
sampling errors originated by the conversion between Cartesian and log-polar
coordinate systems. Using the log-polar map on uniform grids, some sorts of
interpolation are required. The sampling interval defines the number of pixel values
to be interpolated and the total number of sampling positions influences the
watermarks capacity. The larger the number of sampling values, the larger the
capacity. On the other hand, a high number of interpolated values carrying more
watermark information will be neglected during the inverse log-polar map transform.
Thus, a relevant part of the watermark will not be available for the detection process.
Furthermore, the computational complexity will increase proportionally to the
number of interpolated values.

In Fig.1, an example of the potential exponential growth of interpolation points on
the horizontal axis of the log-polar coordinate system is shown. For an image of the
size 512X 512 and coordinate system centered in its middle point, the maximum
value of p is less than 3. In the nonuniform grid obtained by exact mapping the

Cartesian grid into the log-polar along the direction fixed by a 45 degrees angle, the
maximum sampling interval becomes 0.301 while the minimum is 0.003. Taking 0.3
as sampling interval almost no information remains in the transformed grid. Taking
0.003 as sampling interval, a total of 490 values need to be interpolated for a single
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Fig. 1. Relation between # =1n(p) and P =+ X4y

value of 6. The huge workload and storage capacity associated with the last case
makes it unfeasible for practical applications. Since a number of interpolation points
vary for different angles 6, it is extremely difficult to find a trade-off between
accuracy, computation and storage. Basically, a direct application of the Fourier-
Mellin transform to achieve RST-robustness is unfeasible for practical applications in
which the time of response and the storage capacity are limited.

3 Robust Local Watermarks

Another drawback of the reported Fourier-Mellin transform based approaches [5], [6]
is their failure to cope with local geometric transformations. An attacker can easily
perform local rotation on the watermarked image in order to disable the detection
capability of the algorithm. As shown by evaluations conducted using the benchmark
software stirmark [8], unsynchronized local transformation can severely reduce the
detection capabilities of watermarking based on the Fourier-Mellin transform. To
overcome this drawback we proposed to insert watermark into several small salient
local areas, which are obtained by robust corner detectors. The watermarking
technique is therefore robust against global and local rotation. Robustness against
translation, cropping and other geometrical attacks can also be achieved.

3.1 Corner Detection

In principle any robust and accurate corner detector from the literature can be used to
extract local salient image regions. In the work presented in this paper two different
detectors were used: The Harris corner detector with high accuracy as presented in
[9], [10] and the curvature scale-space (CSS) descried in [11]. For the experiments
reported in this paper the CSS technique was used. In our implementation edges are
first extracted using the Canny detector. Each relevant edge is evolved according to a



Robust Local Watermarking on Salient Image Areas 193

Gaussian scale-space paradigm. Thus, each relevant edge is represented by a planar
parametric path /:S cR—R*, /(s)=[x(s), y(s)], where s represents the arc

length. A linear scale-space is obtained by deforming each edge according to the time
evolution of:

£6(5) if 1=0 3)
(s, t) = . ’
Gz #lo)s) if 130

where G, (w) = (1/ 2r5?) exp(- w? / 202) is the Gaussian with standard deviation &
and 7, (s) = {(s, 0) . For any t>0,
"¢ 9"k

os"  os”

05, @)

Equation (3) can be expressed in terms of the two components [x(s), y(s)]of /q(s)
as:

(s, 1) =(G g *[x(5), y($)D(s) =[X (s, 1), Y (5, )], 5)
with[X (s, 1), Y(s,D]=1G p; *008), (G g * )]

The CSS is obtained from the curvature function x(¢(s, t)), which can be defined

in terms of the derivatives of the two parametric components X (s, f) and Y(s, ) of
(s, t):

0%y oY 2]
6
K(0(s,1)) ox 2 l1+(a j] . (6)

Relevant image corners are defined as points along the edges with high absolute
curvature. The scale parameter ¢ is used to control the amount of corners extracted
from the image and the influence of noise.

As shown in Fig. 2a, it can happen that several relevant corners appear in a small
image area. In this case salient regions can interest each other as shown in Fig. 2b.
Embedding the watermark in all extracted relevant areas will lead to redundant
watermarking and strong image distortion. To keep the watermark imperceptible
some corners are removed according to the following strategy: The first salient area is
build around the corner with the maximum absolute curvature value. Next, the
position of the maximum curvature from the remaining corners is considered and a
circular area around this point is built. If the two resultant areas intersect, the second
salient area in not considered for watermarked embedding. This process is repeated
for all the corner points initially selected.
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Fig. 2. (a) The corners of “Lena” by CSS corner detection. (b) Intersections of local neigh-
bourhoods around corners.

3.2 Polar Map Transform and Inverse Transform

To overcome the implementation difficulties inherent to the discretization of the log-
polar map while achieving RST-robustness and low computational cost, polar instead
of log-polar coordinates are used. In this case the magnitude of the DFT on polar

coordinates, i.e., |DFT[I (p,0 +a)]|, is rotation invariant. The DFT is applied
separately to small regions defined according to previously extracted image corners.
The transformation from Cartesian to polar coordinates is performed using an
asymmetric grid defined on uniform angles # and nonuniform radii p . The non-
uniform grid along the p -axis is defined using variable discretization intervals. The

objective is to reduce numerical and interpolation errors caused by approximations
over regular grids. The algorithm steps to transform the coordinate systems is outlined
in the following:

e For each pixel position (x,y)inside of a salient image area in the Cartesian
coordinate system, calculate its direction relative to the horizontal axis and the

origin of the Cartesian coordinate system: 9x’y =int(taﬁl(y/ x)/ @), where o is

the sampling interval and ¢9x,y € [0,S5], where S =int(27 /@) . Notice that the

centre of the coordinate system coincides with the corner used to define the salient
image area.

¢ Calculate the radius of the pixel, p, =4x>+y?, and insert it into an array
pLol.
e Sort the elements of p[#]according to their magnitude and store corresponding

relations between (x, y)and (8 plO]) in a look-up table.

Xy
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e During the inverse polar map transform, for each (8, p) position, retrieve its
corresponding pixel (x,y) using the look-up table.
Using this algorithm only simple interpolation without padding is needed during

the coordinate conversion process. Furthermore, only few pixels are neglected and the
information loss remains low.

3.3 Watermark Embedding

The embedding method is based on the spread spectrum. The frequency of the host
image is used as a communication channel, and the watermark is viewed as a signal
that is transmitted through it and spread over many frequency components so that the
energy in any one component is very small and almost undetectable. The frequency
coefficients are synchronized with the watermark signals after embedding. However,
problems emerge if using the conventional embedding method based on DFT. In this
case, it will be necessary to define an ordering relation between the local salient areas.
This relation should be extremely robust against distortions and loss few local areas.
To overcome this problem the same watermark is used for each image area. The basic
algorithm for the embedding process can be outlined as follows:

e Given an image I(x,y), find several corners LC,(0<i<n) by curvature scale

space corner detection. Here » is the number of selected salient areas.

e Use each selected corner LC, to define of a fairly small block, IL;(x;, y;) ,
0<xy <N, 0<y; <N, centredat LC, .

e For each block, apply polar map transform, which algorithm is defined in section
3.2. IL,(p,0) represents the block on polar coordinates, where p € [0,N /2],

6e[0,S].

e Apply DFT on each block IL;(p,0) and obtain the magnitudes, which are denoted

as M;(p,0),with pe[0,N/2], 6<]0,S].

e Generate a two dimensional watermark W ={wl-j},where ie[l,N/2],

-1 if r; >0

jell,S/2]. Here w; ={

, where {r.} is a random sequence
by ij

1 else

created by a secret key or signature.
e Embed watermark W to M;(p,0) according to the formula given below:

M(p.6) if p=00r6=0
M (p,0)=M(p.0)*(1+)W(p,6) if pe(l, N/41.0<[LS)- (7)
M(p.0)+a* M(NI2—p,S—OW(N/2—p,S—6) else

Equation (7) defines a symmetric watermark and guarantees that the inverse DFT
applied on the distorted watermarked image becomes a real number [12].



196 Y. Feng and E. Izquierdo

3.4 Watermark Detection

Assuming that the watermarked image I’ will undergo transformations and suffer
attacks, the detection proves is performed on a distorted image [ . The watermark

detector calculates the correlation coefficient K between the referred watermark W

and the sum V of DFT magnitudes v o , which is extracted from every salient area.
The formula to calculate K can be written as Equation (8):

V-W
K = ———, (8)
J7 v -w)
- n no NI2SI2 gy NI2SI2
where V =1/n3 V" =1/n} (X X v '), W= 2% Yw;,
k=0 k=0 i=l j=1 i=1 j=1

~(k - k ~ _
Vij(' ) =(v(k) 'Vi(j)) and wy; =(wW-wy;).

7% and W are the mean values of {vi(jk)} and {w;;}.

The presence of the watermark is confirmed if the correlation is higher than a

predefined threshold. As shown by Equation (8), it is expected that the correlation

value remain high even if additional signals are added to the calculation. Basically,

this is the case when additional not watermarked blocks are considered in the
correlation estimation.

EZ[K _ a’K if Wis synchronised with V ©)
0 if Wis unsynchronised with v’
E’[K]=E? [(VS +V,)- W]= E? [\7S ~VV]+ E? [‘73 -W]: E? [VNS -W]. (10)

According to Equation (10), the expected value will be the same and correlation
coefficient remains high when additional signals ‘76 are considered along with the

watermarked ones 17S . Therefore, using more salient areas or corners for the detection
will not affect the correlation response.

4 Experimental Results

To validate the performance of the proposed method several computer experiments
were conducted using a variety of test images. In this paper some selected results
obtained for LENA are reported. Corners were extracted and local areas defined as
shown in Fig.3a. Here a high threshold for the sensitiveness of the Canny edge
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detector and a high scale parameter were used. A total of 151 corners were detected
and circles of radius 10 around every corner were defined as salient image areas.
After intersecting circles were removed using the strategy described in section 3.1, a
total of 46 salient image regions remained. For the watermark detection a lower
threshold and scale parameter were applied (50% lower than those used in the
embedding stage). The 173 corners extracted from a 45 degrees rotated image are
shown in Fig. 3b. Over 98% of correspondences between the corners used in the
embedding process and those used for watermark detection were found. This confirms
the robustness of the used corner detector.

S0

g RS
-

L, ™
e e

Fig. 3. (a) The CSS corner detector applied to LENA with a high sensitivity threshold. (b)
CSS corner detection for a rotated image (45 degrees) using a lower sensitivity threshold.

The original and the watermarked images are shown in Fig. 4a and 4b,
respectively. In this case parameter controlling the watermark strength was set to 0.2.
Fig. 4c shows the normalized correlation between DFT coefficients extracted from the
watermarked image and a set of 1000 different random signal containing the
watermark.

Since the watermark is embedded into the middle frequency bands it is expected to
be robust against JPEG compression. Fig. 5a shows the watermarked LENA after
JPEG compression with three different compression ratios. The corresponding
correlation responses are given by the four picks of Fig. 5b. The highest pick
correspond to the undistorted image.

The watermarking technique is also confirmed to be strongly robust to global
rotations with any degree. Fig. 6a and 6b show the rotated watermarked image after
rotated by 9 degrees and 45 degrees. The corresponding correlations are shown as the
peaks in Fig. 6c¢.

The proposed method is also expected to be robustness to the geometrical
distortions, which applied on part areas of the image. Fig. 7 shows an example for
partly rotation. The two part areas 200x200 in the watermarked image, as shown in
the high-lined regions in Fig. 7a, were rotated by 0.3 degrees. The rotated degree is



198 Y. Feng and E. Izquierdo

(b)

=
T~
1

correlation
[
[
A

u]
-0.2
-0.4
keus
(©)

Fig. 4. (a) The original image LENA. (b) The watermarked image. (c) The normalized
detection with thousand different watermarks. The dotted line is notated as the threshold.
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Fig. 5. (a) Compressed Watermarked image LENA (compression ratio 20:1). (b) The detection
response correlation for 500 different keys. The main peaks tcorrespond to correct positive
detection on the original watermarked image (P0), on JPEG image versions (P1, P2 and P3 for
a compression ratio of 20:1 and 17:1 and 15:1 respectively).

correlation

R
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less than 1 degree so that the distortion does not reduce the quality of the image. The
corresponding correlation is give by Fig. 7b.

The performance of the proposed watermarking methods in the paper against the
Strimark benchmarking tests is drawn in Table 1. Fig. 8a shows the watermarked
“Lena” attacked by random geometric distortions of Stirmark and the detection result
is shown in Fig. 8b.

(a) (b)

PO

correlation
f=1
]

Fig. 6. (a) The watermarked LENA rotated by 9 degrees. (b) The watermarked LENA rotated
by 45 degrees. (c) The detection response correlation for 500 different keys. The two peaks
correspond to the correct positive detection on rotated watermarked image. (P1 for (a) and P2
for (b)).

5 Conclusions and Further Work
A watermarking schema based on symmetric watermarks embedded in the DFT

domain is introduced. The goal is to exploit the rotation invariance property of the
magnitude of the DFT coefficients. The DFT is applied on discrete polar coordinates.
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carrelation

kays
(a) (b)
Fig. 7. (a) The partly rotated watermarked LENA. (The two areas high-lined by the dot lines

are rotated by 0.3 degrees) (b) The normalized detection of Fig. 7a with 500 different keys.
The peak corresponds to the correct positive detection.

(a) (b)

Fig. 8. (a) Watermarked LENA attacked by random geometric distortion. (b) The detection
result of Fig. 8a with 100 different keys. The peak corresponds to the correct positive detection.

Table 1. Stirmark 3.1 benchmarking of our approach.

Applied Attack Stirmark Score
Signal enhancement 1.00
Compression 0.90
Cropping 1.00
Rotation 1.00
Random geometrical distortions 1.00

To achieve high accuracy while keeping the computation low, the polar coordinate
system is defined in a nonuniform grids: the 6 -axis is discretized using regularly
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distant samples while on the p -axis, irregularly sampled points are chosen. A

strategy is introduced to avoid loss of information during the conversion from
Cartesian to polar coordinate system and vice versa.

The watermark consists of a low amplitude random signal, which is embedded, in
the DFT spectrum of fairly small image areas. The centres of these areas are extracted
using a corner detection technique based CSS. The watermarking technique is
resilient to global rotation, translation and scaling. Moreover, it is also robust against
local geometric distortions and conventional image processing attacks.

Possible extensions include the use of a matching technique to shape the strength
of the watermark in each salient area. For this, the Just Noticeable distortion over the
whole image can be continued and the watermark signal modulated accordingly.
Another extension will be to use geometric relations between selected corners to deal
with combined attacks, e.g. scaling.
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Abstract. Digital image watermark is an invisible mark embedded in
an image that can be used for copyright protection. The current paper
proposes a new watermarking scheme by improving image normalization
based watermarking (INW). Image normalization is based on the mo-
ments of the image, however, in general, RST attacks bring the image
boundary cropping and the moments are not preserved original ones.
Thereafter the normalized images of before and after are not same form.
To solve the cropping problem of INW, Invariant Centroid (IC) is pro-
posed and the only central region(R), which has less cropping possibility
by RST, is used for normalization. In addition, the watermark is em-
bedded and detected in the normalized form of the image. Experimental
results demonstrated that the proposed watermarking scheme is robust
to RST attacks with cropping.

1 Introduction

Digital image watermarking is a state-of-the-art technique for protecting digital
media copyright based on embedding an invisible mark directly into a digital im-
age [1-3]. For successful copyright protection, the embedded watermark should
be robust to any type of attack. Although conventional watermarking schemes
are robust to waveform attacks, such as JPEG compression or filtering to some
degree [4-6], they are still vulnerable to geometrical attacks, such as rotation,
scaling, and translation (RST). As such, image normalization based watermark-
ing (INW) has been proposed to solve this problem [7]. In this scheme, a standard
form, i.e. normalized image, of an image is made from a geometrical transfor-
mation [8], then the watermark is embedded and detected in this form, thereby
providing robustness to RST attacks. However, if the image is cropped by an
RST attack, the normalized image becomes different to the original one, because
the centroid and geometric moments used to extract the normalization parame-
ters are changed. As a result, the watermark cannot be detected even if it still
remains.

Accordingly, the current paper proposes a new method of digital image wa-
termarking that is against RST attacks including cropping based on the use of

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 202-[211] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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an IC. Since the IC of an image does not vary, if it is used to determine the
region from which the normalization parameters are extracted, the normalized
image will have the same form even if cropping has occurred. Therefore, even
though the image has been cropped, the watermark can still be detected.

2 Image Normalization Using IC

In INW, image normalization is performed by parameters extracted from its cen-
troid and central moments, then a watermark is embedded into the normalized
image. To normalize an image I(x,y) of (z,y) € {2 , the centoid and central
moments of I(z,y) are calculated first. The centroid Co = (Cyo, Cyo) of I(x,y)
is calculated as follows:

Cxo :/xf(x,y)da:, C(yO :/yf(x’y)dy (1)

17} 2
where f(z,y) = I(z,y)/[[ I(z,y)dzdy, and the (k,r)th order central moment
o)

Uy, is calculated using the following equation
wr = [ [ o= €)= Coo)" ) dody. 2)
Q

Based on the above equations, if the pixel values are changed or image crop-
ping occurs due to an attack, the centroid and central moments will be different
from the original image. As a result, in INW, the normalized forms of the orig-
inal and attacked image will also be different, which means that the embedded
watermark cannot be extracted even if it still remains.

Accordingly, the current paper proposes a robust digital image watermarking
scheme using an IC. The proposed scheme for calculating an IC is depicted in Fig.
1. First, the initial centroid Cg of the image is calculated after performing low
pass filtering so as to reduce the effects of waveform attacks, as most waveform
attacks, e.g. JPEG compression and noise addition etc., do not affect the low
frequency bands. Next, the centroid C; is calculated based on a circular region
with radius r and center point Cg. The region used to calculate the centroid
must be circular so that it will remain unchanged in the case of rotation. Cq
is also used as the center point for another circle with radius r to calculate
C,. A comparison is then made between Co and C; and the above process is
repeated until the centroids converge on the same point, thereby becoming an
IC, C¢ = (Cyy, Cyy).

In addition, the central moments are not calculated from entire image, but
rather from the central circle region R of I(z,y), because the boundary region of
an image can be cropped by RST attacks and this region must remain the same
even after the image is attacked. Therefore, in the proposed scheme, the last
circle area used to calculate Cy¢ becomes the central moment calculation region
R and Eq. 2 is changed as follows:
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Fig. 1. Scheme for extracting IC

e = / / (= Cap) (y — Cyp)" f(w, y)dardy (3)

R
where f(z,y) = I(x,y)/gf I(z,y)dxdy.

Consequently, the resulting normalized images, attacked or not, have the
same form as the IC and R remain the same. Also, since the watermark is
embedded in the normalized form of the image, the proposed watermarking
scheme is robust to attacks.

3 Watermark Embedding and Verification

In the proposed watermarking scheme, the normalized image is made by using
IC and a watermark is embedded and detected in frequency domain. To verify
copyright of the test image, it is also normalized by the same method in embed-
ding process and copyright is determined based on the presence or absence of
the watermark without the original image.

3.1 Watermark Embedding

The proposed watermark embedding scheme is shown in Fig. 2, where the water-
mark is embedded into the frequency domain of the normalized image. Although
there are several ways to transform an image into a frequency domain, the cur-
rent study uses a 2-dimensional Fourier transform (2-D DFT) with its magnitude
spectrum, M (u,v) as the embedding domain, since it is fast and simple. As such,
the watermark, Wy = {wy, wa, ..., wy} where w; € {—1,1}, is a pseudo-random
binary sequence of length NV that is generated by the copyright owners secret key
(k). The watermark is then embedded in N points of M (u,v) selected based on
k and which satisfy the frequency bands f;, < \/u? + v? < fg using the formula

M (ui,v;) = M (ui,v;) (1 + qw;) (4)

where « is the embedding strength and M’(u;, v;) is the watermarked 2-D DFT
magnitude. The watermark is also embedded in M (—u;, —v;) because the mag-
nitude of the 2-D DFT is symmetric to the DC.
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Fig. 2. Proposed watermark embedding scheme

3.2 Watermark Verification

The watermark verification scheme is similar to the watermark embedding
scheme. First, the IC and R of the test image are decided, and then the test
image is normalized using the parameters extracted from R. Finally, the 2-D
DFT magnitude of the test image, M'(u,v) is obtained and the number of N
points, M’ (uy,v1),..., M (un,vn), is selected using the same key, k, as used in
the embedding process, then the similarity with the watermark Wy is calculated
using the formula

o i wid(ui vi)
VN (O (g, 00))?

and whether or not the watermark is present is determined based on the simi-
larity S' compared with a given threshold 7'

()

4 Experimental Results

To evaluate the performance of the proposed watermarking scheme, experiments
were conducted using the Lena, Girl, and Pepper (256 x 256) images and the
results compared with Barnis method [4] and INW [7]. When determining the IC
and R, the radius of the circle r was 64. Also the watermark embedding bands
fr and fg were 20 and 40, respectively, and the embedding strength o was 0.25.
The length N of the watermark was 1000 and the decision threshold T" used to
determine the presence of the watermark was 3.

Fig. 3 shows the images and watermarked versions used in the experiments.
Figs. 3 (a), (c), and (e) are the original images, while (b), (d), and (f) are the wa-
termarked images with PSNRs of 41.5dB, 42.1dB, and 42.5dB, respectively. Fig.
3 demonstrates that the invisibility requirement was satisfied by the proposed
scheme.

The most important part of the proposed scheme, i.e. the identification of
an IC, was found to be efficient and robust to various attacks, see Fig. 4. Fig.
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(a) (b)
() (d)
(e) (f)

Fig. 3. (a),(c),(e) Original images of Lena, Girl, Pepper; (b),(d),(f) watermarked im-
ages of (a),(c) and (e) respectively

4 (a) shows the IC of the original image, while Figs. 4 (b) to (g) represent the
robustness of the IC to various attacks, including 3 x 3 average filtering (Fig. 4
(b)), the addition of 5based on a compression ratio of 70 (Fig. 4 (d)), clockwise
rotation of 20 degrees with cropping (Fig. 4 (e)), translation of 30 pixels along the
axis (Fig. 4 (f)), and scale changing based on a scaling factor of 0.5 (Fig. 4 (g)),
respectively. In Figs. 4 (a)-(g), the IC is marked with a cross and despite various
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(e) (f)

Fig. 4. ICs marked with cross: (a) original image; (b) 3x3 average filtered; (c) 5(d)
JPEG compressed image with compression ratio of 70; (e) 20 degree clockwise rotation
of image plus cropping; (f) 30 pixels translated image along = axis; (g) sclaed image
based on scaling factor of 0.5

RST and waveform attacks, each IC has a similar position on the hatband. Also,
the normalized images of the original and attacked images are represented in
Fig. 5. Figs. 5 (a) and (c) are the original image and rotated and cropped image
of (a), respectively, however, Figs. 5 (b) and (d), the normalized images of (a)
and (c), have the same form since they have the same IC and R.

The 500th watermark, among 1000 watermarks generated using different
keys, was embedded in the Lena image, then the similarities between the 1000
watermarks and the watermarked Lena image were computed, as shown in Fig.
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6. The results show that the similarity with the 500th watermark was the high-
est, which also satisfied the threshold. As such, the person with the 500th key
can insist on their copyright ownership of the image.

() (d)

Fig.5. Normalized images of original and attacked images: (a) original image; (b)
normalized image of (a); (c) rotated and cropped image of (a); (d) normalized image
of (c)

The proposed scheme can also detect a watermark after common signal pro-
cessing, such as JPEG compression, filtering, and noise addition, because the
modified 2-D DFT magnitude coefficients are robust frequency bands. Conse-
quently, a watermark can be easily detected after JPEG compression, as repre-
sented in Fig. 7.

The watermark should be able to survive an RST attack with cropping. As
such, Figs. 8, 9, and 10 show that the proposed watermarking scheme was robust
to RST attacks. The similarity after rotation attacks with cropping is depicted
in Fig. 8. The conventional methods were unable to provide sufficient similarity
to prove the existence of a watermark after a rotation of only 1 degree. However,
with the proposed scheme, the similarity value remained basically unchanged
even after a rotation attack with cropping and was unaffected by the amount of
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Fig. 6. Similarity of Lena image to watermarks with 1000 different keys

4
2 e
% 3 | ~—— . _ -
= \.
E T~
] T
2+
—s—Proposed method
oL —-x— - Barni's method
—-e.-INW
0 1 1 1 1 1 1 1 1 1 1 1 1 1 I

0O 5 10 15 20 25 30 35 40 45 50 55 60 65 70
compression ratio

Fig. 7. Similarity after JPEG compression

the rotation angle. The similarities computed using different scaling factors are
shown in Fig. 9. The similarities with the proposed method were theoretically
uniform, regardless of a scale change, although the similarity was lower when the
scale was reduced, as a certain loss of information is unavoidable in a discrete
signal. However, when the scaling factor was 0.5, the similarities still satisfied
the threshold. In this case, INW also performed well as there was no cropping.
Fig. 10 represents the similarities after translation attacks on 40 pixels along the
x-axis, in which the proposed scheme proved to be robust to translation. Ac-
cordingly, the experimental results confirmed that the proposed watermarking
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Fig. 8. Similarity after rotation attack with cropping
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Fig. 9. Similarity after scaling attack

scheme was robust to RST and waveform attacks, because the image normal-
ization parameters were not extracted from the entire image region but rather
from a circle-shaped central region, which remained unchanged after waveform
and RST attacks.

5 Conclusion

The current paper proposed a new watermarking scheme using region-based
image normalization that is robust to RST attacks with cropping. The proposed
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Fig. 10. Similarity after translation attack

scheme determines and uses an IC and R. As such, the normalized result from
an attacked image, even after cropping, is the same as that from the original
image. Plus, the watermark is embedded in the middle frequency bands of the
normalized image. Consequently, the proposed watermarking scheme is robust
to both waveform attacks and RST attacks with cropping.
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Abstract. In this paper, a robust watermarking algorithm in DWT domain
against geometric distortion is proposed. We introduce a distance measure
between the distorted and undistorted images/video in order to determine the
distortion. We can then inverse the geometric distortion to regain
synchronization. An efficient algorithm searching for the synchronization
parameters has been developed. Using multi-resolution coarse-fine searching to
prune the searching space, the computation of algorithm is reduced drastically.
The BCH code and 2-D interleaving are exploited to lower detection error
probability. Our watermarking algorithm can successfully resist geometrical
distortion, including rotation, scaling, translation, shearing, cropping, jitter
attack and linear transformations.

1 Introduction

Watermarking is an effective method for the protection of intellectual property rights
(IPR) of multimedia data [1]. There are two kinds of watermarks. The first one is just
a pseudo random sequence representing one information bit [1], which is usually used
to verify the presence of a known watermark. The second one consists of meaningful
information, such as text [2], binary images [3] and grayscale images [4]. In general,
as the bit rate of embedded data increases, the robustness of hidden data will decrease
under the constraint of invisibility. It is a challenge to guarantee the robustness of the
watermark with multiple information bits.

There has been much emphasis on the robustness of watermarks to common signal
processing operations such as compression and filtering. Recently, however, it has
become clear that even very small geometric distortions may impair the watermark
detection [5][6].

Robustness against geometric distortion is a difficult issue in watermarking. There
are two different types of solutions to geometrical attacks, non-blind and blind [7].
Though the blind solutions have wider applications and are more challenging, the
non-blind solutions find applications such as covert communications and etc. in which
the original image/video is available. The non-blind solution proposed by Davoine et
al. [8] is to split the original (or the non-geometrically distorted marked) image into a
set of triangular patches. This mesh then serves as the reference mesh and be kept in
memory for a pre-processing step of mark signal retrieval. As emphasized by the

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 212-223, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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authors, however, this kind mesh based compensation is only efficient in cases
involving minor deformations. Johnson et al. [9] proposed to recognize distorted
images using salient image points (in fact, 5x5 or 11x11 rectangular regions) first,
then using the original image to fine-tune image parameters based on normal flow
(displacement field). But its computational complexity is not reported. In [10], a set of
three or more dispersed reference points is established in both the original and marked
images. An exhaustive searching for the best matching between these reference points
is conducted to determine the approximate horizontal and vertical position distortion
of every pixel in the marked image, thus restoring the geometrically distorted stego-
image. One example is reported, from which, however, the information about the
specific StirMark test functions applied and computational complexity is not
available. In this paper, a non-blind solution to resist a quite large range of geometric
distortions is proposed that can be rather accurate and fast.

The watermarking in DWT domain has drawn extensive attention because of
DWT’s merits. Since the DWT coefficients are not invariant under geometric
distortion, the existing watermarking in the DWT domain cannot resist geometric
transforms.

By introducing a distance (dissimilarity) measure between the attacked image and
the unattacked one, the proposed watermarking algorithm in the DWT domain can
resist geometric attacks. It incorporates error correcting coding, 2-D interleaving,
resynchronization based on the distance measure. The generated watermark,
containing 536 information bits, is robust to additive noise and most test functions in
StirMark 3.1.

The rest of this paper is structured as follows. In section 2, we describe the
watermark embedding using BCH coding and 2-D interleaving[11]. Section 3
describes the extraction algorithm, and the proposed resynchronization using a fast
searching algorithm. The experimental results can be found in section 4.The last
section is devoted to conclusions.

2 Watermark Embedding Using BCH Codes and 2-D Interleaving

Meaningful watermark, CS, consists of a character string with length L, i. e. CS={CS;;
O<i<L}, where CS. is a character. The data hiding procedure is demonstrated in Fig. 1.
According to Cox [1], watermark should be embedded into the DC and low frequency
AC coefficients in DCT domain due to their larger perceptual capacity. This
embedding strategy has now been well accepted. Huang et al. [12] extend this idea,
proposed to embed image watermarks in DC components. In DWT domain, the low
frequency subband (LL) is the best approximation to the original image, and most
energy of the image is concentrated in L. whereas the high frequency subbands are
just the detailed information of the image. Watermark can be regarded as a weak
signal (watermark) embedded into the strong background (an original image). If the
contrast ratio of the embedded signal is lower than threshold, the perceptual distortion
will not be perceived. According to the law of Weber, contrast ratio threshold is
proportional to the amplitude of background signal. Since the low frequency
coefficients have much larger magnitude than that of high frequency coefficients, they
have larger perceptual capacity, and thus allow a stronger watermark to be embedded
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without perceptual distortion. We therefore propose to embed watermark into LL
subband coefficients.

Original image

—P DWT —> LL; —> IDWT

s 1 v

— p»| BCHcoding |—®|2D interleaving Marked image

Fig. 1. Information embedding algorithm

To lower detection errors, watermark signal is coded with a BCH (n,8) code. We
choose n to be 61. The Hamming distance between two different codewords in the
BCH (61,8) code is 27. The code can correct any error as large as 13 bits in a
codeword. Each character of the watermark, CS, is mapped into a BCH codeword as
follows:

BCH coding "V,{ (D

Cs, wysw, € (0.0 j<n0<i<L)

i

where L is the total number of the characters.

To enhance the robustness of watermarking against bursts of errors, 2-D
interleaving is applied to the watermark. Bursts of errors do occur when a
watermarked image is cropped or jitter attacked to name a few. 2-D interleaving can
spread bursts of errors among different codewords [11]. With a simple random error-
correction code such as the BCH (61,8), the spread error bits within a codeword may
be less than 13 bits so that the bursts of errors can be corrected. The binary string W,
consisting of all W,is arranged into a 2-D 64x64 array. By exploiting 2-D interleaving
technique [11], we obtain an interleaved 2-D array. Scanning this array, say, row by
row, we convert the interleaved 2-D array into a 1-D array, X.

First we perform 3-level DWT on the original image. The DWT coefficients in the
LL, subband are scanned in the same fashion as above to form a 1-D array C. We
adopt Equation (2) to embed the binary data X into C to obtain C’ [13]. Here

C(i),C’(i)denotes the ith element in C, and C’, respectively, 0<i<4096. In our

C'(i)=C(i)—(C(i)m0d05)+§05, if x,=1 and (C(i)moda)Zia @

C'(i)=[C(i)—ia}—{(C(i)—ia)moda}+ia,ifxi=1 and (C(i)moda)<ia

C'i) = C) - (Ci)mod ) + L, ifx. =0 and (C(i)moda)s%a

C'(i)=[C(i)+;a}—[(C(i)+;a)moda}+ia,ifxl.=O and (C(i)moda)>%0{
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experiment, they are all larger than 0. For the watermark to be robust, ¢ should be
maximized under the constraint of invisibility. Note that the difference between C(i)
and C’(i) is between —0.5¢ and +0.5¢. Performing inverse DWT on the modified
image, we obtain a watermarked image.

3 Watermark Extraction Based on Resynchronization

It is known that geometric distortion damages geometric synchronization of hidden
data that is necessary in watermark extraction. To resynchronize hidden data, we
propose to perform an anti-attack operation to remove the geometric distortion on the
watermarked image by searching for the minimum distance (best matching) between
the attacked, stego-image and a reference image. The reference image can be an
uncorrupted marked image or the original image. Fig.2 shows the data detection
procedure in the paper.

Suspected
image R hronizati DWT Data extracti
N ata extraction
esynchronization | W >

iReference image

Extracted
watergark
BCH decoding <4+ 2p de-interleaving

Fig. 2. Information extraction algorithm

3.1 Resynchronization Based on Minimum Distance Searching

The distance d between an image f (x, y) and another image f'(x,y) (both are mxn 2-
D array) is defined to be the mean absolute difference of gray values:

m n

d=CQ Y |F ey = f Gy mxn) )

x=1 y=1

When we compute the distance between f (x, y) and f'(x,y), we can just use a

portion instead of a whole image in practice in order to save computation. The stego-
image may be subject to various types of geometrical distortion: RST, shearing and
etc. The RST is a combination of rotation, scaling and translation. Consider an image
f(x, ) and a rotated, scaled, and translated version of this image, f'(x,y). Then we

can write [6]:

f(x,y)= f(o(xcos@+ ysin@)— x_offset, o(—xsin@+ ycos@)—y_offser) 4
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where the RST parameters are 6, o, and (x_offset, y_offset), respectively. With these
parameters determined, the RST distortion can be inverted, or in other words, f'(x, y)

can be registered to f (x, y). Ideally at the point of registration, f'(x,y)=f(x,y), the
distance reaches the minimum. In practice, at the point of registration, 7'(x,y) may

be slightly different from the f (x, y) due to image noise, e. g., additive noise, image
compression or interpolation, the distance is then a cumulative measure of the various
image noise. At any other unregistered point, the distance can be considered as the
sum of image noise, and registration noise due to the fact that the pictures are out of
registration. It is reasonable to assume that the distance is minimal at the point of
registration. As depicted in Fig. 3, which is a surface of the distance between the to-
be-checked image (rotation_scale_10.00, refer to Table 1) and the non-distorted
image. It is observed from the figure that the minimum distance is reached when the
to-be-checked image is rescaled to the size of 442x442, re-rotated counter-clockwise
by 6=10° and translated with xo=0, yo=0. So once the minimum distance is found,
we can determine the RST parameters. Similarly, shearing and general linear
transformation, which both are other geometric test functions in StirMark, can be
inverted. Because the geometric distortion is unknown in advance, we apply both
operations to the attacked stego-image sequentially and search for the minimum
distance to determine which operation among inverse RST and inverse shearing
operation should be applied to the attacked image and what parameters of the inverse
operation should be chosen in order to regain geometric synchronization.

Distance

size 430 95

degree

Fig. 3. The distance surface formed by the searching of minimum distance
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3.2 Multiresolution Searching for the Resynchronization Parameters

Among the above-mentioned two anti-attack operations, the anti-RST is much more
time consuming since it has a 4-dimensional searching space (size, 6, x_offset,
y_offset), where size is the size of the scaled image (assuming equal scaling along x
and y directions) and hence a scaling related parameter, while the anti-shearing
operation has a 2-dimensional searching space (shift in X and Y directions). So in
what follows, we mainly discuss the searching process of the anti-RST operation. In
the whole searching algorithm, we use the bi-linear interpolation.

Anti-RST operation. As shown in Fig.3, the distance function increases
monotonically from the point of minimum distance in a region surrounding the point
(Fig.3). We decrease the computation drastically using multi-resolution matching and
coarse-fine searching. The anti-RST operation is divided into five phases: coarse
searching, medium_1 searching, medium_2 searching, fine_1 searching and fine_2
searching. Without loss of generality, we choose the size of the original image to be
512x512. We choose the searching range of size to be 512 ~ 256 (the corrupted image
is assumed to be cropped less than 75%). The searching range of translations
parameters x_offset, y_offset is determined by the above size. For example, if size is
N, the searching range of x_offset or y_offset is —(512-N)/2 ~ + (512-N)/2. So we
choose the maximum searching range of x_offset or y_offset to be —128~+128, and the
searching range of rotation angle 8to be —90°~+90°. After fine_1 searching, we obtain
the final parameters of translation— x_offset, y_offset. After fine_2 searching, we
obtain the final parameters of scaling and rotation — size, 6.

Coarse searching at resolution of 64x64. We convert the non-distorted image to
the 64x64 resolution first. Then we obtain a 22x22 sub-image, using gray-level
interpolation via pixel-filling (also referred to as backward mapping) [14] algorithm
from the to-be-checked image, which has been rescaled to the size of sizexsize and re-
rotated by an angle 6. It is reasonable to consider that the search with such a large
enough sub-image will not miss any matching candidate since the 22x22 sub-image at
the 64x64 resolution corresponds to a 176x176 sub-image in the 512x512 image. We
then compute its distance to a 22x22 sub-image in the non-distorted image at 64x64
resolution, whose center (reference point) shifts from the center of the non-distorted
image by x_offset and y_offset. There are a lot of fast matching algorithms for the best
matching available in literature. For simplicity, however, the full searching is adopted
in our algorithm. It contains four nesting cycles (size, 6, x_offset, y_offset), where the
cycle of changing size is the outermost cycle and the one of changing y_offset is the
innermost one. In coarse searching, the searching range of size is 64~32, size is
changed by 8 pixels in each step. The rotation angle 0 is changed by 5°%ach step, the
searching range of re-rotation angle is -90°~+90°. The maximum searching range of
X_offset or y_offset is —16~+16, step size is 1 pixel. In our experiment, the coarse
searching on many images converges to the right solution no matter where the
searching starts. After coarse searching, the parameters size,,. . 8,,.. X_offset
y_offset . are determined. This candidate of the best matching is then propagated to
medium-1 level of 128x128. A search with smaller ranges and steps is conducted in
medium-1 level. This procedure continues finally to fine-2 level.

Medium_1 searching at resolution of 128x128. size is changed by 2 pixels wide
each step and the searching range of size is (size —8)X2~(size +8)x2 (because

coarse®

coarse coarse
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we adopt full searching, the following searching is similar). The rotation angle 6 is
changed by 1°ach step, the searching range of re-rotation angle is (8, -5°)~(8,,..
+5°). The searching range of x_offset or y_offset is (x_offset . —2) x2~(x_offset ,,.,
+2)x2, (y_offset ., —2)x2~(y_offset +2) X2 respectively, step-length is 1 pixel
wide. After medium_1 searching, x_offset, ..., y_offset, ... size, ... @, .  can be
determined. We use the sub-image of size [0.7(2size . —16)1X[0.7(2size ., —16)]
(we adopt 0.7 to decrease the computation but also assure the reliability of the
algorithm) to compute the distance in medium_1 searching.

Medium_2 searching at resolution of 256x256. size is changed by 1 pixel wide
each step and the searching range of size is (size,,,, ~1)x2~( size, .., +1)x2. The
rotation angle @ is changed by 0.5%ach step, the searching range of re-rotation angle
18 (0, -19~(8, i+ 1°). The searching range and step-length of x_offset or y_offset
are similar to the above. After medium_2 searching, x_offset . .. y_offset,
size, ..., 0 can be determined.

Fine_1 searching at resolution of 512x512. size is changed by 1 pixel each step
and the searching range of size is (size,,,, -1 )X2~(size +1 )x2. The rotation
angle 61is changed by 0.2°ach step, the searching range of re-rotation angle is 8.,
-0.4°~8, .. . +0.4°. The searching range and step-length of x_offset or y_offset are
similar to the above. After fine_1 searching, we obtain size ,,,, 6,,, and translation
parameters x_offset, y_offset.

Fine_2 searching at resolution of 512x512. Fine_2 searching contains only 2
nesting cycles (size, 6). size is changed by 1 pixel each step and the searching range
of size is (size,,, —1) ~(size,,, +1). The rotation angle 6is changed by 0.02°%ach step,

inel finel
the searching range of re-rotation angle is €, ,—0.10°~6. = +0.10°. Through the fine_2

finel finel
searching, we can determine scaling and rotation parameters of size, and 6. We use
the sub-image of size (0.9size ,,,)%(0.9size ) to compute the distance in fine_2
searching.

Anti-shearing operation. One way to recover the distortion of shearing and/or

general linear transformation is to perform the linear transform as Equation (5) on the

X X a b X , (5)
y y C d Yy

} denotes the linear transformation matrix. By changing the

coarse

coarse

coarse

mediuml

medium?2®

medium?2

medium2

a b
c d

parameters (a, b, ¢, d) in a constrained range, search for the minimum distance at
multi-resolution. It has a 4-dimensional searching space (a, b, ¢, d). We propose to
perform anti-shearing operation only in a 2-dimensional searching space. Anti-
shearing operation includes: 1). By changing the anti-shearing parameters s, s, (the
maximum shift in X and Y direction) in a constrained range, we perform the
following transform (Equation 6) operations on the suspected image (M X N)) and
search for the minimum distance between the operated image and the reference
image. (2) Flip the suspected image and reference image in up/down direction.
Similar to the step given above, search for the minimum distance between the flipped
and operated image and the flipped reference image. We perform the above searching

where p _ {
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at multi-resolution. When the distance reaches the minimum, the parameters for
resynchronization can be determined.

511 s, ©6)

{x} N, +s, -1 M§+sv—1{x:|
N :

3.3 The Computational Aspects and Reliability of the Searching Algorithm

Because the full searching is started in the 64x64 level with a large subimage of
22x22 at the level, the algorithm will not miss possible candidate. Our numerous
experiment support this observation. Because the full search in the coarse level is

about (l/ 8)4 =1/4096 of equivalent search in the finest level, and the search in the
remaining levels with smaller search ranges and step sizes, the computation has been
reduced drastically. Searching algorithm takes less than 10 seconds on a Pentium PC
of 1.4 GHz. In our many tests, the proposed algorithm can recognize the joint RST
(with cropping) or shearing distorted images and successfully invert the geometrical
distortion (refer to Fig. 5). If the geometrically distorted image is corrupted by JPEG
compression with quality factor above 10 and/or additive noise, the resynchronization
parameters can also be recovered correctly. It is noted that this searching approach
can be used with various system such as the watermarking in DCT domain.

3.4 Blind Data Extraction

First, perform 3-level DWT on the resynchronized suspect marked image. The
coefficients of the LL, subband are scanned and turned into a 1-D array, which is
denoted by C". Then we can extract the hidden binary data X according to the
following formula:

(7

xi=1 if (c'imod 0{)2%
x'i =0 otherwise

Next we perform 2-D De-interleaving, which is the inverse process of 2-D
interleaving [11], to X' to obtain the binary sequence W'. By partitioning W into
subsequences with size of n=61, we obtain the extracted signals
W' ={w,,0< j<n0<i< L} Finally, by searching for a codeword that is closest to w"

ij?
in BCH codebook in the sense of Hamming distance, we can decide the possibly
embedded byte CS,".
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4 Experimental Results

We have tested the proposed algorithm on various images. The results on 512x512x8
Lena and Baboon images are reported here. In our work, we choose the Daubechies
9/7 biorthorgonal wavelet filter in DWT on image, and we choose a to be 56 for Lena,
64 for Baboon. A string of 67 characters (536 bits) are embedded into the images. The
PSNRs of the marked image are 40.2 dB and 39.0 dB for Lena and Baboon
respectively (Fig. 4). The watermarks are perceptually invisible. The embedding
algorithm takes less than 2s while the whole watermark detection takes about 10s on a
Pentium 1.4GHz. This is sufficiently fast for commercial applications. Table 1 shows
some tested results with our proposed algorithm on Lena and Baboon using StirMark
3.1. In Table 1, the reported bit error rate (BER) is calculated after the ECC. That is,
if a codeword is decoded correctly then all bits within the codeword are considered
not in error. The watermark can be error-freely recovered from the marked images
when they are attacked by shearing, general linear transform, aspect ratio changes,
scaling, Gaussian filtering, jitter attack etc. We can see that the proposed
watermarking algorithm can effectively resist the attacks such as JPEG compression,
cropping, rotation (auto-crop, auto-scale), sharpening. According to [5], most of
simple spread-spectrum based marking schemes cannot resist jitter attack. It is noted
that our algorithm can recover embedded characters error-freely for a JPEG
compression quality factor of 15%. While the marked image is attacked by a
combination of rotation, scaling, cropping, the watermark can still be recovered error-
freely if the rotation angle is less than 15°, and the maximum BER is only 0.024 for
rotation angle larger than 15° for Baboon. Fig. 5 shows the image undergoes JPEG_50
in addition to a combination of rotation (2°), scaling, cropping and translation (RST),
the geometric distortion can still be recovered, the hidden data can be decoded
successfully. Note that in [15], the embedded information is just 60 bits in an image
of 512x512 or 1024x1024, while the present scheme embeds 536 information bits in
an image of 512x512.

(b)
Fig. 4. (a) Watermarked Baboon image (39.0 dB, a=64) and (b) Lena (40.2dB, a=56)
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Fig. 5. Resynchronization. (a) A distorted version of Fig.4a. JPEG_50 + rotation + cropping +
translation + scaling. (b) The recovered image. The hidden data (67 characters) can be
recovered with no error

5 Conclusions

In this paper, we propose an algorithm for hiding invisible and robust meaningful
watermark in the DWT domain. The main contributions are as follows: (1)
Introduction of the distance measure between images, based on which geometric
distortion can be inverted, so resynchronization of the hidden watermark can be
achieved. By doing so, watermarking algorithms in the DWT domain can resist RST,
shearing, general linear transformation etc. (2) A fast automatic resynchronization
scheme has been developed. It incorporates multi-resolution matching and coarse-fine
searching, achieving low computation complexity. The scheme can be applied to
watermarking in DCT domain to resist to geometric attacks as well. (3) Compared
with the existing non-blind marking schemes [8], [9], the major advantage of the
proposed scheme is that it can cope with large amount of geometric distortion with
satisfactory accuracy and it can be implemented very fast. In addition, our proposed
scheme can achieve high detection accuracy. For instance, our anti-RST recovers a
rotation of 0.02°. (4) Apply BCH codes to reduce the detection error rate. (5) Apply 2-
D interleaving technique to the watermark in DWT domain to reduce the bursts of
errors caused by some attacks such as cropping, jitter and shearing.

The major progress made in this paper is that the watermarking is robust against
geometric distortion and common signal processing, such as JPEG compression,
Gaussian filtering etc, due to the proposed fast resynchronization scheme. However,
robustness of the present watermark against median filtering, FMLR and
randomization-and-bending remains to be improved. According to our experiment,
robustness against median filtering and FMLR can be improved by increasing the
strength of the watermark (via adaptively embedding the watermark [16]) and soft
decoding. The future works for the improvement will be needed.
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Table 1. Test Results with StirMark 3.1

StirMark functions Lena (BER) | Baboon (BER)
17(5)_rows_5(17)_cols_removed (jitter) 0 0
ratio_x_1.00_y_1.20, ratio_x_1.20_y_1.00 0 0
ratio_x_0.80_y_1.00, ratio_x_1.00_y_0.80 0 0
scale_0.50, scale_2.00 0 0
cropping_10, cropping_25 0 0
sharpening_3_3 0 0.017
2x2_median_filter 0.021 0.362
3x3_median_filter 0.065 0.472
FMLR 0.412 0
Gaussian filtering_3_3 0 0
JPEG_15,20,25,30,40,50,60,70,80,90 0 0
linear_1.007_.010_.010_1.012, 0 0
linear_1.013_.008_.011_1.008 0 0
linear_1.01_.013_.009_1.012 0 0
shearing_x_1.0_y_0.0, shearing_x_0.0_y_1.0 0 0
shearing_x_0.0_y_5.0, shearing_x_5.0_y_0.0 0 0
shearing_x_1.0_y_1.0, shearing_x_5.0_y_5.0 0 0
rotation_15°,10°,5°,+2°,+1°,+0.5°,+0.25°,90° 0 0
rotation_scale_15°,10°,5°,+2°,+1°,+0.5°,+0.25° 0 0
rotation_ 30°, rotation_scale_30° 0.047 0.017
rotation_ 45°, rotation_scale_45° 0.132 0.024
stirmark_random_bend 0.459 0.479
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Abstract. A good watermark is known to be perceptually invisible,
undetectable without key and robust to spatial/temporal data modification. In
this paper, we utilize the characteristics of the human visual system (HVS) for
watermarking. In HVS, the response of visual cortex decomposes the image
spectra into perceptual channels that are octave bands in spatial frequency.
Based on the octave-bands division, same numbers of bits of the watermark are
inserted into each channel. Experimental results show that the proposed method
based on HVS method gives strong robustness to the attacks compared with
conventional DCT, wavelet and DFT watermarking methods.

1 Introduction

For a good watermarking technology, watermark data suppose to be hidden
undetectably by human eyes while they are remained in spite of the damages of the
data, such as trials to remove the watermark. To do so, it is important to choose
appropriate portions of an image for watermarking insertion, which have significant
energy of the image. In general, there are two kinds of embedding and detection
technologies of watermark. Those are spatial domain and frequency domain
watermarking techniques. In the watermarking technologies in the frequency domain,
image data are transformed using various transformations such as Discrete Cosine
Transform (DCT) [1,2], wavelet transform [3], Fourier-Mellin transform and Discrete
Fourier Transform (DFT) [4,5]. Subsequently a watermark is embedded into visually
insensible area. The watermarking methods without original image in the frequency
domain are widely used but they are known to be not robust to all attacks.

In this paper, we propose a watermark embedding method in DFT domain. The
original image is not required for watermark detection procedure. In the proposed
method, watermark is embedded into significant areas according to the amount of
information which the areas could contain. The areas are divided by HVS band in
DFT domain. In the proposed method, robustness of watermark is superior to that in
the conventional methods in terms of external attacks such as compression, filtering,
cropping and shifting.

The paper is organized as follows. In section 2, we explain HVS-based frequency
layout for the watermark embedding, propose a new watermark embedding and

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 224-234, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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detection method. In section 3, we show experimental results and compare proposed
method with existing methods. Finally, we draw conclusion in section 4.

2 Theory

In this paper, we propose a DFT based watermarking technique using the human
visual system. In the following section, the HVS-based frequency layout is designed
so that a watermark is to be embedded.

2.1 HVS-Based Frequency Layout for the Watermark Embedding

Psychophysical experiments have shown that the response of visual cortex is turned to
the band-limited portion of the frequency domain. It gives evidence that the brain
decomposes the spectra into perceptual channels that are bands in spatial frequency
[6]. As far as spatial vision is concerned, best-adopted sub-band representation of
HVS is a division of spatial frequency domain with octave-band division in radial axis
and equal-width division in orientation axis (or angular axis). Figure 1 shows an
example of band division in the radial direction. In the radial direction, the center

frequencies of channels are spaced with octave scale such as @, =@, -2,
se {1,2,3,4,5}where s is a radial index and @, is the highest center frequency. Two-
dimensional HVS-based frequency layout can be represented as shown in Figure 2.

W5 Oy 5 @) @
[} I [} [} [}
[} [} [} [} [}
HEE ! l ! |
LN [ I [ I [ 1
Oiﬁ N N N
2?2 22 2
L | | :
DI B |

Fig. 1. Channel division in radial direction, where B, is each band and @, =a)1-2_(3_1),

se€ {1,2,3,4,5} where s is aradial index and @, is the highest center frequency.

As shown in Figure 2, HVS-based channels consist of dense channels in low
frequency domain and relatively broad channels in high frequency. Namely, the
human visual feature is sensitive to the change of low frequency components, and it is
insensitive to the change of high frequency components. Based on these features of
channel, watermark is embedded in this paper.
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Fig. 2. Conventional DFT domain embedding layout (leff), HVS-based frequency band layout,
where B, is the 5" band (righ).

2.2 A Watermark Embedding Method in the HVS Layout

In this paper, watermark is embedded in DFT domain which is divided according to
the HVS layout, as shown in Figure 2. Let I(x,y) be original image with size of N x M.
The Fourier transform of I(x,y) can be written as

F(u,v):MLIEIE]I(x,y)exp[—jZﬂ(ux/M+vy/N)]- (1)
x=0 y=0

F(u,v) in Eq. (1) has the property of conjugate symmetry such as
F(u,v)=F" (-u,~v), 2

where F*(u,v) is complex conjugate F(u,v). Due to this property, the watermark is
embedded symmetrically in the DFT domain. The watermark is a 2-D circularly
symmetric sequence consisting of values 1 or —1. This sequence is a pseudo-noise
(PN) sequence which is used to modulate transmitted data into noise-like wide band
signals in spread spectrum communication systems so they blend into the background
[7]. PN-sequences are periodic noise-like binary sequences generated by feedback
shift register of fixed length [7]. They also are generated with equal probability of 1
and -1 and provide an easy way to generate a unique code for an author’s
identification [8].

Let M(u,v) be the magnitude of the Fourier transform of /(x,y) and B, be each band
where s is a radial index, i.e., se€{1,2,3,4,5}. Let also W(u,v) be a watermark and
M’(u,v) be the modified magnitude by embedding the watermark. The proposed

embedding algorithm is shown in Figure 3. In the band selection module in Figure 3,
the positions where watermark is embedded are determined. Each band has octave
width in the radial direction. The watermark sequence is divided equally so that same
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length (L) of watermark is embedded into the selected bands. So, the length of

watermark embedded into i” band and ;™ band is equal and satisfies the following
condition

LB. =LB s (3)

where Ly is the length of the watermark sequence inserted in the i " band. And the

total length of the inserted watermark is

L

wia =Ly, =Sy, @)
where S is the number of selected bands in the band selection module. In order to

preserve complex conjugate symmetry as mentioned in Eq. (2), the watermark must
be

Wu,v)=WM —u,N —v). ®)

The watermark is embedded into the random positions of the selected bands by
generating a PN sequence. Therefore, the coefficients of the watermarked magnitude
M’ can be written as

M (u,v) =M (u,v)+aWu,v), (6)

where a is a weighting factor which determines the strength of the watermark. The
weighting factor is adjusted at each band so that one can compromise between the
degradation of image fidelity and the robustness of watermark effectively.

The watermarked image I’(x,y) is obtained from the inverse Fourier transform

with M ’(u,v) :
I’(x,y)=IDFT(M’,P), (7

where P is the phase of I(x,y).
In conventional DFT method, the watermark is embedded in a ring covering the
middle frequencies as shown in Figure 2 [5]:

W(r,0) = { ®)

where r=+vu?+v?,0 =arctan(v/u).

On the other hand, in proposed method, the watermark is inserted into the octave
bands such that same number of bits of the watermark is assigned in each band. In
doing so, more bits of the watermark are embedded into small area of bands. Namely
stronger watermark signals are embedded into significant portions, which locate in
low-middle frequency region in the frequency domain. This watermark insertion
scheme gives the robustness to attacks because the watermark of significant portion
can resist against strong attack of image.

0, ifr<R;andr >R,
+1, if R, <r<R, |’
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Fig. 3. Watermark embedding algorithm.

2.3 A Watermark Detection Method

The detection process is the inverse order of the watermark insertion process and is
based on correlation method. In the proposed method, the original image is not
required in the watermark detection procedure. The detection procedure is shown in
Figure 4.

Watermarked
Image

FFT

Key Band
* Selection

Watermark %

Watermark
detection

Fig. 4. Watermark detection algorithm.

The correlation ¢ between the watermarked coefficients M in the frequency bands
and the possible watermark W can be used to detect the presence of the watermark.
The correlation ¢ can be written as

S S WM () ©)

total u=1v=l1

where L, is the total length of inserted watermark.
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3 Experiments

Experiments have been carried out to verify the robustness of the proposed method in
this paper. In experiments, A LENA image with size of 512x512 has been used. So
parameter of N was 512.

In our experiments we have inserted the watermark in two bands (B, and Bj in

Figure 2). Note that a watermark can be inserted in any other bands by adjusting the
weighting factors. We generated watermarking inserting scheme as shown in Figure
3. Same number of bits of watermark was inserted in both inner and outer bands in the
frequency domain in Figure 2. The weighting factor a was set to 0.3. This parameter
was set so that the image quality was not affected by the watermark.

To test the performance of watermarking, we measured correlation between
inserted watermark and possible watermarks. Figure 5 shows the response of the
watermark detection for 100 randomly generated watermarks. As it is seen, only one
watermark has high correlation value so that the watermark is authenticated. As
shown in that figure, correlation value is high at the 20" watermark.

700
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500

400

300

200

detection value

100

-100

200

index of random watermark

Fig. 5. Detection response (No attack).

We have also measured PSNR to check data loss due to embedding the watermark.
Table 1 shows the detection peak value (correlation values) and PSNR with respect to
the weighting factor (a). Note that the same number of watermark was inserted in
inner band and outer band in the experiment. As shown in the table, for a of 0.3, the
detection value and PSNR can be satisfied. The large value of a causes the
degradation of the watermarked image.

Table 1. Correlation peak and PSNR vs. the weighting factor (No attack), where L = 18888.

weighting factor (a) Peak PSNR
0.1 227.80 50.04
0.2 429.79 46.16
0.3 628.95 43.24
04 827.25 40.95
0.5 1026.47 39.11
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Table 2. Watermark performance vs. watermark length.

Watermark Lena(512x512)
length PSNR First peak Second peak
1000 51.10 52.99 37.29
2000 50.94 59.70 -42.74
5000 49.80 148.70 62.92
10000 48.37 217.79 80.90
18888 46.16 429.79 107.29

Table 2 shows the detection value and PSNR with respect to the number of bits of
inserted watermark.

As it is seen, the small number of bits of watermark gives the better resolution. But
the detection value is reduced. Note that the watermark length is related with
watermark strength. i.e., to improve the image quality (PSNR) watermark strength
should be reduced thereby the robustness for the attack is also reduced. Based on the
result in Table 2, the proposed algorithm shows more robust to attack than the
conventional DFT algorithm [5], i.e., the detection value is larger.

We have compared the proposed method with other algorithm [5]. As the result of
our simulation, Table 3 shows peak values of the conventional DFT and the proposed
methods with the same quality of a watermarked image. As seen in Table 3, the
proposed method shows higher peak values than conventional DFT method. This is
because more bits of watermark are embedded into visually significant areas
according to the HVS bands in DFT domain.

Table 3. Comparison between the proposed method and other method.

PSNR Conventional DFT method Proposed method
First peak Second peak First peak Second peak
42dB 460 130 630 120

To verify the robustness of proposed method for various attacks, we performed
noise addition, JPEG compression, cropping, median filtering, blurring, and
sharpening. Table 4 shows top three peak of correlation value for various attacks.

As seen in Table 4, first peak values are high enough to detect the watermark, even
though many attacks. The results in Table 4 show that the proposed method can detect
the watermark from degraded images. Table 5 shows the detection value and PSNR
with respect to various band selections.

In Figure 7 to Figure 11, degraded images and watermark detection responses are
shown. The watermarked image are distorted such as JPEG compression (Figure 7)
with a quality factor 5%, blurring (Figure 8), smoothing (Figure 9) with 3 x 3 median
filter, sharpening (Figure 10), Gaussian noise addition (Figure 11). As seen in the
right side of each figures, watermark is detected in all case though the watermarked
images are degraded.
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Table 4. Correlation peaks vs. various attacks, where scale factor a=0.3, L=18888.

Lena(512x512

Various attacks First Second Third
Peak peak Peak

No attack 628.95 -106.95 105.11

Add noise 570.70 -96.42 -85.21
JPEG(5% quality) 559.63 103.80 -93.66
Center cropping (a=0.4) 232.04 -122.94 96.62
Median filtering (1 x 1) 513.95 -98.32 97.59
blurring 295.21 79.87 -77.52
Sharpening 795.55 -158.96 136.42

Table 5. Watermark performance vs. various band selections. (a=0.3)

Selected bands PSNR ngirit(sefljs 1 2éecond peak
B,,B, 45.49 499 -41
B,,B; 43.24 628 -106
B;,B, 40.62 4449 1376

B, B, ,and B; 42.92 626 -165

B,,B;,and B, 40.50 390 142

B,,B,,B;,and B, 40.35 2181 791

Fig. 6. Original image (Lena 512x512)(Left), Watermarked image (Right).

231
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Fig. 7. JPEG compressed version of the watermarked image with 5% quality (Left), and the
corresponding detection response (Right).

Fig. 8. Blurred watermarked image (Left), and the corresponding detection response (Right).

Fig. 9. Smoothed watermarked image with 3 x 3 median filter (Leff), and the corresponding
detection response (Right).
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Fig. 10. Sharpened watermarked image (Left), and the corresponding detector response (Right).

Fig. 11. Watermarked image after adding noise (Left), and the detector response (Right).

4 Conclusion

In this paper, a DFT based watermarking technique using the human visual system is
proposed. Using this division of frequency channel that has been used for MPEG-7
texture descriptor recently, we propose a novel watermarking technique in which
watermark is embedded at perceptually significant portions. The performance of the
proposed algorithm was compared with other watermarking methods with the same
test images. Experimental results show that the proposed HVS-based watermarking
method is robust to various attacks, such as JPEG compression, filtering, cropping,
multiple watermarking and so on. Although the watermarked images of both the
conventional and our proposed method have the same quality in human vision, our
method is more robust since watermark is embedded into significant areas according
to the amount of information.
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Abstract. In this paper, we propose a DCT-based blind watermarking
system, with detection performed in a two-step algorithm. In embedding,
each bit is inserted in a PN spreading pattern in 12 positions of DCT
coefficients of an 8x8 block. The watermark gain, «, is optimized in
robustness and invisibility. In detection process, a preliminary decision is
obtained by correlation matching and then verified by choosing the more
similar spreading pattern with the restored one. Most of bit errors are
corrected in verificiation process. The poposed method has been tested
for several test images, with attacks including lowpass/median filtering
and JPEG compression, but excluding geometrical RST attacks. After
verificiation, BER reduces to 0.5% with no attack. Even under heavey
JPEG compression, BER stays lower than 9%. Compared with other
methods, the proposed method is better in watermark detection and far
exceeds others in watermark size.

1 Introduction

Recently, digital watermarking techniques emerge as effective means for pro-
tecting intellectual property. By embedding imperceptible digital signature,
the owner can secure the property right, They are roughly divided into
spatial-domain methods and transform-domain methods. Watermark data are
embedded in a wide range of domain, in spatial, in the DCT, in the Fourier, in
the fractal domain. Popularly used statistical models for DCT coefficients for
images are Gaussian, Laplacian and generalized Gaussian[5,6].

Watermarking methods in early years have often relied on spread-spectrum
technology. In the embedding process, watermark data are redundantly spread
in a pseudo-random pattern and embedded into the image. In detection, the
value of the correlation is computed which measures the similarity between the
spreading pattern and the watermarked image. The randomness of images is
easily overcome with a high precessing gain in spread spectrum.

Some of the desired characteristics of digital signature are [1,2]:

— Perceptually and statistically invisible.
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— Robust to attacks including lossy compression.
— Original image not necessary for detection.
— Rich enough to contain meaningful information.

Watermarking can also be divided into non-blind methods and blind methods.
Non-blind methods use the original image for the extraction of watermark while
blind methods do not require the original image in the detection process. In blind
detection, the detection of watermark usually requires the information about
parameters in the embedding process. Blind algorithms need to extract such
parameters from altered images only and thus are more difficult to implement
than non-blind alforithms.

Problem Definition

In this paper, we address two important issues in watermarking, capacity and
watermark gain. The value of the watermark gain, «, is an improtant factor.
With a large value of «, the robustness of the watermark increases at the
expense of invisibility and wvice versa. Yet, there is no clearly stated algorithm
of determining the value of a.

Capacity of watermark is also related with a fair evaluation of a water-
marking algorithm[10,11]. Given an image, how many bits can be embedded
without degrading the quality of the image? There is a tade-off between the
watermark size and robustness. Servetto applied channel capacity theorem for
additive Gaussian watermarks and derived an expression for capacity[10]. The
capacity of the proposed scheme as computed by eq.(1) is 7912 bits. The actual
size of the watermark in our tests are 4096 bits, which is about half of the full
capacity.

niN 1
Cw = 71092(1 + g) (1)

1.1 Performance Measures

We evaluate the performance of the proposed method by two measures, MPSNR
(masked PSNR) and BER (bit error rate)[1,4]. MPSNR is the ratio of the
peak energy to the distortion from watermarking and is an effective metric
for invisibility. BER is the detection error rate for each bit of watermark and
includes both false negatives and false positives. BER is an effective measure
for robustness.

Performance comparison is presented in two ways. First, we compare the
performance between the proposed method and conventional methods such as
CM (correlation matching) and binary voting. Second, we compare the overall
performance with the results of IA-DCT(image adaptive DCT) non-blind of
Zeng [11,12].
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1.2 Contribution of This Paper

— The issue of watermark capacity is addressed and about half of the full-
capacity watermark is embedded in an image.

— The value of watermark gain, «, is determined on HVS(human visulal sys-
tem) approach, considering both MPSNR, and BER.

— A blind watermarking detection algorithm is developed, which has better
performance, compared with other conventional methods[1,2,3].

When compared with previous studies, our method far exceeds others in wa-
termark size. Nevertheless, the detection performance of watermark is better or
almost equal. BER of watermark is around 0.5% for standard test images with
no attacks.

2 Proposed System

The process of embedding and extraction of the watermark is shown in Fig. 1
and Fig. 2. The original image is DCT transformed block by block. Each bit of
the 4096-bit watermark is embedded by a gain of « in the mid-frequency region
of the DCT coefficients in one block. The value of « is determined based on HVS
such that « is proportional to the standard deviation of the DCT coefficients of
the corresponding image block. The amount of modification is dependent on the
local image content.

X
Original DCT
Domain
Image DCT
T Y
Extract Statistical Watermark
Wat: ked Watermarked
Data(mean,stdv) ‘ Coefficient ‘ ‘ a?)rg%r ¢ ‘ Image
IDCT
Logo Watermark
Image Image
Encryption

Fig. 1. Embedding of watermark

2.1 Optimal Choice of Watermark Gain

We show the values of MPSNR and BER as « varies in Table 1. Watermark
gain « is determined such that it satisfies the threshold both in MPSNR and in
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DCT

Y

BER as proposed by Lembrecht [9] and Macq [8]. First, the range of « is exam-
ined which maintains MPSNR above 38dB. Then the range of a is examined,
which maintains BER below 20% [4]. Of the intersection of these two ranges,
the maximum value of « is chosen to solve the problem of faked ownership by
inserting another digital signature into a watermarked image. Since the embed-
ding is with maximum allowable strength, one cannot insert another signature

DCT
Domain

!

A 4

Watermark

Statistical
Analysis
(mean, stdv)

am) | TwoStep

Detection

Fig. 2. Extraction of watermark

without remarkable quality degradation.

Logo
Image

Decryption

Table 1. MPSNR and BER with varying «

Image a PSNR(dB) | BER(CM) | E(disdortion)

Airplane 0.250 45 0.2633 1.05
0.3330 43 0.2249 1.22

0.50 39 0.1251 1.59

lo 32 0.0531 2.96

Babara 0.250 44 0.2747 1.13
0.3330 42 0.1909 1.39

0.50 37 0.0745 1.94

lo 30 0.0178 3.8

2.2 Embedding of Watermark Bits

Each bit of the watermark is embedded in 12 positions of the DCT coefficients
of a block b of the image as in eq.(2). The 12 frequency positions are numbered

as in Fig. 3.
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Fig. 3. Watermark embedded in 12 positions

Y; = sgn(X;) (| Xs| + aPf)
(i=1,2,---,12 k=0,1)
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X; and Y; represent the i-th DCT coefficient of an 8 by 8 block, before
watermarking and after watermarking, respectively. The watermark gain « is
proportional to o, which is the standard deviation of 15 DCT coefficiens (the
modified ones and neighbors in that block). This way, the absolute value of the
DCT coefficient increases in proportion to the local activity. P and P! are the
spreading pattern for bit 0 and bit 1, respectively.

a.Type 1

(ax=20) b.Typell (x=o0) c.Type Ill (x=0.50)

Fig. 4. Three frequency regions tested
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Patterns P and P! are so selected as to be symmetric and orthogonal to
each other. For the design of the spreading pattern, we examined which frequency
region is the most effective. After tests for 3 kinds of frequency regions in Fig.
4, type III returned to be to the most effective. The values of o needed for the
same BER performance are 20 for region 1, o for region 2 and 0.5¢ for region 3.

2.3 Detection of Watermark

Since the original image is not available in the extraction of the watermark, we
need to make a decision based on the modified (and possibly attacked) DCT
coefficients. We assume that i-th DCT coeflicient in each block is Gaussian and
the 12 coeflicients in a single block are jointly Gaussian as in Fig. 5.

/1

Gaussian

Jointly
Gaussian

Distribution

Fig. 5. Distribution of DCT coefficients

Watermark detection is in two-steps. The first step is a preliminary decision
by correlation matching and the second step is verification by voting, based on
estimates of the original DCT coefficients.

The values of correlation between each of PY P! and the watermarked
coeflicients is computed and then a preliminary decision is obtained by choosing
the larger of the two as in eq. (4).

So = Z|Y;|P}, 81 = X|vi|P} (4)
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% Sy > S1 — decide bit =0 (5)
! So < 81 — decide bit =1

In our experiments, the BER by preliminary decision alone stays around 5~10%.
Most of the wrong decisions can be corrected in the verification process as follows.

1. Estimates(X;) of the original DCT coefficients are obtained by removing
the watermark gain, based on the preliminary decision. The variance of the
original coefficients, o2, can be easily estimated from that of watermarked
coefficients, as in eq.(6), which is detailed in the Appendix. Then the estimate
of X, is obtained from the watermarked coefficient as in eq.(7).

6% = 0.656(0y)? (6)

(7)

2. Watermarked coefficients(Y;) are scaled by the ratio of estimated coefficient
to their mean value as in eq. (8).

o [ sgn(Y{|Yi| — aP?} if preliminary decision = 0
P sgn(V){|Yi| — aPl} if preliminary decision = 1

Y5 = wY; where w; = | X;|/mean(|X;)) (8)

K2

3. Each of the scaled coefficients (Y;°) are thresholded with their mean, re-
sulting in a 12-bit pattern. A voting is performed, based on the Hamming
distance between that 12-bit pattern and each of P°, P!. The final decision
is obtained by choosing the one with smaller distance, that is, the embedded
watermark bit is concluded to be 1 if the 12-bit pattern is more similar to

P! than to P°.

An example is shown in Fig. 6 to illustrate the details. The original bit, 1, is
erroneously decoded be 0 in the preliminary decision since Sy > S7. Scaled
coefficients have a mean value of 11. Thresholding the scaled coefficients with
the mean, we get a 12-bit pattern, {0 1001010100 1}. Since that pattern
is closer to P! than to P°, we conclude that the original watermark bit is 1.

2.4 'Why BER Improves in Two-Step Process?

The final decision for each bit comes from the verification. One may doubt:
A correct preliminary decision may be erroneously reversed just as a wrong
preliminary decision can be corrected. Table 2 show the transition between
the preliminary decision and the verification. C(correct)/W(wrong) represents a
correct preliminary decision and a wrong verificaiton, in that order. The numbers
in the inner columns represent the number of occurrences and the number in the
right column is the distance between Sy and S;. Most of wrong preliminary
decisions are corrected while most of correct preliminary decisions just pass the
verification as follows:

— It is rare that a correct preliminary decision will be erroneously reversed
when the distance is larger than 5. Most of the erroneous inversions occur
when the distance is small.
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Bit index 1 2 3 4 5 6 7 8 9 10 11 12
0 Pattern pi(’ tioftriofitritrtiofoioinringio
1 Pattern Pl 0 1 0 1 0 0 1 1 1 0 0 1
i
Original DCT |X| 1misioilrinieti7i1i4illioiil
12
0

Uy = X, | +oP (@=5)

Watermarked DCT |Y,| niwiniecinmieinieioimninii

Sy=> 1Y, 1P’ =61
S,=>1Y,1P =61
Wrong decision — Pattern "0"

| X, =Y, | -oP’
EsimatedDCT | X || 6 i 10i s i6isi1inieioieisiie
1
W, = X, 1/m, m, =742
1Y =Y 1w,
Weight DCT |Ysl 9 inizisiminriwisinioi7 iz
12
if 1Y 2m,, then decision bit 1 m, =11
Voting ofrioioirioirioirioioin

Pattern 0 — voting 3
Pattern 1— voting 9

Final Decision=1

Fig. 6. Intermediate steps in Two-Step method

— The number of erroneous inversions of correct preliminary is 59, only 20%
corrected out of 279 wrong preliminary decisions.

What would happen if we make preliminary decision entirely randomly and rely
on the verification process only? In experiments, the performance is much lower
than with the preliminary decision. The BER goes down to 19% even with no
attack.
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Table 2. Transition from Preliminary to Verificiation (Barbara, a = 0.50)

Pre/ Distance
Verifiy | Original | Pre | Verify | <5 >5
Cc/C 1 1 1 273 1529
0 0 292 1638
C/W 1 1 0 21 1
0 0 1 36 1
w/C 1 0 1 178 36
0 1 0 38 27
W/ W 1 0 0 16 1
0 1 1 8 1

2.5 Capacity of Watermark Data

Converting eq. (1) in terms of the proposed method, N is the number of image
blocks, 4096, and n is the number of DCT coefficients, 12. ¢2 is the ratio of wa-
termark energy to the background image (noise from a viewpoint of watermark
detection) and is equivalent to 1/3% = 4.0. The capacity is comquted to be 7912
bits. The actual size of the watermark in our tests is 4096 bits, which is about
half of the full capacity.

3 Experimental Results

We experimented the proposed algorithm for 4 images as shown in Fig. 7. They
are 8-bit gray level images with 512x512 pixels. Watermark data are 4096 random
bits. The subfigures in Fig. 8 are (a) original image, (b) watermarked image, (c)
amplified difference and (d) reconstructed image after detecting watermark.

3.1 Comparison with Other Blind Watermarking

The BER performance of the proposed method is shown in Table 3 through
Table 6. Tested attacks include sharpening, blurring, median filtering, addition
of Gaussian noise and heavy JPEG compression (20% by Photoshop). However,
no geometrical attacks such as rotation, shifting or transformation have been
tested. In all of 4 images, we use the same «(= 0.5¢). For comparison, we use
two conventional blind methods, CM(correlation matching) and binary voting.
CM is an identical process to the preliminary decision process alone in the
proposed method. On the other hand, in binary voting, each of the watermarked
coefficients is compared to their mean value and we examine to which of the
two, P% and P!, the resulting 12-bit pattern is closer. Thus, binary voting
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a. Barbara

c. Difference Image d. Restored Image

Fig. 8. Watermarking of Barbara
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is similar to the verification process, but without any preliminary decision or

restoration.

Table 3. BER with watermark attacks (Barbara)

Attacks CM Voting | Proposed
None 0.0745 | 0.0718 0.0091
Sharpen 0.0813 | 0.0802 0.0066
Blur 0.1289 0.1241 0.0288
Median 0.1833 0.1762 0.0823
Noise(G) | 0.1188 | 0.1214 | 0.0293
JPEG(20%) | 0.1044 | 0.1001 0.0259

Table 4. BER with watermark attacks(Airplane)

Attacks CM Voting | Proposed
None 0.1251 0.1231 0.0511
Sharpen 0.1201 | 0.1189 0.0239
Blur 0.1861 | 0.1853 0.0586
Median 0.3769 0.3657 0.1031
Noise(G) 0.2839 | 0.2847 0.0301
JPEG(20%) | 0.3193 | 0.3557 0.0851

BER produced by the proposed method is 5~10 times lower than the con-
ventional methods. With no attack on watermarked images, BER by two-step
method is in the range of 0.002~0.05, while BER by CM or voting is in the range
of 0.05~0.125. With an attack of heavy JPEG compression, two-step method has
BER of 0.02~0.09, while CM or voting has BER of 0.1~0.3.

3.2 Comparison with Other Non-blind Methods

We compare our method with the performance of IA-DCT watermarking of
Zeng. In TA-DCT, the PSNR was 30dB with watermark size of 512 bits. The
proposed method has a PSNR of 38 dB with a 4096-bit watermark size. Yet,
the BER has a performance gain of 5~10%. A summary is in Table 7, where a
normalized correlation is used as the performance metric in order to have a fair
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Table 5. BER with watermark attacks(Baboon)

Attacks CM Voting | Proposed
None 0.0501 0.0525 0.0002

Sharpen 0.0569 | 0.0584 0.0007
Blur 0.1023 | 0.1013 0.0029

Median | 0.3127 | 0.3232 | 0.0173
Noise(G) | 0.1257 | 0.1269 | 0.0015
JPEG(20%) | 0.1455 | 0.1751 | 0.0886

Table 6. BER with watermark attack(Lena)

Attacks CM Voting | Proposed
None 0.0732 | 0.0745 0.0039

Sharpen 0.0867 | 0.0874 0.0073
Blur 0.1528 0.1514 0.0127

Median | 0.3748 | 0.3625 | 0.0626
Noise(G) | 0.2769 | 0.2813 | 0.0056
JPEG(20%) | 0.3406 | 0.2965 | 0.0912

comparison with published results. The proposed blind method appears to have
better performance both in robustness and in capacity and equal performance
in invisibility, than published non-blind methods.

Table 7. Comparison with other non-blind methods

Methods | Info(bits) | PSNR[AB] | JEPG(20%) | Blur(0.2) | Sharp(0.5)

IA-DCT 512 30 0.4953 0.9534 0.8255

IA-DWT 512 34 0.3387 0.9066 0.8744
Proposed 4096 38 0.9088 0.9414 0.9761

4 Conclusion

In this paper, we presented a DCT-based blind watermarking system, with a
two-step detection algorithm. Each bit of 4096 watermark data is embedded
as pseudo-random patterns in 12 of DCT coefficients of an 8 by 8 block. The
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watermark gain, «, is optimized in terms of robustness and invisibility. In the
extraction process, a preminary decision is obtained by correlation matching
and then verified by voting for the more similar spreading pattern with the re-
stored one. Most bit errors are corrected in the verification process. The proposed
method has been tested on several test images with attacks. BER is around 0.5%
in case of no attack on watermarking. BER in worst case stays lower than 9%
with heavy JPEG compression. Compared with others, the proposed method is
better in watermark detection performance and far exceeds others in watermark
size.
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B(Y)= [, (¢—aP) fx(z) du+ [° (z+aP) fx(x) dx
(assuming fx(x)=G(0,0x))

I
o

E(Y?) = fi)oo($2 — 2zaP + o*P?) fx (z)dx + [;° (x2 + 2zaP + o P?) fx (v)dx
= E(2?) + o?E(P?) + 4aE(P) [ xfx (z)dx
~ 1.5240%

02 = B(Y?) — E(Y)® ~ 1.5240%

Therefore, 63 = 0.6560%
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Abstract. Content adaptive watermark embedding algorithm using a stochastic
image model in the multiwavelet transform is proposed in this paper. Usually,
watermark is embedded with the same embedding strength regardless of local
properties of the cover image, so the visible artifacts are taken placed at flat
regions. A watermark is embedded into the perceptually significant coefficients
(PSCs) of each subband using multiwavelet transform. The PSCs in high
frequency subband are selected by SSQ, that is, by setting the thresholds as the
one half of the largest coefficient in each subband. The perceptual model is
applied with a stochastic approach based on noise visibility function (NVF) that
has local image properties for watermark embedding. This model uses stationary
Generalized Gaussian model characteristic because watermark has noise
properties. The watermark estimation use shape parameter and variance of
subband region, it is derive content adaptive criteria according to edge and
texture, and flat region.

Keywords: Multiwavelet, successive subband quantization, perceptually
significant coefficients, noise visibility function, stochastic image model

1 Introduction

The proliferation of digital contents and media has made it easy to copy, store, and
distribute various kinds of digital contents. At the same time, this ease of
manipulation has also prompted unauthorized duplication and distribution of valuable
contents. Digital watermarking might be used to protect the copyright of multimedia
data from illegal copying and watermarks are imperceptible signals that are embedded
into the media to be protected. As such, digital watermarks can help to identify the

F. Petitcolas and H.J. Kim (Eds.): IWDW 2002, LNCS 2613, pp. 249-263, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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source or ownership of the media, the legitimacy of its usage, and the type of the
contents or multimedia data in various applications.

The most important requirements in the data embedding systems are the
robustness and transparency, but unfortunately these are in the relation of trade-off
[1]. First of all, the watermark must be robust against attacks that are applied to the
watermarked media for the purposes of editing, storage, and even circumventing
watermark detection. Generally, these attacks are categorized into the lossy
compression, filter, noise-addition, and geometrical modification. Secondly, the
watermark must be embedded in a transparent way to avoid degrading the perceptual
quality of the host media. In another words, Users should not detect existence of the
watermark in the watermarked media statistically and visually.

According to the HVS (human visual system), human eyes are less sensitive to
changes in the neighborhood of the edges than the smooth regions of the image [2].
This phenomenon is called the spatial masking effect and can be exploited in the
watermark embedding, that is, by increasing the embedding strength in the edges and
high textured areas of the image, and reducing it in smooth regions.

Swanson et al. [3] proposed watermarking method in the DCT domain using
property of human perceptual system. This algorithm is used in the context of image
compression using the perceptual based quantizers. Podilchuk et al. [4] developed a
content adaptive scheme, where the embedding strength is adjusted for each DCT and
wavelet coefficients. Kutter [5] have developed content adaptive watermarking
schemes on the basis of luminance sensitivity function using the HVS. Ruanaidh et al.
[6] have applied transfer modulation features of HVS in the transform domain to
solve the problem of the compromise between the robustness and transparency. This
method embeds the watermark into the Fourier coefficients in a middle frequency
band with the same embedding strength assuming that the image spectra have
isotropic characteristic. This assumption is caused by lead to some visible artifacts of
images in the flat regions since it is an isotropic property of image spectra. Delaigle et
al. [7] proposed perceptual modulation function to overcome the problem of visibility
of the watermark around the edges. This method is developed based on a content
adaptive criterion that may easily be applied to any watermarking techniques in
coordinate, Fourier, DCT or wavelet domains as perceptual modulation function.
Voloshynovskiy et al. [8] proposed adequate stochastic modeling for content adaptive
digital image watermarking. By knowing stochastic models of the watermark and the
host image, one can formulate the problem of watermark estimation/detection
according to the classical MAP (maximum a posteriori probability) and stochastic
models and also estimate the capacity issue of the image watermark scheme.

The conventional watermarking techniques using global information of the cover
image embed the watermark into the host image with the same embedding strength
regardless of its local property. Therefore, this embedding technique leads in practice
to visible artifacts in the flat regions. In order to reduce these artifacts, the embedding
strength has to be decreased. This reduces the robustness of the watermark against
several attacks, since the image region that generates the most visible artifacts
determine the final maximum strength of the watermark to be embedded.
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A content adaptive watermarking has been proposed using a stochastic image
model based on multiwavelet transform. This algorithm utilizes the local properties of
image to determine the optimal embedding area using successive subband
quantization and perceptual model for the more strongly embedding. Multiwavelet
can be seen as vector-valued wavelets that offer simultaneous orthogonality,
symmetry, compactly support, and vanishing moments, which are impossible with
single wavelet systems. One of the great challenges to the successful watermark
embedding in the orthogonal multiwavelet is to construct the space spanned by the
multiscaling function with a higher approximation order usually leads to better energy
compaction than single wavelets. Also it can reduce the checkboard artifacts in the
reconstructed image. Multiwavelet used in this paper is DGHM multiwavelet with
approximation order of 2. To embed watermark, the original image is decomposed
into 4 levels using a discrete multiwavelet transform, then a watermark is embedded
into the PSCs of each subband. The PSCs in high frequency subband are selected by
SSQ, that is, by setting the thresholds as the one half of the largest coefficient in each
subband. After the PSCs in each subband are selected by SSQ, perceptual model
based on a stochastic approach is utilized to embed watermark. This is based on the
computation of a noise visibility function that has local image properties proposed by
[8]. Using perceptual model, the proposed watermarking algorithm embeds
watermark by the SSQ at the texture and edge region for the stronger watermark. This
method uses stationary Generalized Gaussian model characteristic because watermark
has similar characteristic. The watermark estimation uses shape parameter and
variance of subband region, it is derive content adaptive criteria according to edge and
texture, and flat region. The experimental results of the proposed watermark
embedding method confirmed the excellent invisibility and robustness.

2 Adaptive Watermark Embedding in the Multiwavelet
Transform

2.1 Multiwavelet Transform

Multiwavelet is a new addition to realize as vector-valued filter banks leading to
wavelet theory. Multiwavelet has many advantages such as compactly support,
orthogonality, symmetry, and vanishing moments [9]. That is, it can simultaneously
provide perfect reconstruction (orthogonality), good performance at the boundaries
(linear-phase symmetry), and high order of approximation (vanishing moments). But
a single wavelet cannot possess all these properties at the same time. Other feature of
multiwavelet is an efficient, robust, and compact representation than single wavelets.
One of the great challenges to successful watermark embedding in orthogonal
multiwavelet is to construct the space spanned by the multiscaling function with a
higher approximation order usually leads to better energy compaction than single
wavelets. And it contributes the reduction of checkboard artifacts in the reconstructed
image. For a tree-structured vector filter bank in multiwavelet transforms, the lowpass
and highpass properties for the two vector filters are not as clear as those for the two
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filters in single wavelet transforms. Therefore, the prefilters and postfilters are a
necessary step for discrete multiwavelet filter banks [10]. The prefilters are
constructed for multiwavelet based on matrix filter banks that preserve certain
properties of the central filter bank. The prefilters must be compatible with the central
matrix filter banks in order to fully exploit the underlying properties of the
multiwavelet filter banks. Prefilters of DGHM multiwavelet used in this paper is the
2nd-order quasi-interpolation [11].

The block diagram of orthogonal multiwavelet filter in this paper is shown Fig.
1. Multiwavelet has multiresolution analysis (MRA) which is the same concept as the
scalar wavelets. Hy(Z), H;(Z) are analysis filter banks, G,(Z), G,(Z) are

synthesis filter banks. P(Z) and P '(2) are prefilter and postfilter banks. A basis for
V, is generated by translates of vector form of N scaling functions

O (t=k), ¢,(t—k),--, ¢y (t—k). The scaling vector W¢)=[¢,(¢), --,Py o1, will
denote a compactly supported orthogonal scaling vector of length N with a matrix

dilation equation

1) =2 Y H[K]dX2t — k). (1)

keZ
Where, the multiwavelet coefficients H[k] are N by N real matrices.

An orthonormal basis W,=V_ @V, is generated by N wavelets vector
V() =1 (1), -, oy (t)]T , satisfying the matrix wavelet equation
W(1) =2 3 GIkI¥(2r k). 2)

keZ
The Glk] is also N by N real matrix. The scaling vectors with H and G from matrix
finite impulse response (FIR) filters have orthogonality, stability, smoothness, and
good approximation property.

Fig. 1. Multiwavelet scheme with orthogonal filter bank.

In the Fourier domain, the matrix frequency responses for H and G is denoted by
H (), é(w) , respectively.
N 1 » A 1 .
H(w)=— Y H, ¢ " and G(w)=—= Y G, e (3)
2 keZ 2 keZ
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The power complimentary condition can be expressed as
Hw)H (0)+ How+m)H (0+1) =1,
G(@)G (@) +Gw+71)G (w+m)=1,
and
H()G (0)+ Hw+m)G (0+7)=0,
where * denotes complex conjugate transpose, whereas [, and 0, are N by N

identity and null matrices, respectively.
Multiwavelet system is a matrix valued multirate filter bank. The DGHM
multiwavelet system is constructed by two scaling function ¢,(¢), ¢, (t)and two

wavelets @, (), ¢,(¢) having the four coefficients symmetric paraunitary filter bank:

@) = {Z‘ ((?J = C[0]D(2¢) + C[1]@(2f — 1) + C[2] D (21 — 2) + C[3] D2 —3)  (4)
2

W) = {(pl ((?J = D[0]®(2t) + D[1]®(2t — 1) + D[2]®(2¢ — 2) + D[3]®(2 - 3), (5)
2

There are properties of the DGHM scaling function, as follow.

e They have compactly support (the intervals [0, 1] and [0, 2])

¢ Both scaling functions are symmetric and the wavelets form a symmetric/anti-
symmetric pair

e The system has second order of approximation
In the time domain, filtering to be follow by downsampling is described by an infinite
lowpass matrix with double shift;

C[3] C[2] c[1] c[o] 0 O
0 0 C[3] C[2] C[1] C[0]

Each of the filter taps C(k) is a 2x2 matrix.

The continuous time function f(#) in the multiresolution vector space Vo can be

expanded as a linear combination
F@O =32 ¢t —n)+ v ¢, (t —n) (6)

The superscript (0) denotes an expansion ‘at scale level 0’. Therefore, their coarse
approximation (component in V_ ) is computed with the lowpass part of

multiwavelet filter bank. Prefilter for DGHM multiwavelet uses a 2nd-order quasi-
interpolation prefilter.
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o 0
Vi . v ,
—V1(711+)1 ) _v1(21)+1 ‘ v
V;nlja vé(,)n)ﬂ

2.2 Successive Subband Qantization

The PSCs in the high frequency subbands are selected by SSQ, that is, by the subband
adaptive threshold [12,13]. It is selected by setting the thresholds as the one half of
the largest coefficient in each subband. Then, for each selected coefficient in the high
frequency subbands, the maximum amount of the watermark is embedded to the
extent of satisfying the transparency according to the perceptual model of that
coefficient.

To select the PSCs, a subband adaptive threshold is used as follows

TH, =2l°=T] _ )

where T; represents the largest coefficients in each subband and |_X J represents the

largest integer which is no greater than X. The watermark is embedded only to the
PSCs greater than the subband adaptive threshold. As such, a constantly weighted
watermark, which has the largest value without the introduction of a visual artifact, is
embedded into the PSCs in the subband. Whereas, for the PSCs in the high frequency
subbands, the watermark is embedded based on NVF so as to provide transparency
and robustness.

The SSQ is performed to select the PSCs in the high frequency subbands. The
procedure of SSQ is as follow:

1. Set the initial threshold 7, of each subband to one half of the maximum

amplitude value of the coefficients inside the same subband. Set all
coefficients as unselected.
2. Select the subband with the maximum value of T, the within the selected

subband examine all unselected coefficients with the current threshold 7, and

select those coefficients which are greater than 7 as the PSCs.

3. Change the new threshold of the selected subband to one half.
4. Repeat Step 2 and 3 until all required PSCs are selected.



Content Adaptive Watermark Embedding 255

3 Stochastic Multiresolution Model

This paper presents perceptual model with a stochastic multiresolution that can be
applied to watermark embedding in the multiwavelet domain. This embedding
method is based on the computation of a noise visibility function (NVF) that has local
properties of image based on [9]. Adaptive watermarking algorithm using Stationary
GG perceptual model embeds watermark into the texture and edge region for more
strongly embedded watermark by the successive subband quantization. This method
uses the modified stationary GG model because watermark has similar characteristic
with this model. The watermark embedding use the shape parameter and variance of
each subband of multiwavelet domain, which is derived according to edge and
texture, flat region. The block diagram of the proposed watermarking model is shown
of Fig. 2.

Based on global information of the image, the watermark modeled as the random
noise is embedded with the same strength into the whole host image regardless of the
local properties of the image. This embedding may produce visible artifacts at the
regions that are characterized by small variability of reconstructed image. In order to
decrease these artifacts, the given embedding strength has to be decreased. However,
this reduces remarkably the robustness of the watermark against various kinds of
attacks, since the image regions which generate the most visible artifacts determine
the final maximum strength of the watermarked signal to be embedded. Perceptual
model is applied with an effective solution that embeds the watermark into the host
image according to the local properties of the image. This approach has the advantage
that it is applicable for very different types of images.

Perceptually
Stochastic
Model

v

NVF

Host Successive Watermark Inverse Stego
—p Multivavelet Suband L . -
I . uentization > Fnbedder Multiwavelet I

Watermark |1 k Key

Fig. 2. The block diagram of proposed watermark embedding model in the multiwavelet
domain.
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3.1 NVF with Stationary Generalized Gaussian Model

In the case of stationary Generalized Gaussian model, NVF can be written as
.. w(i, j
NVF(, j)= —) ©)
w(i, j) +o;(, j)
where W(i, j) is variable weighting function, Gf (i, j) denotes the local variance of
the image in a window centered at (i, j),1<i,j<M . The watermark is an ii.d.

(independent identically distributed) Gaussian process with unit variance, i.e. N(0, 1).

w(i, )=y U(Y)yﬁ (10)
Jaci.
3
)y~ ) 'Y ;
where a(i,j)zu, ny = —71/ and F(t):J.e_" u' ™ du is the
Ox re) 0

Gamma function.
The parameter Y is shape parameter. This distribution is the same as Gaussian

one for shape parameter, 2 and Laplacian one, 1. The shape parameter for real image
is in Fig. 3. The stationary GG model is as following.

2

1 v Iy
poo=| LI L epneay R a2y, an
21"(;) |det R, |2

where R is autocovariance function for stationary GG model. C is a high-pass filter.

o? 0 - 0
2 :

R =0 o 0 (12)
: 0. 0

0 0 0 o?

Adaptive shape parameters are utilized according to each subband and the
approximation of shape parameters for Lena and Barbara images are as shown in Fig.
3.

3.2 Content Adaptive Watermark Embedding
The final equation with adaptive watermark embedding of middle and high level

subbands is following formulate:
X' =X+(1-p)(A-NVF)-w-S,+-NVF-w-S, (13)
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where X°, X and w denote the watermarked image, original image, and watermark.
Sgr denotes the watermark strength of texture and edge regions. S, denotes the
watermark strength of flat region. [ is smoothing factor. The above rule embeds the

watermark in highly textured areas and areas containing edges stronger than in the flat
regions. In a strong edge region, where NVF approaches 1, the strength of the
embedded watermark approaches zero. As a consequence of this embedding rule, the
watermark information is nearly lost in these areas. Therefore, to avoid this problem,

0.6 0.7

.5 0.6

06| 0.4 0s 0.4 07| 0.6 04
04 04 0.5 05

0.7 04
0.5 0.5 0.4 04
0.9 12 0.5 0.7
(a) Lena image (b) Barbara image

Fig. 3. The approximation of shape parameters.

we proposed to modify the above rule, and to increase the watermark strength in these
areas to a level below the visibility threshold. The proposed adaptive watermark
embedding can be required into these methods to achieve the trade-off between the
goals of increasing the robustness by increasing the watermark strength and at the
same time, decreasing the visual artifacts introduced by the watermarking process.

4 Experimental Results

To illustrate the main features of the proposed adaptive watermark embedding method
in the multiwavelet domain, the simulation was performed on several images of
512x512 size. The multiwavelet decomposed the original image into 4 levels. The
used watermark is i.i.d. Gaussian random sequence with unit variance, N(0,1) and its
length is 1000. The security key is 200™. The highest frequency subband is thrown up
watermark embedding step. The first step of experiments, PSCs are selected by SSQ.
It is selected by setting the thresholds as the one half of the largest coefficient in each
subband. The second step, stationary GG perceptual model with adaptive
watermarking algorithm embed at the texture and edge region by SSQ. The third step,
NVF has to do estimation according to the stationary GG model.
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The PSNR of the watermarked images produced by modeling watermark as
stationary GG model with various embedding strength in the multiwavelet domain are
compared with non-stationary model in Table 1. As can be noticed from this figure,
the performance of the watermarked image with non-stationary GG model is a little
better than that of stationary Gaussian model.

Table 1. The PSNR of multiwavelet according to watermark strength variation.

PSNR[dB] : Lena(512X512)
Watermark : -
Stationary Non-Stationary
Strength - . - :
Multiwavelet | Biorthogonal | Multiwavelet Biorthogonal

10 53.08 51.91 53.16 51.05
20 47.06 46.28 47.14 45.36
30 43.54 42.85 43.62 41.90
40 41.04 40.39 41.12 39.43
50 39.10 38.46 39.18 37.51
60 37.52 36.89 37.60 35.93
70 36.18 35.56 36.26 34.60
80 35.02 34.40 35.10 33.45
90 34.00 33.38 34.08 32.43
100 33.08 32.47 33.16 31.52

Table 2. The PSNR[dB] values for the several watermarked images.

Multiwavelet Multiwavelet Multiwavelet | Biorthogonal
Image | (SSQ+ Perceptual | (SSQ+Modified (HVS) (HVS)
Model) Perceptual Model)

Lena 41.90 42.60 41.20 38.89
Boat 42.62 43.99 40.08 38.32
Barbara 38.18 38.41 36.48 37.49
Baboon 38.18 38.06 35.23 36.91
Bank 38.68 38.83 35.42 36.37
Bridge 40.12 40.23 37.10 36.45
Cablecar 44.20 44.19 42.41 43.05
Goldhill 42.06 43.98 39.51 40.66
Sail 42.62 44.07 41.39 38.59
Pepper 39.47 39.43 34.95 37.72
Woman 40.12 40.12 38.79 36.31
Altoro 40.12 44.05 35.26 32.06
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Table 3. JPEG compression with a quality factor varying 10% to 90%.

Multiwavelet Lena(512x512)

Quality 10 | 20 | 30 [ 40 | 50 | 60 | 70 [ 80 | %
poNrINom-Stationary| 30,93 | 33.35 |34.60 |35.24 |35.92 |36.48 |37.05 |37.62 |38.37
Stationary 13083 13321 134,38 135.08 13562 |36.14 136,75 | 37,56 | 38,86
cRr NonStationaryl 29 33 198,20 129,95 130,37 |30.52 130.62 130,83 3085 |30.91
Stationary 2387 |26.80 [30.28 [30.70 |30.78 |30.90 |31.06 |31.08 |31.14

Fig. 4. The robustness test of JPEG attack.

The PSNR value of the several watermarked images with respect to the original
image is shown the Table 2. The image comparisons using experiment are SSQ and
perceptual model in the multiwavelet domain, SSQ and modified perceptual model in
the multiwavelet domain, only multiwavelet and HVS, and biorthogonal wavelet and
HVS.

To establish the robustness of the watermarked image against lossy compression,
JPEG coding with a quality factor varying 10% to 90% was performed and the
resultant PSNR and correlation responses are shown in Fig. 4. Table 3 is JPEG
compression with a quality factor varying 10% to 90%. As the PSNR comparison of
JPEG, non-stationary model is excellent PSNR with a quality factor between 20% and
80% than stationary model, and correlation response of stationary model is better than
non-stationary. The result knows the resilience of the watermarking scheme against
the JPEG compression.

To evaluate the robustness of the watermarked image under cropping attack, we
randomly cropped a region with size of a 10% to 90% from the watermarked image
and then compressed it by JPEG with a quality factor varying 80%. The result knows
the resilience of the watermarking scheme against the combination of cropping and
JPEG compression as shown in Fig. 5. Table 4 is Cropping attack with cropping ratio
varying 10% to 90% after JPEG compression Q=80%. For the cropping attack, the
stationary and non-stationary models are similar to PSNR and correlation response for
the cropping ratio.
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Table 4. Cropping attack with cropping ratio varying 10% to 90% after JPEG compression
Q=80%.

Multiwavelet Lena(512x512)

Quality 10 [ 20 | 30 | 40 | 50 | 60 | 70 | 8 [ 90
pop [ Non-Stationary} 38,2891 38,9381 39.767| 40.82| 42.292| 44,201 46,950 50.13| 55.883
Stationary | 38 532| 39.172] 40,002| 41.048| 42.51] 44.501] 47.166| 50.366| 56.056
R | Non-Stationaryl 97 854| 257421 23.666| 20.532| 17.419| 13.846| 10.161] 7.441] 4.0745
Stationary | 28,057 25.903| 23.821 20.672| 17.558| 13.915] 10.203| 7.5042| 4.0899

Fig. 5. The robustness test against cropping attack after JPEG compression Q=80%.

The correlation responses of the image with no attack, Gaussian attack, median
filtering, and sharpening attacks for stationary and non-stationary models are shown
in Fig. 6 and Fig. 7. Table 5 is PSNR and correlation response according to various
attacks. As shown by the results, stationary model is a little excellent correlation
response than non-stationary model. But PSNR of non-stationary model is a little
better than stationary model.

Fig. 6. (a), (b) Correlation responses for the various attacks in the stationary model.
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Fig. 6. (c), (d) Correlation responses for the various attacks in the stationary model.

Fig. 7. Correlation responses for the various attacks in the non-stationary model.



262 K.-R. Kwon et al.

Table 5. PSNR and correlation response according to various attacks.

LENAS512 x 512
Stationary Non-Stationary
PSNR[dB] CR PSNR[dB] CR
3x3 Gaussian. 34.05 27.24 34.15 26.42
3x3 Sharpening 22.45 17.05 22.46 15.81
3x3 Median 31.06 17.44 31.10 16.18
FMLR 32.59 17.39 32.64 16.12
Cropping 50 % 48.52 17.46 48.52 17.47
JPEG Q=50 35.79 30.53 35.79 30.52

5 Conclusions

In this paper, adaptive watermark embedding based on the multiwavelet domain has
been presented. This approach is based on a stochastic model that uses stationary
generalized Gaussian model with local image properties to determine the optimal
embedding area. Multiwavelet used in the proposed algorithm is DGHM multiwavelet
with approximation order 2. To embed watermark, the original image is decomposed
into 4 levels using a discrete multiwavelet transform, then a watermark is embedded
into the PSCs of each subband. The PSCs in the high frequency subband were
selected by SSQ, that is, by setting the thresholds as the one half of the largest
coefficient in each subband. Watermark is embedded into the selected PSCs with the
perceptual model and stochastic model. The experimental results about the proposed
embedding method with SSQ and perceptual model based on multiwavelet transform
techniques were found to be excellent in the aspect of transparency and robustness.
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